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A Resilience Framework for 
Understanding Illicit Nuclear 
Procurement Networks
A A R O N  A R N O L D 1

Abstract

Current approaches to global supply-side controls to curb the proliferation of nuclear dual-use 
goods and technologies fail to consider the mechanisms that drive non-state actors to adapt 
and innovate. Consequently, policymakers are left reacting to, rather than anticipating, new 
illicit procurement techniques and methods. This article proposes a new analytical framework 
based on the concept of resilience, which considers how illicit procurement networks 
change and adapt within environments characterized by risk and uncertainty. That is, how 
do internal and external drivers help to insulate or create vulnerabilities for procurement 
networks? Focusing on the causes and consequences of resilience offers a more dynamic 
and comprehensive picture of illicit procurement because the concept can account for how 
networks adapt to supply-side policies and vice versa. To further illustrate this framework, this 
article explores three cases of illicit nuclear procurement. Finally, the conclusion examines 
the possible implications for future global supply-side policies to control the spread of nuclear 
dual-use goods and technologies.
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4 Aaron Arnold

Introduction

Despite the successful conclusion of a nuclear agreement with Iran in late 2015—a deal that 
limits Iran’s nuclear program in exchange for sanctions relief—the illicit global trade in nuclear 
and missile technology remains an active and ongoing concern. Globalized commerce, increased 
access to dual-use goods, growing indigenous manufacturing capabilities, and persistent 
demand for missile and nuclear technology have produced a niche market for middlemen to act 
as conduits between supplier and proliferator states.2 Yet, despite global efforts to control the 
spread of dual-use goods and technologies, procurement networks are often able to operate under 
the radar of intelligence and law enforcement organizations. Iranian procurement networks, for 
example, were largely able to evade global efforts to limit Iran’s nuclear enrichment program to 
increase its number of gas centrifuges, all while under strict international economic sanctions 
DQG�YLUWXDOO\�FXW�RII�IURP�WKH�JOREDO�ÀQDQFLDO�V\VWHP�3 It should be noted, however, that while 
Iran was able to increase its number of gas centrifuges, the country was not able to make 
VLJQLÀFDQW� VFLHQWLÀF�SURJUHVV�RQ� LPSURYLQJ� LWV�XUDQLXP�HQULFKPHQW�SURJUDP�� DQG�JHQHUDOO\�
continued to use the outdated IR-1 centrifuge design. Nonetheless, what explains the apparent 
persistence and success of nuclear procurement networks to continue operations given the 
increased attention to strengthening global supply-side controls? 

7KH� RYHUDOO� VWUDWHJ\� RI� QXFOHDU� VXSSO\�VLGH� FRQWUROV� LV� WR� FXUE� WKH� WUDQVIHU� RI� ´GLIÀFXOW�WR�
produce technology and equipment that is essential for making nuclear weapons and intended 
by the purchaser for that purpose.” 4 This includes limiting trade in materials with both nuclear 
and non-nuclear applications, the timely detection of proliferation-related activities, dissuading 
proliferating-related activities, and disrupting or denying proliferation-related activities when 

2  Bruno Gruselle, “Proliferation Networks and Financing,” Fondation pour la Recherche Stratégique,  
Paris, 2007, p. 7, <http://www.stanleyfoundation.org/publications/working_papers/Delory5.pdf>. See also  
Matthew Bunn, Marty Malin, William Potter and Sandy Spector, Preventing Black Market Trade in 
Nuclear Technology (Cambridge: Cambridge University Press, forthcoming).

3  In 2006, the UN Security Council adopted resolution 1737, which banned exports to Iran of “all items, 
materials, equipment, goods, and technology” related to nuclear activities. The Security Council expanded 
WKLV� EDQ� LQ�0DUFK� ����� WR� LQFOXGH� WUDYHO� VDQFWLRQV� RQ� VSHFLÀF� LQGLYLGXDOV�� DV� ZHOO� DV� QXFOHDU�UHODWHG�
VDQFWLRQV�RQ�HQWLWLHV�DIÀOLDWHG�ZLWK�,UDQ·V�QXFOHDU�SURJUDP��)LQDOO\��LQ�-XQH�������WKH�&RXQFLO�LPSRVHG�LWV�
most restrictive sanctions against Iran with resolution 1929, which prohibited Iran from investing in foreign 
nuclear activities, banned weapons exports to Iran, called on member states to inspect all cargo to and from 
,UDQ��H[SDQGHG�WKH�OLVW�RI�VDQFWLRQHG�HQWLWLHV��DQG�ÀQDOO\��FDOOHG�IRU�VWDWHV�WR�LPSOHPHQW�DGGLWLRQDO�ÀQDQFLDO�
related sanctions. Despite these restrictions, Iran made progress on its nuclear enrichment program. In 
2003, for example, Iran maintained a few hundred centrifuges, but by 2013, experts believed Iran’s number 
RI�FHQWULIXJHV�KDG�JURZQ�WR�RYHU���������0DQ\�RI�WKH�LWHPV�,UDQ�SURFXUHG��OLNH�FDUERQ�ÀEHU��YDOYHV��DQG�
DOXPLQXP�WHQGHG� WR�EH�EHORZ�WKUHVKROG� LWHPV��ZKLFK�PDGH� LW�GLIÀFXOW� IRU�DXWKRULWLHV� WR�´LGHQWLI\� OLQNV�
between below-threshold items and prohibited end-users and end uses in Iran.” See, “Final Report of 
the Panel of Experts Established Pursuant to resolution 1929 (2010),” United Nations Security Council, 
June 2014, pp. 14–15, <http://www.un.org/ga/search/view_doc.asp?symbol=S/2014/394>; “Visualizing 
Centrifuge Limits Under the Iran Deal,” Nuclear Threat Initiative, June 25, 2015, <http://www.nti.org/
analysis/articles/visualizing-centrifuge-limits-under-iran-deal/>.

4  Matthew Bunn, Marty Malin, William Potter and Sandy Spector, Preventing Black Market Trade in 
Nuclear Technology (Cambridge: Cambridge University Press, forthcoming).

http://www.stanleyfoundation.org/publications/working_papers/Delory5.pdf
http://www.un.org/ga/search/view_doc.asp?symbol=S/2014/394
http://www.nti.org/analysis/articles/visualizing-centrifuge-limits-under-iran-deal/
http://www.nti.org/analysis/articles/visualizing-centrifuge-limits-under-iran-deal/
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they occur.5 These approaches, however, fail to account for the ability of procurement agents and 
QHWZRUNV�WR�DGDSW��$�PRWLYDWHG�QHWZRUN�ZLOO�ÀQG�ZD\V�WR�FLUFXPYHQW�HYHQ�WKH�PRVW�ULJRURXV�
controls. For the purposes of this article, a procurement network is taken to mean the networks 
of middlemen that either wittingly or unwittingly illicitly procure nuclear dual-use goods and 
technologies on behalf of a state. These networks can vary in size, scope, and sophistication; may 
be comprised of one or more members; and organized as a formal, business-like partnership, such 
as the A.Q. Khan network, or more informally, based on familial relationships. Iran, for example, 
has tended towards de-centralization with respect to procurement activities.6 North Korea, on 
the other hand, has generally maintained a strong, centrally-directed network of procurement 
operations.7�7KLV�GHÀQLWLRQ�LV�VRPHZKDW�EURDGHU�LQ�VFRSH�WKDQ�RWKHU�GHÀQLWLRQV��ZKLFK�WHQG�WR�
focus on the state, its intentions, and its direct interactions with other proliferation aspirants.8

,QWHUHVWLQJO\��ZKLOH�VXSSO\�VLGH�FRQWUROV�PDNH�XS�D�VLJQLÀFDQW�SRUWLRQ�RI� WKH�JOREDO�QXFOHDU�
nonproliferation regime, relatively little attention is given to the inner-workings of the 
procurement networks. Consequently, supply-side controls have trouble anticipating how 
procurement networks will adapt. This is not to imply that the controls are static. On the contrary, 
there is a clear evolution of global supply-side controls that has adapted to changes in the 
spread of nuclear goods and technologies. In response to India’s 1974 nuclear weapons test, for 
example, nuclear supplier countries formed the Nuclear Suppliers Group (NSG) to develop and 
issue guidance on limiting the export of sensitive nuclear materials and technologies. Although 
the NSG is an informal multilateral export control arrangement between nuclear suppliers, 
with no legal authority or formal enforcement mechanisms, its participating governments have 
implemented its guidelines through national laws and practices. During the 1980s and 1990s, 
WKH�8QLWHG�6WDWHV�FDOOHG�DWWHQWLRQ� WR� WKH�16*·V� ODFN�RI�VSHFLÀF�JXLGDQFH�RQ�FRQWUROOLQJ� WKH�
exports of dual-use goods and technology (i.e., goods that have both nuclear and non-nuclear 
applications).9 It was eventually the revelations of Iraq’s covert nuclear program that helped 

5  Andrew C. Winner, “The Proliferation Security Initiative: The New Face of Interdiction,” The Washington 
Quarterly 28:2 (March 1, 2005), pp. 129–43; Frederick McGoldrick, “Nuclear Trade Controls: Minding 
the Gaps,” CSIS, Washington, DC, January 2013, <https://csis-prod.s3.amazonaws.com/s3fs-public/
OHJDF\BÀOHV�ÀOHV�SXEOLFDWLRQ�������B0F*ROGULFNB1XFOHDU7UDGH&RQWUROVB:HE�SGI>.

6  For a short history of Iran’s procurement activities, see, “Final Report of the UN Panel of Experts Established 
Pursuant to Resolution 1929 (2010),” S/2014/394, Annex II, June 2014, <http://www.securitycouncil 
report.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/S_2014_394.pdf>.

7  For a recent discussion on the scale and scope of North Korea’s procurement operations, see John Park and 
Jim Walsh, “Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences,” MIT 
Security Studies Program, August 2016, <http://web.mit.edu/ssp/people/walsh/Stopping%20North%20
Korea%20Inc_Park%20%20Walsh_FINAL.pdf>.

8  Chaim Braun and Christopher F. Chyba, “Proliferation Rings: New Challenges to the Nuclear Nonproliferation 
Regime,” International Security 29:2 (October 1, 2004), pp. 5–49; Alexander H. Montgomery, “Ringing in 
Proliferation: How to Dismantle an Atomic Bomb Network,” International Security 30:2 (October 1, 2005), 
pp. 153–87.

9  For further discussion of dual-use goods and technologies, see, “Communication Received from the 
Permanent Mission of the Republic of Korea to the International Atomic Energy Agency Regarding Certain 
Member States’ Guidelines for Transfers of Nuclear-Related Dual-Use Equipment, Materials, Software 
and Related Technology,” Information Circular, International Atomic Energy Agency, October 24, 2016.

https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/130122_McGoldrick_NuclearTradeControls_Web.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/130122_McGoldrick_NuclearTradeControls_Web.pdf
http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/S_2014_394.pdf
http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/S_2014_394.pdf
http://web.mit.edu/ssp/people/walsh/Stopping%20North%20Korea%20Inc_Park%20%20Walsh_FINAL.pdf
http://web.mit.edu/ssp/people/walsh/Stopping%20North%20Korea%20Inc_Park%20%20Walsh_FINAL.pdf


usher in new NSG guidance on controlling dual-use technology.10

Later, responding to the threat of potential nuclear terrorism, the UN Security Council 
unanimously adopted resolution 1540 in 2004, which requires UN Member States to prohibit 
any support to non-state actors seeking WMDs, adopt and enforce laws that criminalize the 
proliferation of WMDs to non-state actors, and establish domestic controls over nuclear-related 
technologies, goods, and services.11 While some states moved quickly to adopt and implement 
new supply-side controls, others still lag.12

The picture of global supply-side controls that begins to emerge is one that is left reacting 
to, rather than anticipating, nuclear procurement. Moreover, as export controls change and 
enforcement tightens, procurement networks iteratively change and adapt. That is, even as 
states moved to strengthen these controls globally, whether through interdictions, export control 
regimes, or sanctions, procurement channels and networks adapted. Middlemen have adopted 
a range of techniques and methods to hide their illicit activities, including transshipment 
through a third-party country, targeting countries with lax export controls to set up operations, 

10  Fred McGoldrick, “Nuclear Trade Controls: Minding the Gaps,” A Report of the CSIS Proliferation 
Prevention Program (Washington, DC: Center for Strategic and International Studies, January 2013). One 
of the key issues with dual-use technologies is its ubiquity among both nuclear and non-nuclear states. 
This, of course, is quite problematic for supply-side controls that mainly focus on controlling goods and 
technologies from supplier states. R. Scott Kemp argues, for example, that technology once thought to be 
“exotic” is now commonplace and accessible to even the most unsophisticated proliferation aspirants—either 
through indigenous capability or clandestine procurement. The implication, of course, is that policymakers 
should look beyond supply-side controls to the “cultural, normative, and political organization of the world” 
in order to reduce demand. Yet, despite Kemp’s compelling argument, some proliferation aspirants, like 
Iran and North Korea, relied heavily on procuring complicated foreign technology, even when they had the 
capability (and opportunity) to indigenize. In the case of Iran, for example, Kemp argues that A.Q. Khan’s 
FRQWULEXWLRQV�WR�,UDQ·V�JDV�FHQWULIXJH�SURJUDP�LQ�WKH�ODWH�����V�ZDV�LQVLJQLÀFDQW��,QWHUHVWLQJO\��DOWKRXJK�
Iran mastered the P-1 gas centrifuge design, the country continued to covertly procure foreign materials 
and parts. This, despite relatively sophisticated indigenous manufacturing. In other words, Iran may have 
YLHZHG�VXSSO\�VLGH�FRQWUROV��LQFOXGLQJ�HFRQRPLF�DQG�ÀQDQFLDO�VDQFWLRQV��DV�VR�ZHDN�DQG�LQFDSDEOH��WKDW�
they posed no real threat to the advancement of its nuclear enrichment program. See, R. Scott Kemp, “The 
Nonproliferation Emperor Has No Clothes,” International Security 38:4 (April 1, 2014), pp. 40–41.

11  In May 2003, then President George W. Bush announced the Proliferation Security Initiative (PSI), which 
VHHNV�WR�HQKDQFH�JOREDO�FRRUGLQDWLRQ�DQG�FROODERUDWLRQ�ZLWK�UHVSHFW�WR�:0'�WUDIÀFNLQJ��0RUH�VSHFLÀFDOO\��
the initiative focuses on ensuring that participating countries have the national legal authorities to prohibit 
and prevent WMD proliferation, the ability to inspect and identify proliferation-related cargo, the ability 
to seize and dispose of interdicted materials and technologies, and the mechanisms in to ensure swift 
GHFLVLRQ�PDNLQJ��/HVV�WKDQ�ÀYH�PRQWKV�DIWHU�LWV�ODXQFK��LQ�2FWREHU�������WKH�36,�KDG�LWV�ÀUVW�VXFFHVVIXO�
interdiction of a German-owned cargo ship carrying components for 1,000 centrifuges destined for Libya. 
It was this interdiction that began to unravel the extent of A.Q. Khan’s network, and put into question the 
HIÀFDF\�RI�JOREDO�H[SRUW�FRQWUROV��6HH�´&KURQRORJ\��$�4��.KDQ�µ�The New York Times, April 16, 2006, 
<http://www.nytimes.com/2006/04/16/world/asia/16chron-khan.html>.

12 “ 2016 Comprehensive Review: Background Paper for the Formal Open Consultations by the 1540 
Committee,” United Nations, New York, NY, June 22, 2016, p. 4, <http://www.un.org/en/sc/1540/pdf/CR-
June-Consultation-Background-Paper.pdf>. Although the prevailing wisdom was that compliance with 
QRQSUROLIHUDWLRQ�QRUPV�ZDV�D�IXQFWLRQ�RI�FRVW�DQG�WKH�XQHTXDO�GLVWULEXWLRQ�RI�EHQHÀWV��6WLQQHWW�HW�DO���IRU�
example, explain that states’ non-compliance with UNSCR 1540 is more closely related to bureaucratic and 
economic capabilities, rather than national security interests. See, Douglas M. Stinnett et al., “Complying 
by Denying: Explaining Why States Develop Nonproliferation Export Controls,” International Studies 
Perspectives 12:3 (August 1, 2011), p. 323.

6 Aaron Arnold
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REIXVFDWLQJ�SD\PHQWV��IRUJLQJ�HQG�XVHU�FHUWLÀFDWHV�DQG�H[SRUW�OLFHQVHV��DQG�SURFXULQJ�´EHORZ�
WKUHVKROGµ�FRPSRQHQWV�WKDW�PD\�VXIÀFH�RU�EH�XSJUDGHG�E\�WKH�UHFLSLHQW�13 Part of A.Q. Khan’s 
success, for example, was his ability to adapt procurement methods to evade scrutiny from both 
law enforcement and intelligence agencies worldwide. This included compartmentalization of 
key activities, the use of front companies, increasing the number of intermediaries, creating 
IUDXGXOHQW�HQG�XVHU�FHUWLÀFDWHV��DQG�FRQGXFWLQJ�EXVLQHVV�WKURXJK�FRUUXSWHG�EDQNV�WR�REVFXUH�
payments. For at least a while, Khan’s nimble and adaptable network proved to be quite an 
obstacle for global export controls meant to curb illicit nuclear procurement.14

Counter-proliferation policies have evolved in such a way as to emphasize procurement modus 
operandi�UDWKHU�WKDQ�XQGHUO\LQJ�SURFHVVHV�WKDW�PD\�LQÁXHQFH�WKH�way a network adapts and 
changes. Interestingly, the techniques and tactics that nuclear procurement networks use have 
FKDQJHG�YHU\�OLWWOH��,Q�IDFW��D������GH�FODVVLÀHG�86�LQWHOOLJHQFH�DVVHVVPHQW�RQ�JUD\�PDUNHW�
QXFOHDU� PDWHULDOV� KLJKOLJKWV� WKH� IUHTXHQW� XVH� RI� IURQW� FRPSDQLHV�� IDOVLÀFDWLRQ� RI� HQG�XVHU�
FHUWLÀFDWHV��DOWHUDWLRQ�RI�LQIRUPDWLRQ�OLVWHG�RQ�H[SRUW�DSSOLFDWLRQV��DQG�WUDQVVKLSPHQW�WKURXJK�
third-party countries with lax export controls.15 These methods are nearly identical to those 
described by the UN Panel of Experts’ report on the implementation and violations of UN 
Security Council resolution 1929, which imposed stiff sanctions and embargoes on Iran.

This is not to suggest that addressing procurement methods is unimportant. On the contrary, a 
deep understanding of illicit procurement methods and techniques is necessary to close gaps 
in global export controls and strengthen enforcement mechanisms. Consider, however, the 
SUREOHP�RI�SUROLIHUDWLRQ�ÀQDQFLQJ³WKDW�LV��WKH�ÀQDQFLQJ�RI�LOOLFLW�QXFOHDU�SURFXUHPHQW��8QOLNH�
WHUURULVW� ÀQDQFLQJ� RU� PRQH\� ODXQGHULQJ� DVVRFLDWHG� ZLWK� QDUFRWLFV� WUDIÀFNLQJ�� SUROLIHUDWLRQ�
ÀQDQFLQJ�RIWHQ�UHVHPEOHV�QRUPDO�WUDGH�ÀQDQFH³practically undetectable from the perspective 
RI�WKH�ÀQDQFLDO�LQGXVWU\�16

13  David Albright, Paul Brannan, and Andrea Stricker, “Detecting and Disrupting Illicit Nuclear Trade after 
A.Q. Khan,” The Washington Quarterly 33:2 (April 1, 2010), pp. 85–106.

14  It is important to note that the Khan network was an outlier of sorts when compared to other states’ 
entrenched procurement networks. Iran, for example, has demonstrated a keen ability to take a distributed 
approach, where its procurement agents rely extensively on middlemen located overseas—mostly in 
China. In these networks, illicit procurement revolves primarily around evading export controls, with little 
actual nuclear know-how. North Korea, on the other hand, uses an approach that more closely resembles 
a version of the A.Q. Khan network in terms of scale and complexity. In a recent study, John Park and  
Jim Walsh describe the complex and tangled system of “state trading companies,” which the North 
Korean regime uses to conduct both licit and illicit procurement. See John Park and Jim Walsh, “Stopping  
North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences,” MIT Security Studies Program, 
August 2016, <http://web.mit.edu/ssp/people/walsh/Stopping%20North%20Korea%20Inc_Park%20%20
Walsh_FINAL.pdf>.

15 “ The Gray Market in Nuclear Materials: A Growing Proliferation Danger,” An Intelligence Assessment, 
Washington, DC: Central Intelligence Agency, Directorate of Intelligence, July 1984, <https://www.cia.
gov/library/readingroom/document/cia-rdp85t00287r000600940003-2>.

16� � )RU� D� GLVFXVVLRQ� RI� SUROLIHUDWLRQ� ÀQDQFLQJ�� VHH� 6RQLD� %HQ� 2XDJUKDP�*RUPOH\�� ´%DQNLQJ� RQ�
Nonproliferation,” The Nonproliferation Review 19:2 (July 1, 2012), pp. 241–65; For an industry 
SHUVSHFWLYH� RI� SUROLIHUDWLRQ� ÀQDQFLQJ�� DQG� DQDO\VLV� RI� FXUUHQW� LVVXHV� ZLWK� JOREDO� FRXQWHU�SUROLIHUDWLRQ�
ÀQDQFLQJ� SROLFLHV�� VHH� (PLO�'DOO��$QGUHD�%HUJHU�� DQG�7RP�.HDWLQJH�� ´2XW� RI� 6LJKW��2XW� RI�0LQG"�$�
Review of Efforts to Counter Proliferation Finance,” Royal United Services Institute, June 2016, <https://
UXVL�RUJ�SXEOLFDWLRQ�ZKLWHKDOO�UHSRUWV�RXW�VLJKW�RXW�PLQG�UHYLHZ�HIIRUWV�FRXQWHU�SUROLIHUDWLRQ�ÀQDQFH>.
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Of course, one of the primary reasons for the gap in analysis is a lack of information on 
the internal workings of illicit procurement networks. Procurement is a secretive, covert 
activity, and the information that is available tends to be limited in scope. Although nuclear 
procurement networks share similar properties, they have varied in scope, scale, structure, and 
purpose.17 This article takes a different approach. Rather than identifying new procurement 
techniques and tactics, this article proposes a new analytic framework, which uses the concept 
of resilience to explain illicit procurement networks’ processes of innovation and adaptation 
within environments characterized by risk and uncertainty. That is, what are the mechanisms 
that allow networks to bounce back from some type of shock such as an enforcement action?

Resilience, within this context, is the product of underlying environmental, organizational, 
and individual-level factors. In other words, the ability of a procurement network to adapt or 
LQQRYDWH�LV�LQÁXHQFHG�E\�VRPH�EDVNHW�RI�YDULDEOHV��OLNH�LQGLYLGXDO�OHDUQLQJ�DQG�OHYHO�RI�VWUHHW�
sense, organizational structure and access to resources, and understanding changes in external 
OHJDO��SROLWLFDO��VRFLDO��RU�HFRQRPLF�LQÁXHQFHV�

8QGHUVWDQGLQJ� WKHVH� LQWHUDFWLRQV� FDQ� SURYLGH� IUHVK� LQVLJKWV� LQWR� GLIÀFXOW� TXHVWLRQV�� +RZ�
dedicated, for example, are illicit procurement channels and what is their degree of specialization? 
0RUH� VSHFLÀFDOO\�� KRZ� FRQQHFWHG� DUH� PLGGOHPHQ� WR� VWDWHV·� SUROLIHUDWLRQ� LQWHUHVWV�� RU� LV� LW�
merely a case of opportunity and arbitrage? Is there crossover between legitimate and illicit 
markets and if so, to what extent? Is there competition within illicit procurement channels? 
If so, what are the consequences? What is the role, if any, of criminal deterrence? How do 
network members learn to defend against enforcement? How do middlemen interpret and 
XQGHUVWDQG�H[SRUW�ODZV"�+RZ�GRHV�HQIRUFHPHQW�LQÁXHQFH�GHFLVLRQ�PDNLQJ�ZLWKLQ�QHWZRUNV"�
)URP�D�SROLF\�SHUVSHFWLYH��UHVLOLHQFH�PD\�KHOS�WR�HQDEOH�SROLFLHV�WKDW�VSHFLÀFDOO\�WDUJHW�DQG�
inhibit the ability of procurement networks to bounce-back.

The next section describes the key parameters of resilience. Then, to illustrate how the 
framework may provide useful insights, three cases of illicit procurement are presented which 
help to illustrate the interplay between internal and external drivers and identify the attributes or 
qualities that enable a network to respond to external shocks. Alternatively, what attributes tend 
to neutralize enforcement actions? By no means are the cases representative of all types of illicit 
nuclear procurement, but they nonetheless provide an intuitive benchmark. It is also important 
to reiterate that the objective of this article is to provide an analytical framework that moves 
beyond a general discussion of modus operandi to a more nuanced understanding of internal 
network dynamics. In other words, the cases and subsequent discussion only demonstrate what 
amounts to a proof of conFHSW�DQG�GRHV�QRW�VXJJHVW�FRQÀUPDWLRQ�Rf a causal mechanism. 

Resilience: A New Approach to Understanding Illicit Procurement

The concept of resilience can have multiple meanings depending on the context and unit of 
analysis. On one hand, resilience is the ability of a system to bounce back to its original state. 

17  Bruno Gruselle, “Proliferation Networks and Financing,” Fondation pour la Recherche Stratégique, Paris, 
2007, p. 7, <http://www.stanleyfoundation.org/publications/working_papers/Delory5.pdf>; Alexander H.  
Montgomery, “Ringing in Proliferation: How to Dismantle an Atomic Bomb Network,” International 
Security 30:2 (October 1, 2005), pp. 153–87.
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At the other end of the spectrum, resilience is the ability of a system to adapt and evolve into a 
new state in response to unforeseen external shocks.18 

Originally used to describe phenomena within ecological systems, resilience has gained 
popularity in recent decades to understand the capacity of social systems to deal with uncertainty 
and risk.19 After the 9/11 terrorist attacks, the organizational sciences and consequence 
PDQDJHPHQW�ÀHOGV�IRXQG�UHVLOLHQFH�WR�EH�D�XVHIXO�FRQVWUXFW�WR�GHVFULEH�WKH�ZD\V�RUJDQL]DWLRQV�
bounce back from low probability, high impact events. Practitioners and scholars have also 
applied similar frameworks to describe how criminal and terrorist networks adapt to disruptions 
stemming from enforcement or regulatory actions, changes in network dynamics, or changes 
in market dynamics.20 Others have even suggested resilience as a way to strengthen global 
nonproliferation norms.21

5HVLOLHQFH�LV�GHÀQHG�LQ�WKLV�DUWLFOH�DV�WKH�JHQHUDO�FDSDFLW\�RI�D�QHWZRUN�WR�HYDGH�RU�ERXQFH�EDFN�
from external or internal disruptions. External disruptions may be environmental disruptions, 
such as increased enforcement actions, or changes in domestic law. Internal disruptions, on 
the other hand, might include breakdowns in communications or loss of operating revenue. In 
other words, it is a foolhardy task to assume that a procurement network’s success or failure 
is determined solely on the success or failure of supply-side controls. This is true in part, but 
discounts the persistence of nuclear procurement networks in the face of counter-proliferation 
efforts aimed at shutting them down. The ability of a procurement network to evade and adapt 
to government enforcement and supply-side controls is a sign of its resilience. However, 
resilience is not constant, and not all networks bounce back or succeed in evading efforts to 
disrupt their operations.

Identifying sources of resilience within networks, let alone illicit networks, is a relatively nascent 
ÀHOG��,Q�D�VWXG\�RQ�LOOLFLW�GUXJ�QHWZRUNV��KRZHYHU��0DUWLQ�%RXFKDUG�SURYLGHV�D�XVHIXO�GHÀQLWLRQ�
of resiliency as a function of three key attributes: vulnerability, elasticity, and adaptability.22 

Vulnerability is a network’s relative exposure to internal or external threats. For example, how 
compartmentalized are the network’s activities compared to the relative level of enforcement? 
Reducing vulnerability, however, is not necessarily an intrinsic or an automatic process. It 
requires forethought and critical evaluation of potential and likely threats. Take, for example, 
organization and logistics, which are oftentimes points of vulnerability for illicit procurement. A 

18  Karl Weick, “Introductory Essay: Improvisation as a Mindset for Organizational Analysis,” Organization 
Science 9:5 (October 1, 1998) pp. 543–55; Louise K. Comfort, Arjen Boin, and Chris C. Demchak, 
eds., Designing Resilience: Preparing for Extreme Events (Pittsburgh, Pa: University of Pittsburgh Press, 
2010), p. 8.

19  Aaron B. Wildavsky, Searching for Safety (New Brunswick, USA: Transaction Books, 1988).

20  Julie Ayling, “Criminal Organizations and Resilience,” International Journal of Law, Crime and Justice 
37:4 (December 2009), pp. 182–96; Martin Bouchard, “On the Resilience of Illegal Drug Markets,” Global 
Crime 8:4 (November 1, 2007), pp. 325–44.

21  Arian Leigh Pregenzer, “Systems Resilience: A New Analytical Framework for Nuclear Nonproliferation,” 
Sandia National Laboratories, December 1, 2011, <http://www.osti.gov/scitech/biblio/1034890/>.

22  Martin Bouchard, “On the Resilience of Illegal Drug Markets,” Global Crime 8:4 (November 1, 2007),  
pp. 325–44.
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network that is reliant on a single mode of shipping is more vulnerable than a network that uses 
multi-modal transport systems. It is important to note, however, that vulnerability is contextual, 
and often dependent on other environmental factors. Whereas using multi-modal logistics and 
shipping systems may reduce vulnerability in regions where export enforcement is high, it may 
KDYH�QR�HIIHFW�LQ�DUHDV�ZKHUH�H[SRUW�HQIRUFHPHQW�LV�ORZ³WKXV��DQ�LQHIÀFLHQW�XVH�RI�UHVRXUFHV��
Alternatively, a network that employs several shipping partners and routes simultaneously where 
enforcement is high may also increase its risk of detection and interdiction. Therefore, reducing 
vulnerability consists of an interplay between external forces and internal network responses. 

Whereas vulnerability characterizes overall exposure to threats, elasticity characterizes the 
network’s ability to “bounce back” from unforeseen shocks and return to its original state. If 
a key member is extricated from the network, how does the network recover functionality? 
Redundancy, for example, is a key component to elasticity. Duplicate communications systems 
can help mitigate against a shock that may neutralize one or more channels. However, redundancy, 
LQ� DQG� RI� LWVHOI��PD\� QRW� EH� HQWLUHO\� VXIÀFLHQW� WR� HQVXUH� HODVWLFLW\�� ,Q� D� FHQWUDOL]HG� QHWZRUN�
that lacks compartmentalization, for example, redundant communication networks may offer 
no protection against external surveillance. Under this scenario, redundancy may provide law 
enforcement and intelligence agencies even greater access to the inner workings of the network.

It is important to note, however, that elasticity does not necessarily imply that the network 
is easily able to adapt. If the shock is too great, and the network cannot bounce back, it must 
HLWKHU�DGDSW�RU�SHULVK��%RXFKDUG�GHÀQHV�WKLV�FDSDFLW\�WR�DGDSW�DV��´«WKH�H[WHQW�WR�ZKLFK�>WKH�
network] can modify its circumstances to make its components less vulnerable.” 23 Of course, 
adaptation can be a complex process and over time requires a great deal more resources to 
be successfully achieved. In the case of illicit procurement, adaptation may mean using new 
VPXJJOLQJ�URXWHV��ÀQGLQJ�DOWHUQDWH�VXSSOLHUV��FKDQJLQJ�FRUSRUDWH�LGHQWLWLHV��VXEVWLWXWLQJ�JRRGV��
or moving operations to a new location altogether. It is also important to note that an adaptation 
may involve something entirely new and yet to be discovered by intelligence, law enforcement, 
or regulatory authorities.

Vulnerability, elasticity, and adaptability are not mutually exclusive elements of resilience. 
A resilient network can, and oftentimes does, display properties of each element. Sometimes 
they are complementary, and sometimes they are competing. Reducing vulnerability by 
compartmentalizing information, for example, may decrease overall elasticity or even the 
capacity to adapt. Restricting access to information or people may demonstrate a keen awareness 
RI�D�QHHG�IRU�JUHDWHU�VHFXULW\��EXW�LW�FDQ�DOVR�LQKLELW�LQIRUPDWLRQ�ÁRZV�GXULQJ�SHULRGV�RI�FULVLV��
Likewise, a network may be able to increase its elasticity by increasing its number of members 
or modalities, but it is quite possible that in doing so, the network increases its vulnerability to 
outside scrutiny by offering more access points. 

The next sections will describe how organizational, individual, and environmental factors affect 
resilience. To better illustrate the proposed relationship between resilience and environmental, 
organizational, and individual factors, Figure 1 illustrates a notional path diagram, which shows 
how exogenous factors (organizational, environmental, and individual) affect endogenous 
factors of resilience (vulnerability, elasticity, and adaptability).

23  Ibid, 330.
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Figure 1. Notional Path Diagram of the Relationship between Resilience and 

Organizational, Environmental, and Individual Factors

Organizational and Individual Factors
Generally, organizational and individual level factors are the intrinsic characteristics of the 
network. At the organizational level, structure, access to resources and learning processes can 
all affect the elasticity, vulnerability, and adaptability of a network. Likewise, individual level 
factors, such as communication, beliefs, and motives can also affect resilience in similar ways.24

Take technical expertise, for example. Within illicit procurement networks, technical expertise, 
which is a function of information availability and learning, can play an integral role in 
guarding against shocks and maintaining core functionality. The degree to which procurement 
agents understand the technology they are dealing with has the potential to either mitigate or 
exacerbate external threats. On one hand, if members of the network have a strong technical 
background, they may be better suited to identify relevant suppliers. If a supplier is cutoff, 
WHFKQLFDO�H[SHUWLVH�PD\�SURYH�XVHIXO�LQ�ÀQGLQJ�QRW�RQO\�DOWHUQDWLYH�VXSSOLHUV��EXW�DOWHUQDWLYH�
materials. Technical expertise may also insulate against certain types of law enforcement 
actions, like undercover operations, where fake or dummy materials are used.

Interestingly, trust dynamics—an individual level factor comprised of belief systems and 
motives—between network members may also play an important role for resilient networks. A 

24  Diane L. Coutu, “How Resilience Works,” Harvard Business Review 80:5 (May 2002), pp. 46–55; Arjen 
Boin and Michel J. G. van Eeten, “The Resilient Organization,” Public Management Review 15:3 (March 
1, 2013), pp. 429–45.
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network that enjoys a high degree of trust is able to adjust quickly to external or internal threats, 
as information is more easily transferred among members.25 In a recent study on trust dynamics 
within a nuclear smuggling network, Egle Murauskaite described the process within a loosely 
connected network.26 The author suggests that the overall lack of deep trust, either based on 
familial bonds or repeated transactions, may have increased the network’s susceptibility to 
LQÀOWUDWLRQ³WKXV�UHGXFLQJ�UHVLOLHQF\�27

Likewise, A.Q. Khan’s eventual undoing was the CIA recruitment of key network members. In 
2003, intelligence agencies pressured Friedrich Tinner and his sons—key members of the Khan 
network who helped transfer material and know-how to Libya—to turn against Khan.28 In this 
case, the breakdown in trust and loyalty among key members was too much for the network 
to recover from. It may also indicate that Khan himself was not fully aware of the security 
concerns his network faced from intelligence agencies, and therefore did not think to address 
those vulnerabilities.

Learning and sense-making is also a critical driver within resilient networks. In general terms, 
learning and sense-making are the processes that organizations and organizational members 
use to accumulate and synthesize information.29 It is important to realize, however, that 
organizational and individual level factors may have different effects (or roles to play) within 
illicit networks than they do in legitimate networks. Traditional notions of organizational 
learning, for example, present peculiar problems for illicit networks. Take for example 
learning through trial and error. While the opportunity costs of trial and error are high for any 
organization, it may be impossibly high for illicit networks. Illicit networks always run the risk 
RI�HUULQJ�RQ�WKH�ÀUVW�WULDO��ZKLFK�PD\�KDYH�FDWDVWURSKLF�FRQVHTXHQFHV��6HFUHF\�SUHVHQWV�DQRWKHU�
challenge, as the accumulation of tacit knowledge may be tempered by the need for greater 
secrecy and compartmentalization within procurement networks.

Flexible organizational structures may also promote the ability to act creatively and innovate 
under ambiguous or uncertain conditions—further contributing to resilience. In illicit 
networks, redundancy, de-centralization, and loose-coupling between nodes are all factors 

25  Cynthia Stohl and Michael Stohl, “Networks of Terror: Theoretical Assumptions and Pragmatic 
Consequences,” Communication Theory 17:2 (May 1, 2007), pp. 93–124.

26  Egle Murauskaite, “The Trust Paradox in Nuclear Smuggling,” The Nonproliferation Review 22:3–4 
(October 2, 2015), pp. 321–39.

27  Ibid, 333–34.

28  David Albright, Peddling Peril: How the Secret Nuclear Trade Arms America’s Enemies (New York: Free 
Press, 2010), p. 10.

29  Although complex, there are three general processes that describe how organizations learn: experience 
DFFXPXODWLRQ��NQRZOHGJH�DUWLFXODWLRQ��DQG�NQRZOHGJH�FRGLÀFDWLRQ��7KH�ÀUVW��H[SHULHQWLDO�DFFXPXODWLRQ��
occurs through a process of environmental interactions, whereby the interactions lead to the accumulation 
of tacit knowledge. Learning by doing and learning through trial and error are simple examples. 
.QRZOHGJH�DUWLFXODWLRQ�RFFXUV�ZKHQ�RUJDQL]DWLRQV�ÀJXUH�RXW�ZKDW�ZRUNV�DQG�ZKDW�GRHV�QRW�ZRUN�WKURXJK�
sharing and communication among organizational members or groups within an organization. Finally, 
NQRZOHGJH�FRGLÀFDWLRQ�KDSSHQV�ZKHQ� WKH�RUJDQL]DWLRQ� IRUPDOL]HV�ZKDW� LW� OHDUQHG� WKURXJK� WKH�FUHDWLRQ�
of blueprints, manuals, and standard operating procedures. See, for example, Chris Argyris and Donald 
Schon, Organizational Learning: A Theory of Action Perspective (Reading, MA: Addison-Wesley, 1978); 
James G. March, “Exploration and Exploitation in Organizational Learning,” Organization Science 2:1 
(February 1991), pp. 71–87. Maurizio Zollo and Sidney G. Winter, “Deliberate Learning and the Evolution 
of Dynamic Capabilities,” Organization Science 13:3 (June 1, 2002), p. 341.
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that can minimize the impact of external disruptions.30 The need for secrecy, however, tends to 
promote compartmentalized structures. While compartmentalization may create obstacles for 
HIÀFLHQW�OHJLWLPDWH�RUJDQL]DWLRQV��LW�FDQ�UHGXFH�WKH�LPSDFW�RI�D�FRPSURPLVHG�RU�GDPDJHG�QRGH�
within an illicit network by reducing the probability of catastrophic cascading effects. The 
A.Q. Khan network, for example, effectively compartmentalized sensitive activities and used 
redundant structures through a complex network of shell and front companies.31 Therefore, 
taking out a single intermediary generally did not have profound consequences throughout the 
rest of the system.

Finally, access to economic resources affects the capacity to innovate and pursue creative 
solutions. A recent report by C4ADS and the Asian Institute for Policy Studies notes that 
North Korea’s overseas procurement networks are largely successful due to their access to 
VLJQLÀFDQW�6WDWH�UHVRXUFHV�32 In particular, the report highlights the case of Dandong Hongxiang 
Industrial Development Co. Ltd., which is a North Korean procurement front that conducts 
over $500 million in trade annually, including trade in dual-use goods with military and nuclear 
applications.33 Greater access to working capital ensures that illicit networks are able to easily 
change identities or shift operations to new locations when under threat.

Environmental Factors
Illicit procurement networks must also contend with environmental drivers, such as competition 
from other illicit networks, local policies and laws, enforcement actions, social and political 
conditions, market structure, and changes in demand.34 These factors, of course, can impose 
VLJQLÀFDQW�FRVWV�RU�EHQHÀWV��HLWKHU�IRUFLQJ�WKH�QHWZRUN�WR�DGDSW�RU�LQVXODWLQJ�WKH�QHWZRUN�DJDLQVW�
vulnerability. In some respects, these are all responses to increased risk and uncertainty within 
the network’s operating environment such as increased global awareness of proliferation risks 
and implementation of supply-side controls.35

30  Julie Ayling, “Criminal Organizations and Resilience,” International Journal of Law Crime and Justice 
37:4 (December 2009); Jacqueline Brewer and Michael Miklaucic, Convergence: Illicit Networks and 
National Security in the Age of Globalization (Washington, DC: National Defense University Press, 
2013), pp. 213–33; Mark S. Granovetter, “The Strength of Weak Ties,” American Journal of Sociology 
78:6 (May 1, 1973), pp. 1360–80; Cynthia Stohl and Michael Stohl, “Networks of Terror: Theoretical 
Assumptions,” Communication Theory 17:2 (May 2007); Arjen Boin and Michel J. G. van Eeten, “The 
Resilient Organization,” Public Management Review 15:3 (March 1, 2013), pp. 429–45.

31  David Albright, Paul Brannan, and Andrea Stricker, “Detecting and Disrupting Illicit Nuclear Trade after 
A.Q. Khan,” The Washington Quarterly 33:2 (April 1, 2010), pp. 85–106.

32 “ In China’s Shadow: Exposing North Korean Overseas Networks,” Asian Institute for Policy Studies, 
Washington, DC, August 2016, <http://en.asaninst.org/contents/in-chinas-shadow/>.

33  Ibid, 34.

34  Julie Ayling, “Criminal Organizations and Resilience,” International Journal of Law Crime and Justice 
37:4 (December 2009).

35  Many of Iran’s procurement activities highlight this phenomenon. Consider the case of the Islamic Republic 
of Iran Shipping Lines (IRISL)—an entity subjected to US and EU sanctions since 2008 and 2010, 
respectively, due to its role in supporting Iran’s nuclear and ballistic missile programs. IRISL illustrates 
KRZ�ÀQDQFLDO�DQG�LQVXUDQFH�VDQFWLRQV��IRU�H[DPSOH��FDQ�LQGXFH�DGDSWDWLRQ�DQG�UHVXOW�LQ�V\VWHP�UHVLOLHQFH��
$V�VDQFWLRQV�LQFUHDVHG��,56/�DGDSWHG�E\�UH�ÁDJJLQJ�DQG�UHQDPLQJ�LWV�VKLSSLQJ�YHVVHOV��WDPSHULQJ�ZLWK�
HQG�XVHU�FHUWLÀFDWHV��DQG�DGMXVWLQJ�LQIRUPDWLRQ�WR�FRQFHDO�ÀQDQFLDO�WUDQVDFWLRQV�LQ�RUGHU�WR�PDLQWDLQ�DFFHVV�
WR�JOREDO�ÀQDQFLDO�V\VWHPV��6HH�´8SGDWH�RQ�WKH�&RQWLQXLQJ�,OOLFLW�)LQDQFH�7KUHDW�(PDQDWLQJ�IURP�,UDQ�µ�
Department of the Treasury Financial Crimes Enforcement Network, Washington, DC, June 2010.
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Enforcement actions can be a strong motivating factor in promoting illicit procurement 
networks to adapt. In fact, as Michael Kenney points out, the interaction between enforcement 
and internal forces can lead to a process of “competitive adaptation,” whereby networks adapt 
to external forces and vice-versa.36 As “players” are eliminated and enforcement strategies 
FKDQJH��WKH�QHW�UHVXOW�LV�D�PRUH�HIÀFLHQW�V\VWHP�ZLWK�D�KLJKHU�VWDWH�RI�UHVLOLHQF\�

Changes within the networks’ political, social, or economic environment may also enable 
success or failure by bolstering or hindering resiliency. Although US and international sanctions 
DJDLQVW�,UDQ�H[DFWHG�VLJQLÀFDQW�HFRQRPLF�GDPDJH��WKH�VDQFWLRQV�DOVR�EROVWHUHG�LWV�UHVLOLHQFH�WR�
H[WHUQDO�VKRFNV��$�UHFHQW�UHSRUW�E\�-RKQ�3DUN�DQG�-LP�:DOVK�RQ�WKH�HIÀFDF\�RI�VDQFWLRQV�DJDLQVW�
North Korea found that they were largely ineffective at stopping North Korean procurement. 
In fact, the report goes on to claim that sanctions may have even increased Pyongyang’s 
procurement capabilities.37�$FFRUGLQJ� WR� WKH�DXWKRUV��1RUWK�.RUHDQ�SURFXUHPHQW�ÀUPV�ZHUH�
able to successfully monetize risk as sanctions drove up transaction costs.

In Iran’s case, it is quite clear that international sanctions fomented social and political 
acceptance of sanctions-busting networks, which enforced resiliency in two ways. First, 
DFFHSWDQFH� SURYLGHV� D� VHQVH� RI� VHFXULW\��7KH� HIÀFDF\� RI� ,UDQ·V� SURFXUHPHQW� QHWZRUNV�ZDV��
in part, bolstered a widespread belief in the illegality of international sanctions, which led to 
the legitimization of illicit procurement networks. “Of course we bypass sanctions. We are 
proud that we bypass sanctions because the sanctions are illegal,” commented Iranian President 
Hasan Rouhani about US and international sanctions.38 Evading sanctions, then, became a 
patriotic duty of sorts.39

In 2016, a prominent Iranian-Turkish businessman—Reza Zarrab—was implicated in a 
fraudulent scheme of bribery and corruption to control a gold smuggling operation that provided 
,UDQ� DFFHVV� WR� IRUHLJQ� FXUUHQF\��$FFRUGLQJ� WR� D� FULPLQDO� LQGLFWPHQW� ÀOHG� LQ� WKH� 6RXWKHUQ�
District of New York, from about 2010 to 2015, Reza Zarrab operated multiple money service 
businesses located in the United Arab Emirates and Turkey which he knowingly allowed Iranian 
banks to use in order to evade US sanctions.40 In 2011, for example, Zarrab instructed Al 
Nafees Exchange, which is a UAE-based exchange house, to make international payments on 

36  Michael Kenney, )URP�3DEOR�WR�2VDPD��7UDIÀFNLQJ�DQG�7HUURULVW�1HWZRUNV��*RYHUQPHQW�%XUHDXFUDFLHV��
and Competitive Adaptation (University Park, Pa: Pennsylvania State University Press, 2007), p. 108.

37  John Park and Jim Walsh, “Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended 
Consequences,” MIT Security Studies Program, August 2016, <http://web.mit.edu/ssp/people/walsh/
Stopping%20North%20Korea%20Inc_Park%20%20Walsh_FINAL.pdf>.

38 “ Iran President Rouhani Hits out at US Sanctions,” BBC News, August 30, 2014, sec. Middle East, <http://
www.bbc.com/news/world-middle-east-28997452>; “Iran President Condemns US Sanctions ‘Invasion,’” 
The Associated Press, August 2014.

39  See for example Peter Andreas, “Criminalizing Consequences of Sanctions: Embargo Busting and Its 
Legacy,” International Studies Quarterly 49:2 (June 1, 2005), pp. 335–60; R. T. Naylor, Patriots and 
3URÀWHHUV��(FRQRPLF�:DUIDUH��(PEDUJR�%XVWLQJ��DQG�6WDWH�6SRQVRUHG�&ULPH (Montreal: McGill-Queen’s 
University Press, 2008).

40  USA v. Rezza Zarrab, Indictment S1 15 Cr. 857 (US District Court, Southern District of New York  
May 2016).
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behalf of Mellat Exchange—a subsidiary company of the Iranian Bank Mellat.41 In a December 
2011 letter to the general manager of Iran’s central bank, Zarrab wrote that, “The role of the 
Supreme Leader and the esteePHG�RIÀFLDOV�DQG�HPSOR\HHV�RI�0DUND]L�%DQN�SOD\�>sic] against 
the sanctions, wisely neutralizes the sanctions and even turns them into opportunities by using 
specialized methods.” 42 He then goes on to suggest that it is his “national and moral duty” to 
evade global sanctions.

In March 2012, for example, the European Union cut off Iran’s access to the Society for Worldwide 
Interbank Financial Telecommunications (SWIFT).43 The SWIFT-ban, coupled with the US 
ÀQDQFLDO�VDQFWLRQV��RXVWHG�,UDQ�IURP�WKH�JOREDO�ÀQDQFLDO�V\VWHP��DQG�DOPRVW�RYHUQLJKW��,UDQLDQ�
ÀUPV�IRXQG�WKHPVHOYHV�ZLWKRXW�D�PHDQV�WR�DFFHVV�JOREDO�PDUNHWV��,UDQLDQ�ÀUPV��KRZHYHU��FRXOG�
adapt and eventually return to normal operations—albeit with higher transactions costs—in part 
E\� GLVSODFLQJ� RSHUDWLRQV� WR� QHZ� ORFDWLRQV� DQG� ÀQGLQJ� QHZ� SD\PHQWV� URXWHV�� ,Q� VRPH� FDVHV��
WKHVH�SD\PHQW�URXWHV�PRYHG�LQWR�OHVV�UHJXODWHG�DQG�RSDTXH�ÀQDQFLDO�FHQWHUV��VXFK�DV�WKH�8QLWHG�
Arab Emirates. Ultimately, Iranian businesses began to normalize smuggling techniques such 
DV�XVLQJ�WUDQVVKLSPHQW�SRLQWV�LQ�'XEDL��IDOVLI\LQJ�HQG�XVH�FHUWLÀFDWHV��H[SORLWLQJ�ORRSKROHV�LQ�
remittance regulations, and co-opting regional neighbors.

In fact, it is likely that this level of normalization and legitimization of smuggling provided 
redundancy and increased resilience for Iran’s nuclear procurement operations. As international 
sanctions increasingly cut Iran off from global trade and commerce, nuclear and ballistic 
missile procurement and sanctions evasion became increasingly interlinked—relying on the 
VDPH�ORJLVWLF�DQG�ÀQDQFLDO�LQWHUPHGLDULHV��

)LQDOO\��VWDWH�GHPDQG�IRU�GXDO�XVH�JRRGV�DQG�WHFKQRORJ\�PD\�SOD\�D�VLJQLÀFDQW�UROH��2QH�RI�
WKH�PRUH�VLJQLÀFDQW�XQDGGUHVVHG�TXHVWLRQV�UHJDUGLQJ�LOOLFLW�QXFOHDU�SURFXUHPHQW�LV�WKH�UROH�DQG�
effect of market competition. How much, if any, competition exists between illicit procurement 
networks? If so, how do networks manage this competition? This dynamic creates somewhat 
of a paradox in nuclear procurement. From one angle, proliferator states may want to increase 
the chances of successful procurement by promoting multiple supply networks. While this may 
increase the resiliency of procurement operations from the perspective of the proliferator state, 
the added competition may increase the vulnerability of the individual procurement agent. 
How, then, do procurement agents deal with this inherent tension? 

The next section describes three recent cases of illicit nuclear procurement. By no means 
are these cases representative of every type of illicit nuclear procurement network, but each 

41� � 7KH�86�'HSDUWPHQW�RI�WKH�7UHDVXU\��2IÀFH�RI�)RUHLJQ�$VVHWV�&RQWURO��2)$&��DGGHG�%DQN�0HOODW�WR�WKH�
Specially Designated Nationals list in October 2007, pursuant to Executive Order 13382—an executive 
order that targets proliferators of WMDs. According to the Treasury Department, Bank Mellat provided 
EDQNLQJ�DQG�RWKHU�ÀQDQFLDO�VHUYLFHV� WR�HQWLWLHV� LQYROYHG� LQ�,UDQ·V�QXFOHDU�SURJUDP��VXFK�DV� WKH�$WRPLF�
Energy Organization of Iran. As part of the Joint Comprehensive Plan of Action, the United States removed 
its sanctions against Bank Mellat in January 2016.

42  USA v. Rezza Zarrab, Indictment at 10, S1 15 Cr. 857 (US District Court, Southern District of New York 
May 2016). Bank Markazi is Iran’s central bank.

43  Headquartered in Belgium, SWIFT provides a secure network infrastructure for banks to send transaction-
UHODWHG�LQIRUPDWLRQ��LV�WKH�ZRUOG·V�ODUJHVW�JOREDO�ÀQDQFLDO�PHVVDJLQJ�VHUYLFH�
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offers unique perspectives that help illustrate the dynamics of using a resilience framework—
VSHFLÀFDOO\� WKH� LQWHUSOD\� EHWZHHQ� LQWHUQDO� DQG� H[WHUQDO� GULYHUV�� 7KH� GDWD� IRU� HDFK� FDVH� LV�
primarily derived from court transcripts, as well as other public records, including government 
reports and periodicals.

Case I: Nicholas Kaiga

Between September 2007 and June 2013, Belgian national Nicholas Kaiga worked as an 
intermediary to procure and transship dual-use and nuclear export controlled materials to Iran. 
According to the criminal indictment against Kaiga, an unnamed co-conspirator located in Iran 
submitted multiple orders to a named US company for aluminum tubing, which listed the end-
user as Super Alloys—a company located in the United Arab Emirates.44 A short investigation 
E\�D�86�H[SRUW�FRQWURO�RIÀFHU�IRXQG�WKDW�DQ�,UDQLDQ�FRPSDQ\�ZLWK�WLHV�WR�VDQFWLRQHG�HQWLWLHV�
owned Super Alloys. Shortly thereafter, the US Bureau of Industry and Security denied the 
export license for the aluminum.

To avoid export licensing requirements, Super Alloys requested that the US company begin 
shipping non-export controlled materials to a purported customer in Belgium—Industrial 
Metals & Commodities SPRL (IMC), which listed Nicholas Kaiga as the owner and operator 
of the company. By 2009, US Immigration and Customs Enforcement began an undercover 
operation against Super Alloys. As the investigation continued, it became evident that Kaiga 
was re-shipping materials to a front company in Malaysia, which the unnamed Iranian co-
conspirator also owned. From Malaysia, the materials were forwarded on to the UAE and then 
re-exported to Iran. 

To determine the ultimate end-user, undercover agents shipped sham aluminum to Kaiga in 
December 2011, which Kaiga then forwarded to Malaysia and eventually on to Iran in February 
2012.45 Eventually, Kaiga contacted the undercover agent to inquire about the authenticity of 
the materials. ICE arrested Kaiga in July 2013. He was found guilty of committing violations 
of the International Economic Emergency Powers Act and sentenced to 27 months in prison. In 
July 2015, the United States deported Nicholas Kaiga back to Belgium. 

Although successful in his procurement, at least initially, Kaiga is at best characterized as an 
unsophisticated middleman who took advantage of export control gaps. One notable feature 
about Kaiga’s network is its structure. It was the simplicity of his network, at least in part, which 
reduced his overall vulnerability. In a sense, by keeping its membership low, he could reduce 
his vulnerability to enforcement actions. In fact, according to court records, the undercover 
agent made several overtures to Kaiga, asking to join his operations—which Kaiga refused. 

44  The aluminum tubing in this case, which was 7075 T6 aluminum, has aerospace and nuclear applications. 
The specialized aluminum can be used to manufacture gas centrifuges, and is therefore export controlled. 
See, USA v. Nicholas Kaiga, Criminal Complaint (US District Court, Northern District of Illinois, Eastern 
Division 2013).

45  Although it is clear from the indictment that Kaiga and the co-conspirator had a business relationship, 
it is not clear whether or not Kaiga was aware of the ultimate destination of the materials that he was 
transshipping to Malaysia. It is clear, however, that Kaiga was aware that he was violating export control 
laws by transshipping the restricted goods to Malaysia.
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Although it is possible that he balked at this offer out of an abundance of caution, it is more 
likely that Kaiga did not see a legitimate business need to expand his operations. In other 
words, business was slow for Kaiga. 

Although he lacked technical expertise regarding the parts he was acquiring, Kaiga was a skilled 
EXVLQHVVPDQ�ZLWK�D�VWURQJ�EDFNJURXQG�LQ�LQWHUQDWLRQDO�ÀQDQFLQJ�DQG�EDQNLQJ��+H�XQGHUVWRRG�
European Union export laws, which he could leverage in order to re-export controlled goods to 
Malaysia. Unfortunately for Kaiga, his lack of technical expertise ultimately left him vulnerable 
to an undercover operation led by US Immigration and Customs Enforcement.

During the undercover operation, ICE agents sent Kaiga dummy aluminum tubes. Believing 
the parts were genuine, Kaiga then forwarded the tubes on to Malaysia, where they were re-
exported to Iran. It was only after they reached Iran when Kaiga learned that the order did not 
PHHW� WKH� FRUUHFW� VSHFLÀFDWLRQV�� ,QWHUHVWLQJO\�� HYHQ�ZKHQ�KH� GLG�ÀQG�RXW� WKH\�ZHUH� GXPP\�
tubes, he thought the US manufacturer was at fault—he did not once consider that he may be 
WKH�VXEMHFW�RI�DQ�XQGHUFRYHU�RSHUDWLRQ��+DG�.DLJD�LGHQWLÀHG�WKH�GXPP\�WXEHV��KH�FRXOG�KDYH�
cut his losses and displaced his activities elsewhere. Of course, Kaiga had no reason to believe 
that he was under investigation. Unlike other cases, however, the United States did not add 
Kaiga to its sanctions list. If it had, perhaps he would have been more cautious—even seeking 
alternative methods to obscure his identity. 

At best, Kaiga’s network could be characterized as inelastic and vulnerable to external 
enforcement. Most notably, Kaiga’s lack of redundant systems left his operations open to 
LQÀOWUDWLRQ��)XUWKHUPRUH��LI�.DLJD�KDG�D�EHWWHU�WHFKQLFDO�XQGHUVWDQGLQJ�RI�WKH�PDWHULDOV�KH�ZDV�
dealing in, he might have become aware of US interest in his operations much sooner—giving 
him time WR�ÀQG�DOWHUQDWLYH�VXSSOLHUV�

Case II: Sihai “Alex” Cheng
In January 2016, Sihai “Alex” Cheng was sentenced to nine years in prison for violating US 
export control laws. According to the criminal indictment, between 2009 and 2012, Cheng—a 
Chinese citizen—worked with Iranian national Seyed Jamili to procure and transship thousands 
of export controlled pressure transducers, worth almost $2 million, to Iran.46 Cheng and Jamili 
met at a trade show in Guangzhou, China. It was at this meeting where an enterprising Cheng 
agreed to work with Jamili to acquire sensitive components that would ultimately end up 
in Iran’s gas centrifuge program. In fact, without Cheng’s involvement, it is quite unlikely 
that Jamili could procure the parts.47 Shortly after Cheng’s indictment, the United States and 
European Union sanctioned Jamili’s company, Eyvaz Technic, for its involvement with Iran’s 
nuclear program. 

46  Pressure transducers are sensors with multiple applications, but can be used to measure pressure during 
uranium enrichment processes. Indictment in the case of the United States of America v. Sihai Cheng,  
No. 13CR10332 (n.d.).

47  USA v. Sihai Cheng, Sentencing Hearing Transcript (US District Court for the District of Massachusetts 
2016).
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Cheng’s network appears to have been quite unique in that it is one of the few known recent 
cases where corrupted employees of a supplier took part in the illicit activity. Employees at a 
Shanghai-based subsidiary of MKS Instruments, which is a parts supplier based in Andover, 
Massachusetts, worked with Cheng to obtain fraudulent export licenses.48

One of the keys to Cheng’s early success was his ability to compartmentalize information 
and thus maintain at least some degree of secrecy. Email records from Cheng’s sentencing 
hearing suggest that he kept most of his co-conspirators in the dark about the most sensitive 
aspects of his operations. In fact, in an email to Jamili, Cheng wrote, “I must tell you again, 
the goods are supplied to us secretly. MKS doesn’t know it’s supplied to me. They think it’s 
supplied to the Shanghai agent and used for some Chinese solar energy and semiconductor 
LQGXVWU\«µ�49 Hu Johnson—another co-conspirator—believed that the items were being re-
exported to Singapore—genuinely unaware that the parts were ultimately destined for Iran.50 

Cheng’s degree of technical expertise was quite low. In fact, even though it was clear that 
Cheng knew he was committing export violations, it is unclear whether he knew the parts 
were intended for Iran’s nuclear program. Not only did Cheng not have a solid understanding 
of the technical aspects of the parts he was procuring, but his international business acumen 
was lacking as well.51 His attorney, however, notes that while Cheng is quite intelligent, his 
knowledge of international business is quite naive.52 This lack of expertise may have contributed 
WR�DQ� LQDELOLW\� WR�JXDUG�DJDLQVW�H[WHUQDO�VKRFNV��$�VXSHUÀFLDO�XQGHUVWDQGLQJ�RI� LQWHUQDWLRQDO�
EXVLQHVV�FDQ�OLPLW�DQ�DFWRU·V�DELOLW\�WR�ÀQG�DOWHUQDWLYH�SD\PHQW�VFKHPHV��QHZ�ORJLVWLF�URXWHV��
or substitute suppliers. It also means the actor may not be attuned to changes in demand or 
regulatory and legal requirements. Ultimately, then, the lack of business acumen puts Cheng’s 
illicit operations in jeopardy and reduces overall resiliency. It is important to note, however, 
that although Cheng may not have been an international trade expert, it is not possible to 
measure the direct effect of his inexperience on his overall success or failure with illicit trade. 

One aspect of Cheng’s operations that clearly impacted his network’s vulnerability and elasticity 
was his belief that he would not be caught (i.e., sense-making). Cheng maintained that he 

48  Indictment in the case of the United States of America v. Sihai Cheng; David Albright and Andrea 
Stricker, “Case Study - Chinese Salesman Arrested in Pressure Transducer Case,” Institute for Science and 
International Security, Washington DC, January 18, 2013, <http://isis-online.org/isis-reports/detail/case-
study-chinese-salesman-arrested-in-pressure-transducer-case/>.

49 “ Sentencing Memorandum in the Case of the United States v. Sihai Cheng” (US District Court of 
Massachusetts, February 1, 2016), p. 45.

50  In a statement before the court, Cheng provides a different account, noting that he did in fact tell the MKS 
employees that the pressure transducers were for an end-user in Iran. See, USA v. Sihai Cheng, Sentencing 
Hearing Transcript at 145. In a related case, however, the US Government noted that there is no evidence 
that Qiang Hu knowingly caused export controlled parts to be shipped to Iran. See, USA v. Qiang Hu, 
Government Sentencing Memorandum (United States District Court, District of Massachusetts 2014).

51  Cheng graduated with an English degree from Shandong University, and shortly thereafter began working 
in international trading, which was lucrative and provided income for his family, who are farmers rural 
provinces of Goungzhou.

52� � 86$� Y�� 6LKDL� &KHQJ�� 6HQWHQFLQJ� +HDULQJ� 7UDQVFULSW� DW� �����:KLOH� SURÀW� ZDV� D� VWURQJ� PRWLYDWRU� IRU�
Cheng, his attorney noted that it was more the excitement of being involved in a global business and the 
corresponding prestige. Nonetheless, Cheng himself admits that his motivations were based on greed.
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perceived the risk of getting caught to be low and that he did not fully realize the severity of his 
export violations.53 Although some evidence suggests that Cheng at least partially understood 
the severity of his export violations, he nonetheless openly traveled to London, where he was 
arrested and eventually extradited to the United States. This suggests that Cheng was not aware 
of impending law enforcement actions against him and his network.54

)LQDOO\��&KHQJ·V�DFFHVV�WR�UHVRXUFHV��VSHFLÀFDOO\�ZRUNLQJ�FDSLWDO��ZDV�TXLWH�OLPLWHG��,Q�IDFW��IRU�
most of his procurement, Jamili fronted Cheng the cash to complete each transaction. While 
the US prosecutors contend that Cheng worked to procure almost $2 million worth of parts for 
,UDQ·V�QXFOHDU�SURJUDP��&KHQJ·V�SURÀW�PDUJLQ�ZDV�TXLWH�QDUURZ��$OWKRXJK�WKH�H[DFW�DPRXQW�LV�
XQNQRZQ��KH�OLNHO\�VSOLW�DERXW����������EHWZHHQ����FR�FRQVSLUDWRUV�RYHU�D�ÀYH�\HDU�SHULRG��,Q�
RWKHU�ZRUGV��&KHQJ�ZDV�WDNLQJ�D�VLJQLÀFDQW�ULVN�IRU�ZKDW�DPRXQWHG�WR�D�IHZ�WKRXVDQG�GROODUV�
D� \HDU��7KXV��ZLWKRXW� VLJQLÀFDQW� SURFHHGV��&KHQJ�GLG� QRW� KDYH� WKH� UHVRXUFHV� WR� UHGXFH� KLV�
network’s vulnerability by maintaining multiple front companies, bank accounts, and logistic 
routes. Had his operations been more lucrative, perhaps Cheng would have taken greater 
precautions to insulate his network from external threats.

Overall, Cheng’s resiliency was rather low. Low working capital, no back-up systems, and 
no expectation of getting caught meant that Cheng was not prepared when the United States 
decide to enforce export controls. 

Case III: Li Fang Wei
Li Fang Wei, better known as Karl Lee, controls one of the most enigmatic procurement 
networks since A.Q. Khan. For more than a decade, Li—a Chinese procurement agent—has 
been a “principal supplier” to both Iran’s ballistic missile and nuclear programs.55 Unfortunately, 
other than information obtained from US criminal indictments, as well as a blurry picture on a 
FBI Wanted poster, not much is known about Li. What is known, however, is that Li runs one 
of the largest procurement channels since the Khan network and yet enforcement agencies have 
been unable to shut his operations down. In fact, he is currently the only procurement agent 
with a $5 million bounty for information leading to his arrest. Unlike the two previous cases, 
however, Li is known not just for his ability to act as a middleman, but also as a manufacturer. 
In fact, a recent analysis of his network suggests that Li may be manufacturing and exporting 
sensitive guidance components, which have ballistic missile applications.56 

53  Emails between Cheng and Jamili seem to indicate that Cheng knew of the risks he was taking by 
transshipping the export controlled items to Iran. In one email Cheng wrote, “Time is important, not 
only for you, for me, for your end-user, but also for your nation. I personally believe the war will break 
RXW�LQ�WZR�\HDUV��DQG�WKDW�ZLOO�EH�WKH�VWDUW�RI�:RUOG�:DU�Ɋ�µ�,W�VKRXOG�EH�QRWHG��KRZHYHU��WKDW�GXULQJ�WKH�
sentencing hearing, Cheng offered a different explanation for this exchange, suggesting this was merely 
“bravado” meant to entice and keep Jamili as a customer. In fact, other evidence does suggest that Cheng 
became increasingly concerned that Jamili would cut him out of the procurement operations. 

54  According to a person familiar with the case, the Chinese government may have tipped-off Cheng to the 
United States’ interest in his business operations. Despite this warning, however, Cheng continued his 
procurement operations.

55  David Albright, Andrea Stricker, and Donald Stewart, “Serial Proliferator Karl Li,” Institute for Science 
and International Security, Washington DC, May 8, 2014, <http://isis-online.org/isis-reports/detail/serial-
proliferator-karl-li-chinas-continued-refusal-to-act/20>; Daniel Salisbury and Ian Stewart, “Wanted: Karl 
Lee” Project Alpha, King’s College, London, UK, May 19, 2014, <http://projectalpha.eu/wanted-karl-lee/>.

56  Ibid.
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The internal workings of Li’s network are largely a mystery to outsiders. But, over the last 
GHFDGH��/L�KDV�PDGH�H[WHQVLYH�XVH�RI�IURQW�FRPSDQLHV�DQG�FLUFXLWRXV�ÀQDQFLDO�WUDQVDFWLRQV�LQ�
order to obscure his illicit dealings—techniques that go well beyond what Kaiga and Cheng 
HPSOR\HG��,Q�������/L�ÀUVW�HVWDEOLVKHG�LIMMT Economic and Trading—a company Li used 
WR�WUDQVIHU�UHODWLYHO\�ODUJH�TXDQWLWLHV�RI�KLJK�HQG�FDUERQ�ÀEHU�DQG�DOXPLQXP�DOOR\V�WR�,UDQ��
In 2006, the US Treasury Department added LIMMT to its sanctions list, and later, in 2009, 
added Li himself.57 

To evade sanctions, Li established a complex network of front companies and aliases. Between 
2004 and 2014, Li used over a dozen fronts and even more aliases. In fact, Li would often 
use family members or business associates to obscure his true identity from banks.58 Unlike 
the other networks, however, Li has been able to quickly bounce back from external shocks 
and even adopt new methods. In fact, one of the major drivers of Li’s adaption were US law 
enforcement and regulatory actions. When the US added Li’s front companies to the Treasury 
Department’s sanctions list, he changed his corporate identities. When the FBI seized Li’s 
assets through his Chinese bank’s US correspondent accounts, he simply moved his remaining 
DVVHWV�LQWR�ÀQDQFLDO�LQVWLWXWLRQV�ZLWK�QR�86�FRUUHVSRQGHQW�DFFRXQWV�

Another factor bolstering Li’s resilience is that his expectation of interference from Chinese 
enforcement is quite low. In fact, some evidence suggests that the Chinese government had 
warned Li about possible impending US sanctions. Not surprisingly, the Chinese have refused 
multiple extradition requests, despite multiple dèmarches from the US State Department.59

&OHDUO\��/L·V�RSHUDWLRQV�DUH�IDU�PRUH�UHVLOLHQW�WKDQ�.DLJD�DQG�&KHQJ��7ZR�VLJQLÀFDQW�IDFWRUV�
likely helped bolster this resilience. First, US sanctions against Li and his companies provided 
a signal to Li that he needed to adapt or else face possible criminal or economic penalties. In 
other words, it was the US designation that tipped-off Li, and then Li’s ability to interpret—or 
make sense of—this signal to come up with clever evasion methods. Second, Li has a large 
pool of capital at his disposal. Thus, he can afford maintenance costs associated with running 
multiple front companies. 

Discussion and Implications

The Nicholas Kaiga, Alex Cheng, and Karl Li cases each illustrate that resilience within 
SURFXUHPHQW�QHWZRUNV�LV�D�YDULHG�SURFHVV��LQÁXHQFHG³DW�OHDVW�LQ�SDUW³E\�LQWHUQDO�DQG�H[WHUQDO�
drivers. It is important to note, however, that these cases only demonstrate what amounts to a 
proof of concept, and does not suggest evidence of causal mechanism. That is, while many of 
WKH�ÀQGLQJV�DUH�TXLWH�LQWXLWLYH��WKH�FDVHV�DUH�UDWKHU�QDUURZ�DQG�ZLOO�UHTXLUH�DGGLWLRQDO�DQDO\VLV�
XVLQJ�IXUWKHU�FDVHV��0RUHRYHU��WKHVH�FDVHV�IRFXVHG�VSHFLÀFDOO\�RQ�,UDQLDQ�QXFOHDU�SURFXUHPHQW��
North Korea, for example, uses very different methods. Nonetheless, even as a proof of concept, 

57� � ,Q�5HP�&RPSODLQW�DJDLQVW�.DUO�/HH��1R�����ɕɋ��6RXWKHUQ�'LVWULFW�RI�1HZ�<RUN�$SULO�����������

58  Daniel Salisbury and Ian Stewart, “Wanted: Karl Lee” Project Alpha, King’s College, London, UK, May 
19, 2014, <http://projectalpha.eu/wanted-karl-lee/>.

59 “ NIAG 8233: Transfer of Maraging Steel from China to Iran,” Wikileaks Public Library of US Diplomacy, 
Secretary of State, January 14, 2009, <https://wikileaks.org/plusd/cables/09STATE3943_a.html>.

20 Aaron Arnold

http://projectalpha.eu/wanted-karl-lee/
https://wikileaks.org/plusd/cables/09STATE3943_a.html


WKHVH�ÀQGLQJV� GR�KDYH� LPSOLFDWLRQV� IRU� JOREDO� VXSSO\�VLGH� FRQWUROV� IURP�ERWK� D� SROLF\� DQG�
enforcement perspective.

First, it is important to note that the model, as described in this article, cannot, with any degree 
of certainty, make the claim that some controls are better able detect or dissuade a network in 
D�VSHFLÀF�UHVLOLHQW�VWDWH��&OHDUO\��WKLV�LV�D�ORJLFDO�FRQFOXVLRQ��ZKLFK�PLJKW�OHDG�RQH�WR�EHOLHYH�
that enforcement of supply-side controls should consider ways to reduce a network’s overall 
resilience or prevent a network from achieving a higher state of resilience. Yet, the research 
is not yet at a point to make this determination. To make this determination, a more thorough 
analysis of the covariation between successful operations and factors of resilience is needed.

6RPH�RI�WKH�ÀQGLQJV��KRZHYHU��GR�VXJJHVW�WKDW�DFFHVV�WR�UHVRXUFHV�PD\�SOD\�DQ�LPSRUWDQW�UROH�
in network resilience. In April 2014, a federal grand jury indicted Li, in absentia, for sanctions 
YLRODWLRQV�DQG�PRQH\�ODXQGHULQJ��,QVWHDG�RI�DWWHPSWLQJ�WR�VKXW�KLP�RXW�RI�WKH�JOREDO�ÀQDQFLDO�
system by imposing sanctions, the Justice Department targeted Li’s assets. Interestingly, the 
-XVWLFH�'HSDUWPHQW� HPSOR\HG� D� VHOGRP�XVHG� WDFWLF� DJDLQVW�/L� HQWDLOLQJ� WKH�ÀOLQJ�RI� D� FLYLO�
complaint against Li’s assets. In doing so, the US Government could seize his assets which 
were held in overseas accounts at Bank of China and Shanghai Pudong Development Bank by 
seizing funds from the banks’ accounts in the US.60 In doing so, the US Government was able 
to seize almost $7 million of Li’s assets. It is important to note, however, that the process of 
competitive adaptation ensures that Li, and others like him, will work to insulate themselves 
against this type of enforcement in the future. Thus, agencies must be willing to innovate and 
seek out new strategies.

A resilience framework may also offer recommendations to improve policy approaches to 
JOREDO�H[SRUW�FRQWURO�UHJLPHV��7DNH��IRU�H[DPSOH��WKH�LOOLFLW�ÀQDQFLQJ�RI�QXFOHDU�SURFXUHPHQW��
2QH�RI�WKH�NH\�FKDOOHQJHV�IRU�EDQNV�DQG�JRYHUQPHQW�DJHQFLHV�LQ�GHWHFWLQJ�ÀQDQFLDO�WUDQVDFWLRQV�
UHODWLQJ�WR�QXFOHDU�SURFXUHPHQW�LV�WKH�LQDELOLW\�WR�LGHQWLI\�VSHFLÀF�SDWWHUQV�RI�EHKDYLRU³DOVR�
´DFWLYLW\�EDVHGµ� SUROLIHUDWLRQ� ÀQDQFH�� 7KH� ÀQDQFLDO� LQGXVWU\� LV� TXLWH� DGHSW� DW� FRQGXFWLQJ�
name and entity checks against international sanctions and export-control lists, but less so 
DW�GHWHFWLQJ�SDWWHUQV��$�UHFHQW�UHSRUW�RQ�SUROLIHUDWLRQ�ÀQDQFLQJ�E\�WKH�5R\DO�8QLWHG�6HUYLFHV�
Institute found that banks need a better understanding of the underlying “behavioral signatures 
of the illicit procurement.” 61 Understanding the persistent ability of nuclear procurement 
networks to adapt—its resilience—might be able to help bridge this problem. Of course, to do 
VR��86�LQWHOOLJHQFH�DQG�HQIRUFHPHQW�DJHQFLHV�PXVW�RYHUFRPH�REVWDFOHV�WKDW�SUHYHQW�HIÀFLHQW�
and transparent information sharing with the private sector.

$�QHZ�DUHD�RI�UHVHDUFK�ZLWK�VLJQLÀFDQW�LPSOLFDWLRQV�IRU�H[SRUW�FRQWURO�SROLF\�LV�RQ�QRQ�VWDWH�
proliferator motivations. Why would an intermediary in China be willing to transship export 
FRQWUROOHG�PDWHULDOV�WR�,UDQ�DQG�ULVN�SRWHQWLDO�ÀQHV��RU�HYHQ�ZRUVH��DUUHVW�DQG�LQFDUFHUDWLRQ"�
&RQYHQWLRQDO�ZLVGRP�DVVXPHV�WKDW�PLGGOHPHQ�DUH�ODUJHO\�SURÀW�PRWLYDWHG�DQG�ZHLJK�WKHVH�
incentives against the costs of getting caught. Although the risk versus reward calculus can be 

60� � ,Q�5HP�&RPSODLQW�DJDLQVW�.DUO�/HH��1R�����ɕɋ��6RXWKHUQ�'LVWULFW�RI�1HZ�<RUN�$SULO�����������

61  Emil Dall, Andrea Berger, and Tom Keatinge, “Out of Sight, Out of Mind? A Review of Efforts to Counter 
Proliferation Finance,” Royal United Services Institute, June 2016, <https://rusi.org/publication/whitehall-
UHSRUWV�RXW�VLJKW�RXW�PLQG�UHYLHZ�HIIRUWV�FRXQWHU�SUROLIHUDWLRQ�ÀQDQFH>, p. 26.
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UDWKHU�SDUVLPRQLRXV�IRU�SROLF\�PDNHUV��WKH�HYLGHQFH�DYDLODEOH�WHQGV�WR�GHPRQVWUDWH�WKDW�SURÀWV�
are quite low and the risks of detection by law enforcement and intelligence agencies is not 
trivial. In fact, it seemed to be the case that in the Cheng and Kaiga cases, each viewed the 
ULVN�RI�JHWWLQJ�FDXJKW�DV�VR�ORZ�WKDW�HYHQ�PLQLPDO�SURÀWV�ZHUH�ZRUWK�WKH�ULVN��:KLOH�SHUKDSV�
counterintuitive, this is consistent with some of the criminological literature on why people 
commit crimes.62 To be sure, however, a much deeper analysis is necessary to determine these 
causal mechanisms.

Of course, understanding these motivations is important when considering possible deterrent 
effects. In sentencing Alex Cheng, for example, it was quite clear that the judge was interested 
in sending a deterrent message to potential export violators. In justifying the lengthy prison 
VHQWHQFH��WKH�MXGJH�QRWHG�WKDW��´«WKHUH�DUH�D�ORW�RI�SHRSOH�WKHUH�ZKR�DUH�WU\LQJ�WR�JHW�RXU�VWXII�
RXW�RI� WKH�FRXQWU\�LQWR�RWKHU�FRXQWULHV��6R�LW·V�QRW�VR�PXFK�KLP�>&KHQJ@��<RX�KDYH�WR�KDYH�
a serious deterrent.” 63 Here, the judge assumed—perhaps wrongly—that a lengthy sentence 
imposed against Cheng would send a deterrent signal to other would-be procurement agents. 

In a new article by Ian Stewart and Daniel Salisbury, which explores non-state actor motivation, 
the authors state that, “For an actor to be deterred, the potential perceived cost of the action 
PXVW� RXWZHLJK� WKH� EHQHÀW�µ�64 This, of course, implies that certainty over severity can be a 
de-motivator for procurement agents. But, a resilience framework would suggest some 
level of adaptation. When enforcement does increase, for example, the net result is likely a 
more lucrative market for proliferators. In other words, risk can be monetized within illicit 
procurement, which may in turn attract new procurement actors.65

Conclusion

Nuclear weapons aspirants, historically, have at least partially relied on acquiring foreign 
materials and technology to support enrichment programs. Given this trend, coupled with a 

62  Take, for example, the routine activities theory of crime, which postulates that motivation, abundance of 
opportunity, and the lack of some type of macro-level control leads to criminal activity. While contentious, 
it nonetheless explains certain crimes, such as intellectual property theft and other types of occupational 
crimes. Recent work by Bichler and Malm applies routine activities theory of crime to explain motivation 
in transnational criminal activity—such as import/export violations. The authors explain how the lack of 
macro-level economic, social, political, and legal controls—especially in areas of jurisdictional asymmetry—
coupled with globalized commerce and increased access to communications creates opportunity ripe for 
exploitation regardless of reward. For a discussion of the routine activities theory of crime, see Derek B. 
Cornish and Ronald V. Clarke, The Reasoning Criminal: Rational Choice Perspectives on Offending (New 
York, NY: Springer New York, 1986), pp. 1–16; see, also Gisela Bichler and Aili Malm, “The Routine 
Nature of Transnational Crime,” in 7KH�&ULPLQDO�$FW��7KH�5ROH�DQG�,QÁXHQFH�RI�5RXWLQH�$FWLYLW\�7KHRU\, 
ed. Martin Andresen and Graham Farrell (New York, NY: Palgrave Macmillan, 2015), pp. 33–58.

63 “ Sentencing Memorandum in the Case of the United States v. Sihai Cheng,”, p. 167.

64  Ian Stewart and Daniel Salisbury, “Non-State Actors as Proliferators: Preventing Their Involvement,” 
Strategic Trade Review 2:3 (Autumn 2016), p. 12.

65  For a discussion of the monetization of risk within illicit procurement see John Park and Jim Walsh, 
“Stopping North Korea, Inc.: Sanctions Effectiveness and Unintended Consequences,” MIT Security 
Studies Program, August 2016, <http://web.mit.edu/ssp/people/walsh/Stopping%20North%20Korea%20
Inc_Park%20%20Walsh_FINAL.pdf>.
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long-held belief that the acquisition of complex technology remains the primary challenge for 
states seeking nuclear weapons, policymakers have focused much attention on controlling the 
spread of nuclear-related materials and technologies.66 Unfortunately, this attention has come 
at the cost of ignoring other dimensions of illicit procurement. 

The mesh of treaties, national laws, sanctions, embargoes, and non-binding political commitments 
tends to fall short of a seamless and integrated system capable of detecting and stopping illicit 
nuclear procurement. Ubiquitous technology and indigenization of manufacturing present 
VLJQLÀFDQW� FKDOOHQJHV� IRU� JOREDO� H[SRUW� UHJLPHV��0RUHRYHU�� LPSOHPHQWDWLRQ� JDSV� LQ�8QLWHG�
Nations Security Council resolution 1540 still present obstacles for transparency and capacity-
building efforts. This article proposes a new framework based on the concept of resilience to 
better understand the core drivers that affect and promote illicit procurement. That is, despite 
efforts to stem the global trade in dual-use goods and technology, how are illicit procurement 
networks able to defend themselves, bounce-back, and adapt? 

The three case studies presented help to paint a picture of how resilience can be used to analyze 
illicit procurement networks. What is clear is that knowledge acquisition, structure, learning, 
sense-making, innovation, and access to resources—in addition to external forces—can all 
LQÁXHQFH� WKH� QHWZRUN·V� DELOLW\� WR� DGDSW�� &RQVHTXHQWO\�� HQIRUFHPHQW� DQG� SROLF\� PXVW� WDNH�
proactive, rather than reactive, approaches to countering non-state proliferation of dual-use 
goods and technologies.
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Abstract

The use of contract manufacturing services in the chemical, pharmaceutical, and biotechnology 
LQGXVWULHV�KDV�JURZQ�VLJQLÀFDQWO\�LQ�UHFHQW�\HDUV��EXW�WKH�SRWHQWLDO�IRU�VXFK�VHUYLFH�SURYLGHUV�
to be exploited for chemical or biological weapons proliferation has garnered relatively little 
attention, despite the role of contract manufacturers in the A.Q. Khan nuclear proliferation 
network. This article examines the dual-use potential and global spread of chemical and 
ELRORJLFDO�FRQWUDFW�PDQXIDFWXULQJ�DQG�WKHLU�UDPLÀFDWLRQV�IRU�UHODWHG�VWUDWHJLF�WUDGH�FRQWUROV�
(STCs). Hundreds of providers of dual-use contract services were found worldwide, but they 
were primarily located in jurisdictions with comprehensive STC regulations. This provides 
some degree of protection against their misuse. However, the results outlined below also 
suggest that chemical and biological contract manufacturers are a critical community to target 
for STC outreach activities and efforts to increase industry compliance. Targeted outreach 
would help prevent contract manufacturing service providers from unwittingly contributing to 
the production and proliferation of chemical and biological weapons.
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Introduction

Contract manufacturing—i.e., contractual engagement of a third-party provider to generate 
a product—has become an increasingly attractive option over the last decade for chemical, 
pharmaceutical, and biotechnology companies seeking to reduce costs and operate competitively 
in a business environment characterized by increasing regulation, dwindling product approval, 
and rapidly advancing technology. In the chemical sector, contract manufacturers enable 
LQFUHDVHG�PDQXIDFWXULQJ� FDSDFLW\� DQG�ÁH[LELOLW\�ZLWKRXW� ODUJH� FDSLWDO� LQYHVWPHQWV� E\� WKRVH�
requiring the service, as well as access to synthetic and process expertise that may not be 
available in-house and management of safety and regulatory issues. For the pharmaceutical and 
biotechnology sectors, contract services lower drug discovery risks for larger companies and 
SURYLGH�ÁH[LEOH��UHDG\�DFFHVV�WR�KLJKO\�WUDLQHG�WHFKQLFDO�H[SHUWLVH��6LJQLÀFDQW�FRVW�HIÀFLHQFLHV�
can be realized through many dimensions of contract manufacturing, including greater control 
E\�WHUWLDU\�SKDUPDFHXWLFDO�FRPSDQLHV�RYHU�KRZ�WKH\�FRQFHQWUDWH�RU�RIÁRDG�WKHLU�LQYHVWPHQW�LQ�
expertise and equipment, although it should be noted that not all processes can be scaled up or 
contracted out with similar success. Current estimates place the number of chemical contract 
manufacturers in the thousands, and pharmaceutical and biotech contract manufacturers at over 
500 worldwide—and rapidly growing.2,3

&RQWUDFW� PDQXIDFWXULQJ� ÀUPV� DQG� VHUYLFH� SURYLGHUV� KDYH� UHFHLYHG� VRPH� DWWHQWLRQ� LQ� WKH�
context of chemical weapons (CW) and biological weapons (BW) proliferation, but relatively 
little attention in the context of strategic trade controls (STCs), despite exploitation of 
contract manufacturing by A.Q. Khan’s nuclear proliferation network.4,5 One notable article 
from 2012 addressed the importance of STC awareness for the pharmaceuticals contracting 
industry, but focused primarily on the legal and regulatory framework with which companies 
needed familiarity.6 A 2014 United States National Academy of Sciences report on chemical 
manufacturing equipment highlighted shifts to contract manufacturing in the pharmaceutical 
industry as a potential source of concern, but only in the context of trade controls over the 
surplus dual-use equipment generated by outsourcing rather than how the contract services 
provided by these companies could be exploited for proliferation.7 

2  “Chemical Information Services.” ContractMFG database alone has 2,000 custom manufacturers. See 
<https://chemicalinfo.com/services/contractmfg/>.

3  Contract Manufacturing in Pharmaceutical Industry, 2015–2025 (Vancouver: Roots Analysis, 2015), p. 22.

4  Charles D. Lutes, “New Players on the Scene: A.Q. Khan and the Nuclear Black Market,” 2008, 
<http://iipdigital.usembassy.gov/st/english/publication/2008/08/20080815121848xjyrrep0.1191522.
html#axzz4KFVWTxgx>.

5  “Designation of A.Q. Khan and Associates for Nuclear Proliferation Activities,” US Department of State, 
2009, <http://www.state.gov/t/isn/115913.htm>.

6  Eric McClafferty and Brooke Ringel, “Export Controls and the Biotech Industry: Are You in Compliance?,” 
Contract Pharma, May 4, 2012, pp. 98–103.

7  Kathryn Hughes and Joe Alper, rapporteurs, The Global Movement and Tracking of Chemical Manufacturing 
Equipment: A Workshop Summary, Washington, DC: The National Academies Press, 2014, <http://www.
nap.edu/catalog/18820/the-global-movement-and-tracking-of-chemical-manufacturing-equipment-a>.

https://chemicalinfo.com/services/contractmfg/
http://iipdigital.usembassy.gov/st/english/publication/2008/08/20080815121848xjyrrep0.1191522.html#axzz4KFVWTxgx
http://iipdigital.usembassy.gov/st/english/publication/2008/08/20080815121848xjyrrep0.1191522.html#axzz4KFVWTxgx
http://www.state.gov/t/isn/115913.htm
http://www.nap.edu/catalog/18820/the-global-movement-and-tracking-of-chemical-manufacturing-equipmen
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This article explores the CW or BW proliferation potential posed by contract manufacturing 
VHUYLFH�SURYLGHUV�DQG�SRVVLEOH�UDPLÀFDWLRQV�IRU�67&�LPSOHPHQWDWLRQ��7KLV�LV�DFFRPSOLVKHG�
through an illustrative survey of companies providing dual-use chemical or biological contract 
services—i.e., a service that has legitimate commercial applications but that could also be 
exploited toward producing a CW or BW agent by producing or processing controlled CW 
SUHFXUVRUV��SDWKRJHQV��RU�WR[LQV��6HUYLFHV�IRU�ERWK�SURGXFWLRQ�RI�PDWHULDOV�DQG�WKHLU�UHÀQHPHQW�
are investigated, since a proliferator may seek to split the overall process among providers 
to conceal their activities. The distribution of these companies across countries according to 
their Australia Group (AG) membership status and the comprehensiveness of their national 
control lists as of October 2016 are used to assess a basic level of proliferation risk. These 
ÀQGLQJV�DUH�DQDO\]HG��LQ�WXUQ��WR�GHWHUPLQH�SRWHQWLDO�DGYHUVH�FRQVHTXHQFHV�IRU�67&V�DQG�KRZ�
they might be mitigated. 

For the purposes of this article, the term “contract manufacturing” or “contract services” will 
be used to describe any arrangement in which a third-party company is engaged in producing 
or processing chemical or biological materials on demand via some type of contract. In sectors 
that use these types of arrangements, a broader array of terminology is used to distinguish 
the terms of a given agreement. For example, a “toll manufacturing” arrangement typically 
involves a company (the customer) supplying raw materials and paying a toll (fee) to have 
another company manufacture a product; the toll manufacturer effectively rents its facility 
DQG� HTXLSPHQW�� DQG� WKH� FXVWRPHU� LV� UHVSRQVLEOH� IRU� PDWHULDOV� DQG� SURFHVV� VSHFLÀFDWLRQV�8 
In contrast, a contract manufacturer may source raw materials as well as provide facilities 
and equipment, creating a custom-made product for an individual customer. A “contract 
manufacturer” may be referred to as a “custom manufacturer,” and both terms are sometimes 
used interchangeably with the term “toll manufacturer.” 9 Of further note, competition and 
additional market forces on the pharmaceutical/biotech sectors have been pushing contract 
manufacturers to operate collectively as umbrella service companies, offering all services 
from initial research and development to production and manufacturing under one roof. Thus, 
the terms “contract development and manufacturing organization” and “contract research 
and manufacturing services” are increasingly becoming part of the contract manufacturing 
lexicon.10 While differences in contractual arrangements and number of services offered could 
KDYH�UDPLÀFDWLRQV�IRU�WKH�OHYHO�RI�SUROLIHUDWLRQ�ULVN��VXFK�GLIIHUHQWLDWLRQ�LV�EH\RQG�WKH�VFRSH�RI�
this article. To avoid confusion regarding these nuances in terminology, all companies in this 
article are referred to as contract service providers. 

8  Sierra Coating Technologies, LLC, “Toll Manufacturing versus Contract Manufacturing,” 2015, <http://
www.sierracoating.com/toll-manufacturing-versus-contract-manufacturing/>. 

9  SOCMA, “Types of Specialty Chemical Manufacturers,” 2016, <http://specialtymanufacturing.socma.
com/specialty-manufacturers>. 

10  Contract Manufacturing in Pharmaceutical Industry, 2015–2025 (Vancouver: Roots Analysis, 2015), p. 23.
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http://www.sierracoating.com/toll-manufacturing-versus-contract-manufacturing/
http://specialtymanufacturing.socma.com/specialty-manufacturers
http://specialtymanufacturing.socma.com/specialty-manufacturers


Results and Discussion 

Chemical Contract Services
The primary contract services of potential CW proliferation concern are those involving 
chemical synthesis, particularly for key precursors that would be subject to STCs and scrutiny 
E\�UHVSRQVLEOH�VXSSOLHUV��,Q�DGGLWLRQ��FRQWUDFW�GLVWLOODWLRQ�RU�RWKHU�SXULÀFDWLRQ�UHODWHG�VHUYLFHV��
which are sometimes offered independently of custom synthesis, may be of interest. Therefore, 
a survey was conducted of companies capable of custom synthesis using CW-relevant 
FKHPLVWULHV��DV�ZHOO�DV�WKRVH�SURYLGLQJ�FRQWUDFW�GLVWLOODWLRQ�RU�SXULÀFDWLRQ�VHUYLFHV��

Custom Synthesis 

Providers of organophosphorus chemistries and chloULQDWLRQ�DQG�ÁXRULQDWLRQ�UHDFWLRQV�ZHUH�
investigated for this study. Such reactions are relevant to the synthesis of advanced precursors 
for nerve and blister agents found in Schedule 2 of the Chemical Weapons Convention (CWC) 
and on the AG Common Control List (CCL) of CW Precursors.11, 12 Denying proliferators 
access to Schedule 2 chemicals can be an effective chokepoint given their relatively moderate 
commercial availability and their chemical similarity to CW agents. A database of custom 
manufacturers covering 2,000 companies in over 55 countries was searched for companies 
providing related reactions, and search results were displayed using the graphic visualization 
software Tableau.13 The database was used to achieve a representative sampling of contract 
service providers, such that the results reported herein should be considered illustrative—not 
H[KDXVWLYH³RI�WKH�RYHUDOO�SURYLGHU�ODQGVFDSH��&RPSDQLHV�ZHUH�DQDO\]HG�DFFRUGLQJ�WR�VSHFLÀF�
reactions of dual-use concern, as well as whether they are in a country that is a member of 
the AG. In addition, it was assessed whether the country or economy in which the company 
is located has an export control list that adheres to the AG CCL of CW Precursors; for those 
locations outside of AG membership, adoption of an EU-style dual-use list or a national list 
matching the AG CW precursor list as of 2014 was considered as a proxy for adherence to 
the list.14�,W�LV�LPSRUWDQW�WR�QRWH��KRZHYHU��WKDW�DOO�ORFDWLRQV�LGHQWLÀHG�LQ�WKLV�VWXG\�DUH�6WDWHV�
Parties to the CWC except for Israel and Taiwan. States Parties to the CWC are bound to never 
“assist, encourage or induce, in any way, anyone to engage in any activity prohibited to a State 

11  Organization for the Prohibition of Chemical Weapons, “Annex on Chemicals,” Chemical Weapons 
Convention, <https://www.opcw.org/chemical-weapons-convention/annexes/annex-on-chemicals/>.

12  The Australia Group, “Export Control List: Chemical Weapons Precursors,” 2015, <http://www.
australiagroup.net/en/precursors.html>.

13  “ContractMFG,” Chemical Information Services, <https://chemicalinfo.com/services/contractmfg/>.

14  That is, prior to the 2015 addition of diethylamine (DEA) to the AG list, to account for reasonable lags 
in the legislative process to update national control lists. The most recent addition of chemicals to the 
list prior to DEA was 2009, giving adequate time for the regulatory process to catch up by 2014 in those 
countries committed to following the AG list.
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Party” under the treaty and are subject to its transfer provisions for scheduled chemicals.15, 16 
)XUWKHU��WKH�&:&�GHÀQLWLRQ�RI�FKHPLFDOV�ZHDSRQV�LQFOXGHV�SUHFXUVRUV�IRU�WR[LF�FKHPLFDOV��L�H���
$UWLFOH�ɉ����D��´7R[LF�FKHPLFDOV�DQG�WKHLU�SUHFXUVRUV��H[FHSW�ZKHUH�LQWHQGHG�IRU�SXUSRVHV�QRW�
prohibited under this Convention, as long as the types and quantities are consistent with such 
purposes.” 17 As such, no State Party should assist the development or production of chemical 
weapons through supply of CW precursors. However, national implementing legislation for 
the CWC varies considerably among States Parties. While an analysis of the detailed status 
of such legislation in each country was not undertaken for this study, an OPCW report on 
the implementation of the CWC in 2014 cited 114 States Parties—only 60% —as having 
OHJLVODWLRQ�´FRYHULQJ�DOO�LQLWLDO�PHDVXUHV�IRU�WKH�LPSOHPHQWDWLRQ�RI�$UWLFOH�Ɏ�µ 18 Therefore, 
the establishment of a comprehensive dual-use export control list that includes AG-listed 
chemicals, rather than CWC membership, was taken as a benchmark for this study. 

Figure 1 displays search results summarizing companies offering organophosphorus chemistries 
of potential relevance to CW precursor production, grouped by location and AG membership 
status. Company numbers represent distinct counts by company name in a given country 
or economy; some companies have multiple locations, and some provide multiple relevant 
reaction types of concern, but these were not distinguished for the purpose of this analysis. 
Results indicate that a strong majority of organophosphorus chemistry providers are located 
in AG member countries: 150 compared to 56 in non-member locations, or 73%. The United 
States has the largest number of providers, exceeding the country with the next largest count, 
India, by more than a factor of two.

15  Organization for the Prohibition of Chemical Weapons, “Article I. General Obligations,” Chemical Weapons 
Convention, <https://www.opcw.org/chemical-weapons-convention/articles/article-i-general-obligations/>.

16� � 2UJDQL]DWLRQ�IRU�WKH�3URKLELWLRQ�RI�&KHPLFDO�:HDSRQV��́ $QQH[�RQ�,PSOHPHQWDWLRQ�DQG�9HULÀFDWLRQ�µ�&KHPLFDO�
Weapons Convention, <KWWSV���ZZZ�RSFZ�RUJ�FKHPLFDO�ZHDSRQV�FRQYHQWLRQ�DQQH[HV�YHULÀFDWLRQ�DQQH[�>.

17� � 2UJDQL]DWLRQ� IRU� WKH�3URKLELWLRQ�RI�&KHPLFDO�:HDSRQV�� ´$UWLFOH� ,,��'HÀQLWLRQV� DQG�&ULWHULD�µ�&KHPLFDO�
Weapons Convention, <KWWSV���ZZZ�RSFZ�RUJ�FKHPLFDO�ZHDSRQV�FRQYHQWLRQ�DUWLFOHV�DUWLFOH�LL�GHÀQLWLRQV�
and-criteria/>.

18  Organization for the Prohibition of Chemical Weapons, “Report of the OPCW on the Implementation 
of the Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on their Destruction in 2014,” <KWWSV���ZZZ�RSFZ�RUJ�ÀOHDGPLQ�23&:�&63�&����HQ�
c2004_e_.pdf>. The report on implementation in 2015 cites 148 States Parties with “relevant legislation” 
but with no similar comment on the comprehensiveness of those countries’ legislation. Organization for 
the Prohibition of Chemical Weapons, “Report of the OPCW on the Implementation of the Convention on 
the Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on their 
Destruction in 2015,” <KWWSV���ZZZ�RSFZ�RUJ�ÀOHDGPLQ�23&:�&63�&����HQ�F����BHB�SGI>.
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Figure 1. Number of companies offering CW-relevant organophosphorus chemistries, 

grouped by location and AG membership status. Circle diameter qualitatively represents 

the count of distinct company names in each location. AG members are indicated by  

dark blue, with non-members in light blue. A complete listing of countries and  

number of resident companies is provided in the Appendix (Table A1).

([DPLQLQJ�WKH�GLVWULEXWLRQ�RI�FRPSDQLHV�E\�ÀGHOLW\�WR�WKH�$*�&&/�RI�&:�3UHFXUVRUV��)LJXUH�
2) shows an even greater percentage of companies whose exports of listed precursors would 
likely be subject to national trade controls. Only one company out of the 206 found is in a 
country whose national control list does not adhere in part or in full to the AG list. Furthermore, 
while India’s and China’s national export control lists only partially cover the AG CW precursor 
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control list, they are comprehensive with respect to CWC scheduled chemicals. Therefore, any 
CWC scheduled organophosphorus compound synthesized by a company on their soil would 
be subject to national STCs.19

Figure 2. Number of companies offering CW-relevant organophosphorus chemistries, 

grouped by location and adherence to the AG CW precursor control list. Rectangle size 

represents the count of distinct company names in each location. Full adherence is 

indicated by dark blue. Partial adherence is indicated by medium blue. Non-adherence is 

indicated by light blue and includes only one country (Venezuela). A complete listing of 

countries and number of resident companies is provided in the Appendix (Table A2).

6LPLODU�DQDO\VHV�ZHUH�FRQGXFWHG�IRU�FKORULQDWLRQ�DQG�ÁXRULQDWLRQ�VHUYLFHV��)LJXUH���VKRZV�GLVWLQFW�
company counts grouped by location and AG membership status. There is a substantially larger 
number of companies offering these reactions compared with organophosphorus chemistries: 
���� GLVWLQFW� FRPSDQLHV� YV�� ���� FRPSDQLHV�� ,Q� WKH� FDVH� RI� FKORULQDWLRQ� DQG� ÁXRULQDWLRQ�� WKH�
majority of providers are still in AG member countries, but only 56%. The balance changes 
somewhat when the individual reaction types are analyzed separately. The three reactions 
FRQVLGHUHG�ZHUH�ÁXRULQDWLRQ��FKORULQDWLRQ��DQG�WKLRQ\O�FKORULGH��62&O2) reactions, the last being 
a method of chlorination. 

19  This analysis is necessarily list-based, although neither the CWC Schedules nor the AG precursor list 
include all possible chemicals of CW proliferation concern. However, an analysis of the status of catch-all 
control provisions in national legislation is beyond the scope of this article.
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)LJXUH����1XPEHU�RI�FRPSDQLHV�RIIHULQJ�&:�UHOHYDQW�FKORULQDWLRQ�DQG�ÁXRULQDWLRQ�
chemistries, grouped by location and AG membership status. Circle diameter qualitatively 

represents the count of distinct company names in each location. AG members are 

indicated by dark blue, with non-members in light blue. A complete listing of locations  

and number of resident companies is provided in the Appendix (Table A3).

$V� VKRZQ� LQ� 7DEOH� ��� ÁXRULQDWLRQ� LV� OHVV� FRPPRQO\� SURYLGHG� WKDQ� FKORULQDWLRQ� ����� YV�� ����
FRPSDQLHV��DQG� LV�PRUH�FRQFHQWUDWHG� LQ�$*�PHPEHU�FRXQWULHV� �����IRU�ÁXRULQDWLRQ�YV������
for chlorination). SOCl2 reactions are provided by few companies in the database used for this 
investigation, and those companies show a nearly even split between AG members and non-
members. Figure 4 shows the distribution of companies by adherence to the AG CCL of CW 
Precursors. Again, only one company is in a country that does not adhere in part or in full, 
but the proportion of companies in partially adherent countries is substantially larger than 
for organophosphorus chemistry providers. India’s and China’s controls over CWC scheduled 
chemicals would again provide regulatory control over any scheduled chemicals resulting from 
FXVWRP�FKORULQDWLRQ�RU�ÁXRULQDWLRQ��DOWKRXJK�WKHUH�DUH�VRPH�$*�OLVWHG�FRPSRXQGV�WKDW�ZRXOG�QRW�
have been covered by those countries’ lists at the time of the research conducted for this article.20 

20  As of October 2016. Namely, 2-chloroethanol (107-07-3), dimethylamine hydrochloride (506-59-2), and 
triethanolamine hydrochloride (637-39-8). Other unscheduled, AG-listed compounds containing chlorine or 
ÁXRULQH�DUH�EDVLF�FKHPLFDOV�XQOLNHO\�WR�EH�SURYLGHG�E\�FRQWUDFW�V\QWKHVLV�SURYLGHUV��H�J���VRGLXP�ÁXRULGH��
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7DEOH����1XPEHU�RI�FRPSDQLHV�RIIHULQJ�&:�UHOHYDQW�FKORULQDWLRQ�DQG�ÁXRULQDWLRQ�
chemistries, grouped by AG membership status, location, and reaction.

)LJXUH����1XPEHU�RI�FRPSDQLHV�RIIHULQJ�&:�UHOHYDQW�FKORULQDWLRQ�DQG�ÁXRULQDWLRQ�
chemistries, grouped by location and adherence to the AG CW precursor control list. 

Rectangle size represents the count of distinct company names in each location. Full 

adherence is indicated by dark blue. Partial adherence is indicated by light blue. Non-

adherence is indicated by gray and includes only one country (Venezuela). A complete 

listing of locations and number of resident companies is provided, see Appendix Table A4.
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'LVWLOODWLRQ�DQG�3XULÀFDWLRQ�5HODWHG�6HUYLFHV

A survey was also conducted of companies providing custom or toll distillation; custom 
SXULÀFDWLRQ�� RU� RWKHU� SXULÀFDWLRQ�� VHSDUDWLRQ�� RU� ÀOWUDWLRQ� VHUYLFHV�� 7KH� ZHEVLWH� RI� HDFK�
company, when available, was reviewed to assess the potential for the company’s services to 
EH�XVHG�IRU�LVRODWLQJ�VLJQLÀFDQW�TXDQWLWLHV�RI�GXDO�XVH�FKHPLFDOV�RI�&:�FRQFHUQ��&RPSDQLHV�
separating only laboratory-scale amounts and/or processing benign chemicals were considered 
of limited relevance for dual-use activities, while companies with corrosion-resistant equipment 
and/or citing work with harsh (and/or explicitly dual-use) chemicals were considered likely 
to be relevant. Companies reporting use of all-stainless-steel equipment that provided little 
detail about chemicals processed were considered potentially relevant, while some companies 
SXEOLVKHG�LQVXIÀFLHQW�LQIRUPDWLRQ�WR�GHWHUPLQH�WKH�H[WHQW�RI�WKHLU�FDSDELOLWLHV��:KLOH�VWDLQOHVV�
VWHHO�LV�QRW�FRQVLGHUHG�VXIÀFLHQWO\�FRUURVLRQ�UHVLVWDQW�WR�EH�D�VSHFLÀHG�PDWHULDO�RI�FRQVWUXFWLRQ�
in the AG CCL of Dual-Use Chemical Equipment, it could be exploited for a one-time 
SXULÀFDWLRQ�RSHUDWLRQ�RI�VRPH�&:�UHOHYDQW�FKHPLFDOV��

$�WRWDO�RI����GLVWLQFW�FRPSDQ\�ORFDWLRQV�SURYLGLQJ�FRQWUDFW�GLVWLOODWLRQ�RU�SXULÀFDWLRQ�VHUYLFHV�
ZHUH�LGHQWLÀHG��2I�WKHVH�����ZHUH�DVVHVVHG�WR�EH�FDSDEOH�RU�SRWHQWLDOO\�FDSDEOH�RI�EHLQJ�XVHG�
to purify CW-related, controlled chemicals above laboratory scale. Figure 5 displays the AG 
membership status of those locations. Once again, the majority of companies are located in 
AG member countries. Likewise, as shown in Figure 6, all are located in countries that either 
fully or partially incorporate the AG CCL of CW Precursors into their regulations. However, as 
previously noted, India and China impose STCs on all CWC scheduled chemicals, such that only 
SXULÀHG�FKHPLFDOV�OLVWHG�E\�WKH�$*�EXW�QRW�WKH�&:&�SRWHQWLDOO\�ZRXOG�IDOO�RXWVLGH�RI�FRQWURO��

Figure 5. Number of companies offering C:�UHOHYDQW�GLVWLOODWLRQ�DQG�SXULÀFDWLRQ�VHUYLFHV��
grouped by location and AG membership status. Circle diameter qualitatively represents 

the count of distinct company names in each location. AG members are indicated by 

purple, with non-members in gray. A complete listing of locations and number  

of resident companies may be found in the Appendix (Table A5).
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)LJXUH����1XPEHU�RI�FRPSDQLHV�RIIHULQJ�&:�UHOHYDQW�GLVWLOODWLRQ�DQG�SXULÀFDWLRQ�VHUYLFHV��
grouped by location and adherence to the AG CW precursor control list. Rectangle 

size represents the count of distinct company names in each country. Full adherence is 

indicated in purple. Partial adherence is indicated in gray. A complete listing of locations 

and number of resident companies is provided in the Appendix (Table A6).

Biological Contract Services
Contract services of concern for potential BW production and related to STCs include 
fermentation (cultivation) of pathogens and toxins that would be subject to STCs. Further, 
contract lyophilization or other stabilization services such as spray drying are also of interest. 
Both of these are rate-limiting steps in the BW production process. Therefore, a survey was 
conducted of companies offering contract fermentation and contract stabilization services. 

Fermentation Services

An investigation was conducted of providers offering contract fermentation services for both 
microbial and mammalian cells. These services are relevant for the cultivation of pathogens 
(viruses, bacteria, and fungi) and production of toxins listed on the AG CCL of Human and 
Animal Pathogens and Toxins and the AG CCL of Plant Pathogens.21, 22 A proliferator’s inability 
to access fermentation expertise and equipment can serve as a chokepoint in the high quantity 
and high quality production of BW agents. Listed bacteria and fungi can be cultivated directly, 
while listed viruses are produced by cultivating mammalian host cells infected with the virus. 

21  The Australia Group, “List of Human and Animal Pathogens and Toxins for Export Control,” 2015, <http://
www.australiagroup.net/en/human_animal_pathogens.html>.

22  The Australia Group, “List of Plant Pathogens for Export Control,” 2012, <http://www.australiagroup.net/
en/plants.html>.
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Several AG-listed toxins can be produced by cultivating the toxin-producing microbial or 
mammalian producer cells.23 The same database of custom manufacturers used for chemical 
contract service searches was queried for companies providing contract fermentation services.24 
This information was supplemented with companies listed as providing contract fermentation 
services from an independent database in a 2015 pharmaceutical contract manufacturing 
industry report.25 The website of each company was reviewed to assess the company’s ability 
to provide contract fermentation services, the types of cells they could cultivate, and the 
company’s approximate total fermentation capacity. 

Companies whose websites clearly indicated that they only fermented food products (e.g., beer, 
wine, cheese, and yogurt) were eliminated, but all other companies were included in analyses 
irrespective of their ability to provide biological containment required for safe handling of 
PRVW�$*�OLVWHG�SDWKRJHQV��%LRVDIHW\�/HYHO���>%6/�@�RU�%LRVDIHW\�/HYHO���>%6/�@���7KH�GDWD�
were considered this way for two reasons. First, there are at least 32 AG-listed pathogens 
that are harmful to animals or plants, but are not harmful to humans. Second, several AG-
listed toxins are proteins which can be expressed in cultured microbial or mammalian cells 
that do not normally produce toxins. Given limitations in available data, delving into issues of 
compliance and biosafety protocols for individual companies is beyond the scope of this paper. 
2I� ���� FRQWUDFW� IHUPHQWDWLRQ� FRPSDQ\� ORFDWLRQV� WKXV� LGHQWLÀHG�� WZR� FRPSDQLHV� H[SOLFLWO\�
mentioned their “containment facilities,” two additional companies referenced their ability to 
FXOWLYDWH�´LQIHFWLRXV�GLVHDVHV�µ�DQG�D�IXUWKHU�WZR�FRPSDQLHV�VSHFLÀFDOO\�PHQWLRQHG�WKHLU�%6/��
biocontainment capabilities. All six companies were located in AG member countries. 

Figure 7 displays the number of locations offering contract fermentation services, grouped 
by AG membership status. Similarly to the chemical contract services analyses, the majority 
of companies are located in AG member countries (104 of 123 companies, or 84%), with 
the exception of India, China, and Taiwan (19 companies). Further, as shown in Figure 8, all 
companies are located in countries or jurisdictions that either fully or partially adhered to the 
AG CCL of Human and Animal Pathogens and Toxins and the AG CCL of Plant Pathogens at 
the time of research conducted for this article. The Indian national control list and the Chinese 
national control list contained roughly 75% of the pathogens and toxins on the AG CCLs as of 
October 2016. Similarly to the chemical services analysis, adoption of an EU-style dual-use list 
or a national list matching the AG CCL of Human and Animal Pathogens and Toxins and the 
AG CCL of Plant Pathogens as of 2014 were considered as proxies for adherence to the list.26

23  Contract providers of peptide synthesis were not considered because the majority of AG-listed toxins 
are large, complex macromolecules and likely outside the present capability of such a contract service 
provider.

24  “Contract MFG,” Chemical Information Services, <https://chemicalinfo.com/services/contractmfg/>.

25  Contract Manufacturing in Pharmaceutical Industry, 2015-2025 (Vancouver: Roots Analysis, 2015).

26  This includes an assumption that these countries or jurisdictions will, at a legislatively appropriate time, 
XSGDWH�WKHLU�FRQWURO�OLVWV�WR�UHÁHFW�FKDQJHV�PDGH�E\�WKH�(8�RU�WKH�$*³LQFOXGLQJ�WKH�DGGLWLRQ�RI�VHYHUH�
acute respiratory syndrome-related coronavirus (SARS-related coronavirus) and reconstructed 1918 
LQÁXHQ]D�YLUXV�DV�ZHOO�DV�DSSUR[LPDWHO\����QRPHQFODWXUH�FKDQJHV�VLQFH�������
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Figure 7. Number of companies offering BW-relevant fermentation services,  

grouped by location and AG membership status. Circle diameter qualitatively  

represents the count of distinct company names in each location. AG members  

are indicated by black, with non-members in gray. A complete listing of locations  

and number of resident companies may be found in the Appendix (Table A7).

Figure 8. Number of companies offering BW-relevant fermentation services, grouped 

by location and adherence to the AG BW pathogens and toxins control lists. Rectangle 

size represents the count of distinct company names in each location. Full adherence is 

indicated in black. Partial adherence is indicated in gray. A complete listing of locations 

and number of resident companies is provided in the Appendix (Table A8).
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7DEOH���DQG�7DEOH���IXUWKHU�EUHDN�GRZQ�WKH�FHOO�FXOWLYDWLRQ�VHUYLFHV�RIIHUHG�E\�HDFK�LGHQWLÀHG�
company location, grouped by AG member status. While information provided on company 
websites varied, companies in both AG member and non-member countries/jurisdictions 
indicated their ability to cultivate bacteria, yeast, and mammalian cells. Table 4 displays the 
DSSUR[LPDWH�FXOWLYDWLRQ�FDSDFLW\�RIIHUHG�E\�HDFK�LGHQWLÀHG�FRPSDQ\�ORFDWLRQ��JURXSHG�E\�$*�
PHPEHU�VWDWXV��7KH�PDMRULW\�RI�FRPSDQLHV�LGHQWLÀHG�RIIHUHG�IHUPHQWDWLRQ�VFDOHV�RI�EHWZHHQ�
����DQG��������/��$OO�FRPSDQLHV� LGHQWLÀHG�DV�D�UHVXOW�RI� WKLV�DQDO\VLV�DUH� OLNHO\� WR�SRVVHVV�
fermenters with cultivation capacities greater than the AG threshold for control (20 L), but 
GHOYLQJ�GHHSHU�LQWR�VSHFLÀF�FRPSDQ\�HTXLSPHQW�KROGLQJV�RU�VHUYLFH�RIIHULQJV�ZDV�EH\RQG�WKH�
scope of this analysis. 

Table 2. Number of companies offering BW-relevant fermentation services,  

grouped by AG membership status, location, and companies’ stated ability  

to cultivate microbial (bacterial and yeast) cells. “Yes” indicates that  

the company provided this information on its website. “Not provided”  

indicates that the company provided no information on its website.
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Table 3. Number of companies offering BW-relevant fermentation services,  

grouped by AG membership status, location, and companies’ stated ability  

to cultivate mammalian cells. “Yes” indicates the company provided  

this information on its website. “Not provided” indicates that  

the company provided no information on its website.

Table 4. Number of companies offering BW-relevant fermentation services,  

grouped by AG membership status, location, and the maximum fermentation  

capacity (in liters) provided by individual companies. “Not provided”  

indicates that the company provided no information on its website.
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Stabilization Services

Companies offering contract lyophilization (freeze-drying) or spray-drying services were also 
investigated. These services are relevant for the preservation of pathogens and toxins listed on 
the AG CCL of Human and Animal Pathogens and Toxins and the AG CCL of Plant Pathogens. 
Preservation or stabilization is a critical step for a proliferator. Incorrect preservation of a pathogen 
or toxin likely results in its destruction shortly after production, but proper preservation means it 
can retain viability for weeks or months. The same databases used for identifying fermentation 
providers were queried for companies providing contract stabilization services. The website of 
each company was reviewed to assess the company’s ability to provide contract stabilization 
services, whether it provided lyophilization or spray drying. On the basis of their target clients’ 
JHQHUDO�GHVLUH� WR�SURGXFH�ODUJH�EDWFKHV�RI�SKDUPDFHXWLFDO�SURGXFWV��FRPSDQLHV� LGHQWLÀHG�DV�
providing contract stabilization services likely possess lyophilizers with condenser capacities 
of > 10 kg ice/24 hours and < 1000 kg ice/24 hours, which are the thresholds for control on the 
AG CCL of Dual-Use Biological Equipment.27 The lyophilizers were also likely steam, gas or 
vapor sterilizable, given their repeated application in preservation of pharmaceutical products. 

)LJXUH���GLVSOD\V� WKH�$*�PHPEHUVKLS�VWDWXV�RI����FRPSDQ\�ORFDWLRQV� LGHQWLÀHG�DV�RIIHULQJ�
contract stabilization services. Similarly to all prior analyses, the vast majority of companies 
(56 of 64, or 87%) are located in AG member countries; the exceptions are India and China. 
Further, as shown in Figure 10, all companies are located in countries that either fully or 
partially adopt both the AG CCL of Human and Animal Pathogens and Toxins and the AG 
CCL of Plant Pathogens.

Figure 9. Number of companies offering BW-relevant stabilization services,  

grouped by country location and AG member status. Circle diameter qualitatively 

represents the count of distinct company names in each location. AG members are 

indicated by dark green, with non-members in light green. A complete listing of  

locations and number of resident companies may be found in the Appendix (Table A9).

27  The Australia Group, “Control List of Dual-use Biological Equipment and Related Technology and 
Software, 2015, <http://www.australiagroup.net/en/dual_biological.html>.
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Figure 10. Number of companies offering BW-relevant stabilization services, grouped 

by location and adherence to the AG BW pathogens and toxins control lists. Rectangle 

size represents the count of distinct company names in each location. Full adherence is 

indicated by dark green. Partial adherence is indicated by light green. A complete listing  

of locations and number of resident companies may be found in the Appendix (Table A10).

Conclusion: Proliferation Potential of Contract Manufacturing and  
Implications for Strategic Trade Controls

The results of this survey indicate that there are hundreds of contract service providers 
SRWHQWLDOO\� FDSDEOH� RI� V\QWKHVL]LQJ� &:&� 6FKHGXOH� �� SUHFXUVRUV� WKDW� SRVH� D� VLJQLÀFDQW�
proliferation risk. However, the vast majority of those companies are located in AG member 
countries or places where control lists include—in whole or in part—chemicals on the AG 
CCL of CW Precursors and integrate the CWC Schedules of Chemicals. In the case of contract 
GLVWLOODWLRQ�DQG�SXULÀFDWLRQ�VHUYLFH�SURYLGHUV�� WKLV�VXUYH\� LQGLFDWHV� WKDW� WKH�YDVW�PDMRULW\�RI�
FRPSDQLHV�SURYLGLQJ�UHOHYDQW�RU�SRWHQWLDOO\�UHOHYDQW�FRQWUDFW�SXULÀFDWLRQ�VHUYLFHV�DUH�ORFDWHG�
in jurisdictions that have STC regulations in line with the AG and/or are CWC States Parties. 

The survey of companies offering custom fermentation services found at least 123 worldwide 
locations providing this service, after excluding food producers. The survey of companies 
RIIHULQJ� FXVWRP� O\RSKLOL]DWLRQ� RU� VSUD\�GU\LQJ� VHUYLFHV� LGHQWLÀHG� DW� OHDVW� ��� ZRUOGZLGH�
ORFDWLRQV�HQJDJHG�LQ�WKLV�W\SH�RI�EXVLQHVV�ZLWK�HTXLSPHQW�WKDW�OLNHO\�PHW�$*�VSHFLÀFDWLRQV�IRU�
control. While it is important to emphasize that this count is not exhaustive, analysis of these 
UHSUHVHQWDWLYH�GDWD�LQ�ERWK�FDVHV�LQGLFDWHV�WKDW�D�VLJQLÀFDQW�PDMRULW\�RI�FRPSDQLHV�LGHQWLÀHG�
are located in AG member countries or jurisdictions whose national control lists incorporate—
in whole or in part—pathogens and toxins listed on both the AG CCL of Human and Animal 
Pathogens and Toxins and the AG CCL of Plant Pathogens. 
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These results indicate that most providers of dual-use chemical and biological contract services 
would be subject to laws and regulations that would prohibit contributing those services to CW 
or BW proliferant activities. Increasing company awareness of—and incentivization to comply 
with—existing STCs therefore becomes critically important for preventing the exploitation of 
these providers by proliferators. Although there is a sizable community of such companies, 
lack of literature on related outreach implies a need to engage them on STC compliance. 
6HUYLFH� SURYLGHUV� RI� RUJDQRSKRVSKRUXV� FKHPLVWU\�� ÁXRULQDWLRQ�� DQG� IHUPHQWDWLRQ� FRXOG� EH�
prioritized as outreach targets based on the enhanced dual-use risk posed by those activities. 
Organizations tasked with such outreach to the chemical and biotechnology industries should 
ensure that contract service providers are not overlooked. Outreach efforts should focus on 
corporate due diligence, vetting of customers, and the internal compliance programs of the 
contract service provider. 

Potential avenues for engagement include visits to individual contract service providers, 
contract manufacturing expos, related conferences, and professional organizations. Tools such 
as subscription-based databases of contract service providers could be utilized to identify 
outreach targets and ensure they are invited to outreach events. Increasing STC-related outreach 
to contract service providers and using this outreach to inform these companies about how they 
may be exploited will be especially important as advances in technology (e.g., synthetic biology) 
shift potential CW and BW concerns away from materials and commodities currently listed for 
export control and towards CW and BW concerns that are not listed and are increasingly harder 
to document on export control lists.

Appendix

Table A1. Complete listing of locations and number of resident companies offering CW-

relevant organophosphorus chemistries, grouped by location and AG membership status.
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Table A2. Complete listing of countries and number of resident companies  

offering CW-relevant organophosphorus chemistries, grouped by location  

and adherence to the AG CW precursor control list.

Table A3. Complete listing of locations and number of resident companies offering 

FKORULQDWLRQ�DQG�ÁXRULQDWLRQ�FKHPLVWULHV��JURXSHG�E\�ORFDWLRQ�DQG�$*�PHPEHUVKLS�VWDWXV�
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Table A4. Complete listing of countries and number of resident companies  

RIIHULQJ�FKORULQDWLRQ�DQG�RU�ÁXRULQDWLRQ�UHDFWLRQV��JURXSHG�E\� 
location and adherence to the AG CW precursor control list.

Table A5. Complete listing of countries and number of resident companies offering  

&:�UHOHYDQW�GLVWLOODWLRQ�DQG�SXULÀFDWLRQ�VHUYLFHV��JURXSHG�E\�ORFDWLRQ�DQG�$*� 
membership status. “Unknown” and “Unlikely” were not included in Figure 5.

Table A6. Complete listing of countries and number of resident companies offering CW-

UHOHYDQW�GLVWLOODWLRQ�DQG�SXULÀFDWLRQ�VHUYLFHV��JURXSHG�E\�ORFDWLRQ�DQG�DGKHUHQFH�WR�WKH�$*�
CW precursor control list. “Unknown” and “Unlikely” were not included in Figure 6.
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Table A7. Complete listing of countries and number of resident  

companies offering BW-relevant fermentation services,  

grouped by location and AG membership status.

Table A8. Complete listing of countries and number of resident companies  

offering BW-relevant fermentation services, grouped by location and  

adherence to the AG BW pathogens and toxins control lists.
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Table A9. Complete listing of countries and number of resident companies offering  

BW-relevant stabilization services, grouped by location and AG member status.

Table A10. Complete listing of countries and number of resident companies  

offering BW-relevant stabilization services, grouped by location and  

adherence to the AG BW pathogens and toxins control lists.
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Dual-use Research and Trade 
Controls: Opportunities and 
Controversies 
C H R I S T O S  C H A R AT S I S 1

Abstract

This article intends to clarify the role of trade controls in relation to dual-use research, stimulate 
the debate on the possible contribution of trade controls to the broader governance of sensitive 
research, and inspire ways to achieve this in practice. First, the article discusses the different 
interpretations of the term dual-use research by highlighting its relevance in the context of 
QRQSUROLIHUDWLRQ��UHVHDUFK�HWKLFV�DQG�WKH�GXDO�XVH�LQGXVWU\��7KH�DUWLFOH�RIIHUV�D�ZRUNLQJ�GHÀQLWLRQ�
for export controlled research activities. Second, the article explores why there is a nexus 
between trade controls and research. In this regard, the added value and known shortcomings 
connected to trade control implementation is presented. The article discusses the European 
and American experience in implementing trade controls to research activities. In addition, 
WKH�SDSHU�DWWHPSWV� D�ÀUVW� DVVHVVPHQW� RI� WKH�QHZ�HOHPHQWV� DIIHFWLQJ� UHVHDUFK�DV� VHW� IRUZDUG�
by the recent European Commission (EC) proposal for the review of the dual-use regulation. 
Finally, the article presents a typology of measures presently governing dual-use research while 
highlighting their synergetic value when applied in combination with trade controls. 

Keywords

Dual-use research, export controlled research, biosecurity, research ethics, technology transfers,  
EU export control policy review, tacit knowledge, fundamental research, disruptive technologies

1  Christos Charatsis is a multidisciplinary practitioner with academic and public sector experience in 
strategic trade controls and international security. He holds a doctoral diploma in Political Science from 
the University of Liege with a focus on the implications of export controls law for research organizations. 
+H�SUHVHQWO\�ZRUNV� DV� D� SURMHFW� RIÀFHU� DW� WKH�(XURSHDQ�&RPPLVVLRQ� -RLQW�5HVHDUFK�&HQWUH� SURYLGLQJ�
support to the EU Partner-to-Partner Export Control Program and conducting research on a variety of 
strategic trade control issues such as the implementation of the Regulation 428/2009, dual-use research and 
internal compliance.
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Introduction: The Duality of Knowledge and WMD Proliferation 

While almost every technology can be misapplied if one has the intention to do so, there are some 
types of technology that are considered particularly sensitive due to their “dual” usefulness. 
Concurrently, the proliferation of Weapons of Mass Destruction (WMD) still represents 
a problem threatening humanity with complete obliteration. As Smith neatly mentions, the 
QDWXUH�RI�WKH�>«@�SUROLIHUDWLRQ�SUREOHP�FRQIURQWLQJ�PDQNLQG�LV�� LQ�LWV�IXQGDPHQWDO�VHQVH��D�
“problem” of knowledge.2 For instance, in the past, nuclear proliferation took place through 
effective espionage, deliberate transfer of technology to allied countries and scientists changing 
ideological camps. Indeed, Reed and Stillman argue that the acquisition of Western nuclear 
technology by China did not rely primarily on espionage but was accomplished one graduate 
student at a time.3 Therefore, it may not be an exaggeration to claim that the dual-use problem 
ÀQGV�LQ�:0'�SUROLIHUDWLRQ�LWV�PRVW�JODULQJ�PDQLIHVWDWLRQ��

7HFKQRORJ\�LV�GHÀQHG�DV�WKH�SUDFWLFDO�DSSOLFDWLRQ�RI�NQRZOHGJH�WR�WKH�SUDFWLFDO�QHHGV�RI�VRFLHW\�
and strategic trade controls aim at addressing the dual-use problem by providing a system for 
monitoring transfers of tangible materials and items as well as intangible transfers of technology 
and software.4 As a result, research activities and trade controls intersect. However, the dual-
use problem has broader security and ethical implications and may concern a broad range 
of activities and types of research not necessarily interrelated to activities and technologies 
targeted by trade controls. 

After the nuclear trend, life sciences have been in the spotlight for several years partly due 
to unprecedented innovations (e.g., synthetic genomics) achieved in that area and incidents 
suggesting the existence of new security threats (e.g., the 2001 anthrax mail attacks). In 
relation to this, the body of literature dedicated to risks stemming from emerging technologies 
LQ� ELRORJLFDO� DQG� FKHPLFDO� ÀHOG� KDYH� LQÁXHQFHG� WKH� DXWKRU·V� LGHDV� LQ� PDSSLQJ� RXW� DQG�
understanding the issues involved in the so-called “research of dual-use concern.” Tucker, in 
SDUWLFXODU��DUJXHV�WKDW�GLIIHUHQW�W\SHV�RI�WHFKQRORJLHV�ZDUUDQW�VSHFLÀF�JRYHUQDQFH�PHDVXUHV�DQG�
JRHV�IDU�HQRXJK�WR�GHÀQH�D�PHWKRGRORJ\�IRU�LGHQWLI\LQJ�WKH�ULJKW�PL[�RI�PHDVXUHV��KDUG�ODZ��
soft-law, and informal measures) for any given emerging bio-technology.5� ,Q�KLV� VLJQLÀFDQW�
work he also highlights that the weaponization of nuclear, biological, and chemical materials 
and equipment is a technically challenging process involving both explicit and tacit knowledge. 
In particular, knowledge as it is expressed in its tacit form—skills, know-how, and sensory cues 
that transferred mainly through personal contacts—is a key capability not always diffused or 
readily available. 

2  Roger K. Smith, “Explaining the Nonproliferation Regime: Anomalies for Contemporary International 
Relations Theory,” International Organization 41 (1987), p. 266.

3  Thomas C. Reed and Danny B. Stillman, The Nuclear Express: A Political History of the Bomb and its 
Proliferation, (Minneapolis: Zenith Press, 2009), p. 87.

�� � 'HÀQLWLRQ� LQVSLUHG� E\� WKH� FRPPRQ� GHÀQLWLRQV� XVHG� LQ� GLFWLRQDULHV�� &KHFN� IRU� LQVWDQFH�� WKH� GHÀQLWLRQ�
in the Merriam-Webster Dictionary, available in: <https://www.merriam-webster.com/dictionary/
technology?utm_campaign=sd&utm_medium=serp&utm_source=jsonld>.

5  Jonathan B. Tucker, Innovation, Dual-use, and Security, Managing the Risks of Emerging Biological and 
Chemical Technologies (Cambridge: The MIT Press, 2012), see in particular chapters 4 and 21.

https://www.merriam-webster.com/dictionary/technology?utm_campaign=sd&utm_medium=serp&utm_source=jso
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In spite of this, nowadays tacit knowledge is becoming increasingly available due to the global 
distribution of skilled staff and the extensive collaboration between industry and academia 
in the research and development (R&D) phase. As Meier highlights, globalization leads to 
technology diffusion and it is inexorably linked to the sharing of technologies, including dual-
use technologies.6 In this context, the role of key stakeholders—industry and academia—are of 
central importance in achieving security imperatives including trade controls objectives. 

At a time when a new generation of disruptive technologies (e.g.,�DUWLÀFLDO�LQWHOOLJHQFH����'�
printing, cloud computing, synthetic genomics) are already being widely used and the WMD 
term is stretching to accommodate less destructive weapons such as radiological dispersal 
devices, explosives, and cyber weapons, the article intends to: 

• Clarify what dual-use research is;

• 'HÀQH�H[SRUW�FRQWUROOHG�UHVHDUFK��

• Explain the role of trade controls in this broader context and,

• Identify the typology of other available mechanisms for overseeing dual-use research.7

Conceptualizing Dual-use Research

The term dual-use research is composed of two elements: research and dual-use. Research can be 
GHÀQHG�DV�´LQYHVWLJDWLRQ�RU�H[SHULPHQWDWLRQ�DLPHG�DW�WKH�GLVFRYHU\�DQG�LQWHUSUHWDWLRQ�RI�IDFWV��
revision of accepted theories or laws in the light of new facts, or practical application of such 
new or revised theories or laws.” 8 Dual-use is generally understood as anything having more 
than one use and most frequently, as any item that can be used for both benevolent and malign 
SXUSRVHV��7KHVH�EDVLF�GHÀQLWLRQV�SURYLGH�WKH�LPSHWXV�IRU�PDNLQJ�WZR�UHÁHFWLYH�REVHUYDWLRQV�
on the understanding of dual-use research and the main dimensions of the problem. 

)LUVW��FRQVLGHULQJ�WKH�GHÀQLWLRQ�RI�UHVHDUFK�DV�FLWHG�DERYH��WKH�WHUP�PD\�LQFOXGH�DOO�WKH�GLIIHUHQW�
activities potentially involved in research, from the observation of main principles, conduct of 
analytic studies and experiments, and testing of proof-of-concepts, to the building of prototypes 
and the actual application of such models to the needs of society at the industrial level through 
DGGLWLRQDO�PRGLÀFDWLRQV��,Q�WKLV�YLHZ��WKH�WHUP�FRYHUV�ERWK�LQGXVWU\�DQG�DFDGHPLF�UHVHDUFK�DQG�

6  Oliver Meier, Technology Transfers and Nonproliferation of Weapons of Mass Destruction: Between 
Control and Cooperation (Oxon: Routledge, 2014), p. 9.

7  For instance on the relationship between the WMD term and cyber security see: Clay Wilson, “Cybersecurity 
and Cyber Weapons: Is Nonproliferation Possible?,” in Maurizio Martellini, Cyber Security Deterrence 
and IT Protection for Critical Infrastructures (Springer Briefs in Computer Science, 2013), p. 17.

8  See the online Merriam-Webster Dictionary, <http://www.merriam-webster.com/dictionary/research>.

http://www.merriam-webster.com/dictionary/research


links closely with another broadly used term – research and development (R&D).9 Second, the 
dual-use concept is quite broad and thus can accommodate varying understandings. 

7KH�ÀUVW�REVHUYDWLRQ�LPSOLHV�WKDW�RQH�FRXOG�LQWHUYHQH�LQ�GLIIHUHQW�SKDVHV�RI�D�UHVHDUFK�SURMHFW�
in order to examine possible security implications. For instance, a scientist could envision 
WKH�EHQHÀWV�DQG�ULVNV�RI�UHVHDUFK�DOUHDG\�LQ�WKH�SKDVH�RI�LQFHSWLRQ�VR�DV�WR�WDNH�DQ\�QHFHVVDU\�
precautions. University institutions or government authorities could evaluate any possible risks 
relating to a research proposal and design mitigating measures from the very beginning. One 
should, however, consider that the potential of research to produce an outcome of dual-use 
concern may become evident only during the lifetime of the research or even at the end. As a 
result, the right avenue for overseeing dual-use research may vary depending on the phase of a 
project and the nature of research per se. 

Concerning dual-use, some confusion exists due to various understandings of the term by 
different professional communities or even among practitioners of one single community. 
0RUH�VSHFLÀFDOO\��WKH�WHUP�GXDO�XVH�UHVHDUFK�LV�HQFRXQWHUHG�PDLQO\�LQ�WKUHH�GLIIHUHQW�FRQWH[WV��

• Nonproliferation and strategic trade controls area;

• 5HVHDUFK�HWKLFV�GLVFRXUVH��FKLHÁ\�LQ�OLIH�VFLHQFHV��DQG�

• Synergies between the military/defense and civil organizations.

First, in the nonproliferation purview, dual-use research is not often used as such yet it is implied. 
For example, the US Export Administration Regulations use the term research and so does 
WKH�(8�GXDO�XVH�UHJXODWLRQ�ZKHQ�UHIHUULQJ�WR�WKH�´EDVLF�VFLHQWLÀF�UHVHDUFK�H[HPSWLRQµ�VHWWLQJ�
fundamental research out of the scope of trade controls.10 In practice, the EU system follows 
the example of Multilateral Export Control Regimes (MECRs) by simply incorporating the 
decontrol notes of basic research and public domain information without further clarifying the 
intersection of trade controls with research activities. However, this absence of dual-use research 
from European and international law does not imply a lack of interest on the topic itself.11 

9  “Research and experimental Development (R&D) comprise creative work undertaken on a systematic basis 
in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use 
of this stock of knowledge to devise new applications”�DV�GHÀQHG�LQ�Frascati Manual: Proposed Standard 
Practice for Surveys on Research and Experimental Development (Paris: OECD, 2002), p. 30, <http://
www.oecd.org/sti/inno/frascatimanualproposedstandardpracticeforsurveysonresearchandexperimental 
development6thedition.htm>.

10  Title 15 CFR, Part 734 §8 of the US EAR and the Nuclear Technology Note of Council Regulation (EC) No. 
428/2009 of 5 May 2009, Setting up a Community Regime for the Control of Exports, Transfer, Brokering 
DQG�7UDQVLW�RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/��������RI�0D\����������

11  The author has conducted doctoral research on the interferences between export controls and dual-use 
research for the University of Liège and on behalf of the European Commission Joint Research Centre. 
Additionally, several seminars and EU meetings have discussed this topic. Indicatively: 55th Dual-Use 
Coordination Group, September 25, 2015, Brussels; “King’s College Event on Intangible Technology 
Controls in Industry and Academia, March 29, 2016, London <http://iipdigital.usembassy.gov/st/english/
publication/2008/08/20080815121848xjyrrep0.1191522.html#>; Joint JRC-NNSA Technical Seminar/ 
6th ESARDA Export Control Working Group, April 22-23, 2015, Ispra, Italy.
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Dual-use research haV�HQWHUHG�WKH�VSRWOLJKW�IRU�D�QXPEHU�RI�UHDVRQV�DQG�WKLV�LV�UHÁHFWHG�PRUH�
frequently in formal yet not legally binding texts. For instance, the European Commission (EC) 
Communication for the review of the EU export control system notes the imperative “to clarify 
WKH�FRQWURO�RI�GXDO�XVH�UHVHDUFK�ZKLOH�DYRLGLQJ�XQGXH�REVWDFOHV�WR�WKH�IUHH�ÁRZ�RI�NQRZOHGJH�
and the global competitiveness of EU science and technology.” 12 It also acknowledges the 
need for “targeted and coordinated outreach for academic research communities throughout 
the EU.” 13 In the same refrain, the recent EC proposal for the recast of the regulation refers 
H[SOLFLWO\�WR�WKH�UHODWLRQVKLS�RI�UHVHDUFK�ZLWK�WUDGH�FRQWUROV�LQ�WKUHH�LQVWDQFHV��WKH�GHÀQLWLRQ�RI�
exporter, the new general license for intra-company transmission of software and technology, 
and the imperative not to prevent the export of information and communication technology 
used for legitimate purposes, including law enforcement and internet security research.14

In an international context, in 2016, the United Nations Security Council resolution 1540 
Civil Society Forum took place with the aim of providing an opportunity for academia and 
civil society to contribute to the work of 1540 Committee in the context of the resolution’s 
comprehensive review. The report, presenting the outcomes of discussions, highlights a host of 
measures for engaging academics in different aspects of the implementation of the resolution 
including tackling dual-use research especially in the life sciences.15 

Second, in research ethics discourse, the dual-use concept appears to comprise any type of 
research that can be misused. At a practical level this became particularly evident in the 
preparation of a guidance document by EC with the aim to educate researchers submitting 
proposals in the framework of Horizon 2020 on identifying any dual-use issues relating to 
their research.16 The exchanges between security experts and ethics reviewers showcased how 
broad the dual-use concept may be. The term concerns in principle research having both civil 
and military applications. Additionally, it can accommodate a variety of research types such as 
vulnerability studies uncovering details on critical infrastructure, research projects developing 
software applications that could be misused, or research on new psychotropic substances that 
can be used for both medical purposes and as alternatives to controlled substances. In that 

12  European Commission, “Communication for the Commission to the Council and the European Parliament: 
The Review of Export Control Policy: Ensuring Security and Competitiveness in a Changing World,” 
&20����������ÀQDO���http://trade.ec.europa.eu/doclib/docs/2014/april/tradoc_152446.pdf>, p. 7.

13  Ibid.

14  EU Commission, “Proposal for a Regulation of the European Parliament and of the Council Setting Up a 
Union Regime for the Control of Exports, Transfer, Brokering, Technical Assistance and Transit of Dual-
8VH�,WHPV��UHFDVW��µ�&20�����������ÀQDO��%UXVVHOV���������http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154976.pdf>.

15 “ UNSCR 1540 Civil Society Forum: A Dialogue with Academia and Civil Society Meeting Report,” United 
Nations University Centre for Policy Research,  June 2016,  <https://i.unu.edu/media/cpr.unu.edu/attachment 
/2187/Meeting-Report-UNSCR-1540-Civil-Society-Forum.pdf>.

16  The result of this consultation was a “Guidance Note for Research Involving Dual-Use Items” aimed 
at facilitating the ethics self-assessment review required from H2020 applicants, available in: <http://
ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf>.
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view, Rath et al. note a lack of a universal understanding of dual-use research in the literature 
pertaining to ethical discourse.17

1HYHUWKHOHVV��WKHUH�LV�DQ�DUHD�RI�UHVHDUFK�HWKLFV�ZKHUH�GXDO�XVH�UHVHDUFK�LV�VSHFLÀFDOO\�GHÀQHG��
Dual-use research in bio-science is considered an area of particular concern since “almost all 
biotechnology in service of human health can be subverted for misuse by hostile individual or 
nations.” 18 Indeed, scholars in this area refer often to dual-use research of concern (DURC), 
D� WHUP� VSHFLÀFDOO\� FRLQHG� WR� GHVFULEH� VHQVLWLYH� GXDO�XVH� UHVHDUFK� LQ� OLIH� VFLHQFHV� DQG� XVHG�
primarily by organizations such as the World Health Organization (WHO) and the American 
National Science Advisory Board for Biosecurity (NSABB).19 The legal dispute over the Dutch 
licensing authority asking for an export authorization for the publication in a well-known journal 
of a research study exploring the transmissibility of H5N1 virus between mammals turned in 
part the attention to the possible connections between trade controls and bio-related research.20 

The third occurrence of dual-use research resides in the interactions between military/defense 
and civil organizations. From this perspective, the term is used to describe technologies and 
items that originate from either military or civilian organizations and can have applications in 
whichever area. As Gallart mentions, “historically there is a shift of focus from R&D outputs 
derived from military industry and applied for civilian purposes (spin-off) to technological 
GHYHORSPHQWV�RFFXUULQJ�HOVHZKHUH� LQ� WKH�HFRQRP\�DQG�H[SORLWHG� IRU� WKH�EHQHÀW�RI�PLOLWDU\�
production (spin-in).” 21 As a result, policymakers at the European and EU Member State level 
who are not directly concerned by proliferation objectives perceive dual-use research as an 
opportunity for reinforcing innovation and strengthening the combined output of industry 
WKURXJK�WKH�GHYHORSPHQW�RI�V\QHUJLHV�EHWZHHQ�GHIHQVH�DQG�FLYLO�ÀUPV��7KH�(&�KDV�WDNHQ�VHYHUDO�
initiatives for bolstering the European defense sector, such as incentivizing public authorities 
and the private sector to invest more in the potential of dual-use research.22

17  Johannes Rath, Monique Ischi and Dana Perkins, “Evolution of Different Dual-Use Concepts in 
International and National Law and its Implications on Research Ethics and Governance,” Science and 
Engineering Ethics 20:3 (September 2014), p. 770. 

18 “ Biotechnology Research in an Age of Terrorism (The Fink Report),” National Research Council,  
Washington, DC, The National Academy Press, 2004, preface.

19� � 'XDO�XVH�UHVHDUFK�RI�FRQFHUQ��'85&��LV�OLIH�VFLHQFHV�UHVHDUFK�WKDW�LV�LQWHQGHG�IRU�EHQHÀW��EXW�ZKLFK�PLJKW�
easily be misapplied to do harm, retrieved from the WHO website: <http://www.who.int/csr/durc/en/>. See 
DOVR�WKH�FRPSOHWH�GHÀQLWLRQ�IURP�WKH�86�1DWLRQDO�,QVWLWXWH�RI�+HDOWK��DYDLODEOH�LQ���http://osp.od.nih.gov/
RIÀFH�ELRWHFKQRORJ\�DFWLYLWLHV�ELRVHFXULW\�GXDO�XVH�UHVHDUFK�FRQFHUQ>.

20  Robert Shaw, “Export Controls and the Life Sciences: Controversy or Opportunity?,” Volume 17, EMBO 
Reports 17:4, (2016), pp. 474–480; Angela Cirigliano et al., “Biological Dual-Use Research and Synthetic 
Biology of Yeast,” Science and Engineer Ethics 23:3 (June 2016), pp. 1-10; Christos Charatsis, “Setting 
the Publication of ‘Dual-use Research’ under the Export Authorization Process,” Strategic Trade Review 
1:1 (Autumn 2015), pp. 56-72.

21  Jordi Molas-Gallart, “The Political and Economic Context of European Defense R&D,” University of 
Sussex Electronic Working Papers Series 52 (2000), p. 2.

22� � 6HH�IRU�LQVWDQFH��(XURSHDQ�8QLRQ��´&RPPXQLFDWLRQ�7RZDUGV�D�0RUH�&RPSHWLWLYH�DQG�(IÀFLHQW�'HIHQVH�
DQG�6HFXULW\�6HFWRU�µ�&20������������ÀQDO��%UXVVHOV���������http://eur-lex.europa.eu/legal-content/en/
TXT/?uri=celex:52013DC0542>; European Commission, “EU Funding for Dual-use: A Practical Guide to 
Accessing EU Funds for European Regional Authorities and SMEs,” October 2014, <http://s3platform.jrc.
ec.europa.eu/-/eu-funding-for-dual-use-guide-for-regions-and-smes?inheritRedirect=true>.
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To circle back to trade controls and nonproliferation, trade controls may link to certain types 
of dual-use research as understood in the different contexts pinpointed above. However, dual-
use trade controls, as largely list based instruments, cover only certain dual-use technologies 
IDOOLQJ�ZLWKLQ� WKH�GHÀQHG� WKUHVKROGV� DQG�KDYLQJ� VSHFLÀF�SHUIRUPDQFH�FDSDELOLWLHV��7KH� IDFW�
WKDW�WKH�WUDGH�FRQWURO�FRPPXQLW\�ODFNV�D�FRPPRQO\�DJUHHG�GHÀQLWLRQ�RI�ZKDW�GXDO�XVH�JRRGV�
mean adds complication to an already complex picture.23 Therefore, it might be useful to offer a 
ZRUNLQJ�GHÀQLWLRQ�RI�GXDO�XVH�UHVHDUFK��RU�WR�EH�PRUH�DFFXUDWH��RI�¶H[SRUW�FRQWUROOHG�UHVHDUFK�

([SRUW�FRQWUROOHG�UHVHDUFK�LV�GHÀQHG�DV�WKRVH�UHVHDUFK�DQG�GHYHORSPHQW�DFWLYLWLHV�
involving items, technologies, and software restricted under relevant trade control 
law. It concerns primarily civil research activities that are considered as integral 
to the design, construction, use, and delivery of Weapons of Mass Destruction and 
in some instances of conventional weapons.24

7KLV�GHÀQLWLRQ�VHUYHV�D�QXPEHU�RI�SXUSRVHV�

1. It refers solely to those research activities falling within the scope of trade control law but 
not to all research of dual-use nature. It is only the export of certain items and technologies 
that requires an authorization and may result in legal sanctions for the violators. The term 
R&D indicates that both basic and applied research may be in the scope of controls, if 
they involve controlled items. 

2. 7KH�GXDO�XVH�JRRGV�GHÀQLWLRQV�DGRSWHG�LQ�WKH�IUDPHZRUN�RI�0(&5V�SRLQW�WR�DQ�HOHPHQW�
of a major contribution for the development of military capabilities.25� 7KH� GHÀQLWLRQ�
denotes this element with the use of the adjective “integral.” 

3. ,W�FODULÀHV�WKDW�WKH�VFRSH�RI�WUDGH�FRQWUROV�FRQFHUQLQJ�WDQJLEOH�LWHPV��PDWHULDOV��HTXLSPHQW��
components, etc.) as well as technology (technical data and technical assistance) and 
software. 

4. Dual-use research may be associated with technologies and items capable of contributing 
to the development of both WMD and conventional weapons. In line with the spirit of 
WKH�ODZ�DQG�WKH�FRQWHQWV�RI�GXDO�XVH�FRQWURO�OLVWV��WKH�GHÀQLWLRQ�FRYHUV�DOVR�FRQYHQWLRQDO�
weapons and related end-uses. 

23� � )RU�H[DPSOH��4XHQWLQ�0LFKHO�DQG�$QGUHD�9LVNL�KDYH�KLJKOLJKWHG�WKLV�SUREOHP�LQ�́ 'XDO�8VH��$Q�8QGHÀQHG�
Term?,” Presentation prepared for the 3rd ESARDA Export Control Working Group, November 13, 2013, 
Ispra, Italy.

24� � 7KH�GHÀQLWLRQ�GHULYHV�IURP�WKH�GRFWRUDO�VWXG\��&��&KDUDWVLV��´,QWHUIHUHQFHV�EHWZHHQ�1RQSUROLIHUDWLRQ�DQG�
Science: ‘Exporting’ Dual-Use Know-How and Technology in Conformity with Security Imperatives,” 
University of Liege (forthcoming). 

25  The NSG for instance, connects dual-use items to “certain equipment, materials, software and related 
technology that could make a major contribution to ‘a nuclear explosive activity’, an ‘unsafeguarded 
QXFOHDU�IXHO�F\FOH·�RU�¶DFWV�RI�QXFOHDU�WHUURULVP·�ZLWKRXW�GHÀQLQJ�IXUWKHU�WKH�WHUP��7KH�:$�SURYLGHV�WKDW�
“dual-use goods and technologies to be controlled are those which are major or key elements for the 
indigenous development, production, use or enhancement of military capabilities.

Dual-use Research and Trade Controls: Opportunities and Controversies 53



2YHUDOO�WKH�GHÀQLWLRQ�LV�LQVSLUHG�E\�WKH�GHÀQLWLRQ�SURYLGHG�LQ�8QLWHG�1DWLRQV�6HFXULW\�&RXQFLO�
resolution 1540. The resolution seems to imply reference to dual-use goods when it expresses 
FRQFHUQ�RYHU�WKH�LOOLFLW�WUDIÀFNLQJ�LQ�QXFOHDU��FKHPLFDO��RU�ELRORJLFDO�ZHDSRQV�DQG�WKHLU�PHDQV�
RI�GHOLYHU\��DQG�UHODWHG�PDWHULDOV��,QGHHG��LQ�D�IRRWQRWH��LW�LV�FODULÀHG�ZKDW�´UHODWHG�PDWHULDOVµ�
shall mean: 

“ Materials, equipment and technology covered by relevant multilateral treaties 
and arrangements, or included on national control lists, which could be used for 
the design, development, production or use of nuclear, chemical, and biological 
weapons and their means of delivery.” 26 

The Nexus between Trade Controls and Dual-use Research

The term dual-use applies to situations where a dual-use dilemma arises. For instance, to what 
extent can research having a peaceful or even a life-saving application be misused? Further, 
how could a researcher share blueprints, source codes, and know-how of innovative dual-use 
technologies without undermining security objectives? Dual-use trade controls offer—maybe 
unintentionally—some leverage for addressing this dilemma. The analysis below discusses the 
linkages between trade controls and research by highlighting the merits and drawbacks of the 
former for the latter. 

Why is there a Nexus? 
Trade controls were not designed as a tool for the governance of dual-use research. Indeed, 
the term until recently was hardly used in formal or legally binding texts. In alignment with 
this, decontrol notes, crafted in the framework of the MECRs, exclude fundamental research 
and information falling in the public domain from the scope of controls. That said, researchers 
still have a responsibility for applying for an export authorization when they export tangible 
dual-use items and materials in the framework of their research. Such activities are not 
negligible.27 Additionally, the scope of controls extends to transfers of technology (technical 
data and assistance) and software including transfers through electronic means, the so-called 
‘intangible’ ones. With this in mind, common activities undertaken in the framework of research 
such as posting software codes, sharing diagrams and technical information through emails 
or providing technical services abroad fall within the scope of controls if certain conditions 
apply.28�,QFUHDVLQJ�FROODERUDWLRQ�EHWZHHQ�XQLYHUVLWLHV�DQG�ÀUPV�DQG�WKH�UHODWHG�FKDQJLQJ�QDWXUH�
of academic research, moving steadfastly towards applied applications, make export control 
screening all the more necessary. 

Interestingly, the scope of controls has been expanding to cover not only different types 
of activities (technology transfers, transit, and brokering) but also to accommodate new 
technologies by adjusting control lists so as to keep pace with new technological advancements. 

26  United Nations Security Council 1540, S/RES/1540, New York, April 2004.

27� � 'LVFXVVLRQ� ZLWK� 86� RIÀFLDO� LQ� WKH� PDUJLQV� RI� WKH� �th JRC-NNSA Technical Seminar, Ispra, Italy,  
June 16-17, 2016.

28  Christos Charatsis, “Setting the Publication of ‘Dual-use Research’ under the Export Authorization 
Process,” Strategic Trade Review 1:1 (Autumn 2015), pp. 57-58. 
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One could glean some striking examples showing the sometimes proactive role of trade controls. 
The Wassenaar Arrangement (WA) dual-use list maintains controls concerning information 
security technologies and software. In 2013, the WA agreed upon the introduction of additional 
controls on technologies relating to intrusion software. In the cyber security arena, the recent 
EC proposal sets forward the unilateral implementation of controls on certain types of cyber 
surveillance technologies. Concurrently, different international regimes and the EC examine 
the usefulness of including in the scope of controls on equipment and technology relating to 
the manufacture of 3-D printers.29 

The Importance of Including Trade Controls in the Mix of Dual-use Research 
Governance
7KHUH�DUH�VHYHUDO�IXUWKHU�IDFWRUV�WR�FRQVLGHU�ZKHQ�FRQWHPSODWLQJ�WKH�ÀWQHVV�DQG�UHDGLQHVV�RI�
trade controls to address dual-use research concerns. These are listed here:

• The nature of controls has been shifting from a system of denial of technology to a system 
of monitoring. Only a limited number of transactions are prohibited as well as the number 
of denied export authorizations.

• 7UDGH�FRQWUROV�UHSUHVHQW�UDWKHU�DJLOH�IUDPHZRUNV��7KHLU�ÁH[LELOLW\�FRQVLVWV�LQ�WKH�IDFW�WKDW�
their main principles and control lists are negotiated and regularly updated in the framework 
of MECRs. They also provide a possibility for the application of ad hoc controls and 
prohibitions in the event of a transaction involving sensitive end-uses or end-destinations 
(e.g., embargoed and sanctioned countries or diversion hubs) and items with technical 
parameters close to the controlled ones.

• Trade controls envisage a number of trade facilitations such as general licenses in the EU 
and license exemptions in the US for compliant exporters operating from and exporting to 
less risky destinations.

• Trade controls offer exemptions for technology and software generally available to the 
SXEOLF�DV�ZHOO�DV�IRU�EDVLF�VFLHQWLÀF�UHVHDUFK�

• Trade controls contribute to the development of standards for internal compliance for 
industry and academic organizations. Such standards when coupled with other safety and 
security rules (e.g., laboratory protocols and physical protection measures) can better 
guarantee the overall security of such organizations and instill a culture of compliance.

In relation to this last element, holding industry and universities accountable is important for 
one other reason. The center of innovation seems to be moving from defense to civil industry 
as “armed forces and defense industry’s dependence on technologies with a civilian origin 
is increasing.” 30 By extension, governments’ control over commercial innovations—that are 

29� � )RU� LQVWDQFH�� WKH� IRUPHU�16*� FKDLU�$PEDVVDGRU�5DIDHO�*URVVL� FRQÀUPHG� LQ� WKH�(8�1RQSUROLIHUDWLRQ�
Conference (November 2016) that ongoing NSG discussions consider the implications of 3-D printing. At 
WKH�(8�OHYHO��WKH�ÀUVW�GLVFXVVLRQ�RQ�WKLV�WRSLF�WRRN�SODFH�DOUHDG\�LQ������

30  European Commission, “EU Funding for Dual-use: A Practical Guide to Accessing EU Funds for European 
Regional Authorities and SMEs,” October 2014, <http://s3platform.jrc.ec.europa.eu/-/eu-funding-for-
dual-use-guide-for-regions-and-smes?inheritRedirect=true>, p.7.
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potentially game changers for modern warfare—is limited compared to the oversight they 
exercise over defense related innovations. Trade controls as legally binding instruments function 
DOVR�DV�D�SUHVVXUH�OHYHU�WR�ÀUPV�DQG�UHVHDUFK�LQVWLWXWHV�IRU�UHVHDUFKLQJ�DQG�WUDGLQJ�UHVSRQVLEO\�

Drawbacks of Implementing Technology Trade Control Provisions 
Trade controls are not a panacea for every type of technology considered to be dual-use. 
Trade controls seek to prevent the proliferation of most sensitive technologies relating to the 
construction of WMD, their means of delivery and certain military end-uses. In drafting their 
lists, trade controls regimes take into account certain criteria such as:31 

a) Foreign availability outside the participating states;
b) Ability to effectively control the export of goods; 
c) $ELOLW\�WR�PDNH�D�FOHDU�DQG�REMHFWLYH�VSHFLÀFDWLRQ�RI�WKH�LWHP�
d) Whether the item is controlled by another regime. 

Not all types of sensitive technologies are eligible to be covered by the dual-use lists. However, 
as explained above, the scope of controls can be adjusted based on new developments and 
perceptions of the most persistent risks and what the term WMD may include. The issue of 
foreign availability is also particularly important since it indicates technological areas where the 
implementation of controls is or has become meaningless due to the diffusion of a technology. 
At the same time, foreign availability hints at a need for universalizing trade controls by holding 
all suppliers of controlled technologies accountable.

More than a restrictive or discriminatory measure, trade controls function to deter, detect, delay, 
and prevent the diffusion of sensitive technologies. However, the present enforcement of technology 
controls is imperfect. In particular, the effectiveness of technology controls is fundamentally 
challenged by variance in national implementation.32 The effectiveness of technology controls 
FDQ�EH�LQGLUHFWO\�EHQHÀWHG�E\�IRVWHULQJ�WUDQVSDUHQF\�DQG�DFFRXQWDELOLW\��,Q�WKDW�UHJDUG��SXEOLVKLQJ�
licensing data concerning both tangible and intangible transfers and reporting on the systematic 
outreach activities and inspections conducted to industry and academia are steps to consider. 
States’ asymmetrical implementation of controls by can harm their overall effectiveness since 
lax implementation in one country could lead to license shopping by unlawful state and non-
state actors. Setting common standards where possible at the international level and increasing 
cooperation through exchange of information and best practices could improve the current 
situation. The 2006 “WA Best Practices for Implementing ITT Controls,” underlining the role of 
industry, academia, and individuals in furthering compliance with technology controls represent 
RQO\�D�ÀUVW�VWHS�LQ�WKH�ULJKW�GLUHFWLRQ�33 

31  See footnote in the WA document specifying the “Criteria for the Selection of Dual-use Items” available in: 
<http://www.wassenaar.org/controllists/2005/Criteria_as_updated_at_the_December_2005_PLM.pdf>.

32  Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic 
Technologies,” Strategic Trade Review 1:1 (Autumn 2015), p. 54.

33  Wassenaar Arrangement, Best Practices for Implementing Intangible Transfer of Technology Controls, WA 
Plenary 2006, <http://www.wassenaar.org/wp-content/uploads/2015/06/ITT_Best_Practices_for_public_
statement_2006.pdf>.
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Trade controls, in addition, may be perceived as being at odds with the academic freedom and 
the imperative to protect the free circulation of information and the peaceful advancement of 
science. It is an inalienable right of researchers to perform their activities in an autonomous 
way and without unnecessary interference by any authority. This is a civil right enshrined in 
many countries also constitutionally.34 Nonetheless, academic freedom is not unlimited either. 
“Academic freedom automatically includes academic responsibility, both for the university as 
a whole and for the individual professor or researcher.” 35 In that view, section 8 §1 of the UK 
([SRUW�$FW��������FODULÀHV�VXFFLQFWO\�WKH�UROH�RI�WUDGH�FRQWURO�DXWKRULW\�vis-à-vis cases raising 
questions on the protection of civil rights: “any interference of protected freedoms must be 
no more than is strictly necessary.” 36 Another element to ensure is the existence of checks and 
balances keeping the authority accountable on its amplitude to require an export authorization 
for a research activity. 

Addressing Dual-use Research Through Trade Controls: Current Approaches

Implementing trade controls in an academic context is particularly challenging. On the 
one hand, researchers, already faced with a number of ethics and integrity rules, safety and 
security regulations, and ensuing licenses and approvals, are required to take additional 
mitigating measures and produce extra paperwork for conducting research. On the other hand, 
authorities, often subject to spare resources and within the limits of available expertise, need 
to process license applications quickly, assess the risks stemming from complex research, 
conduct outreach activities, and inspect whether research organizations conform to existing 
obligations set in the law. The distinct mind-set encountered in academic environments 
KLQWV� DW� WKH� LQWULQVLF� GLIÀFXOWLHV� LQ� FRPPXQLFDWLQJ� H[SRUW� FRQWURO� ULVNV� DQG� LPSHUDWLYHV� WR�
WKH�DFDGHPLF�DQG�VFLHQWLÀF�FRPPXQLW\��)RU�LQVWDQFH��DQ�RIÀFLDO�IURP�WKH�86�'HSDUWPHQW�RI�
Commerce (DOC) noted that the initial efforts of US authorities—about 15 years ago—to 
reach out to a university audience were unsuccessful.37 Only when they contacted those higher 
in rank (deans, faculty presidents), were they effective in building bridges of understanding and 
FRPPXQLFDWLQJ�WUDGH�FRQWURO�REMHFWLYHV�WR�VFLHQWLÀF�VWDII�DQG�VWXGHQWV��/LNHZLVH��LQ�(XURSH��
Hungarian authorities were confronted with a similar attitude and a negative predisposition 
towards governmental controls of sensitive research during awareness raising seminars 
conducted in the past years in selected universities.38

34  For example, Article 5 §3 of the German basic law foresees that “arts and sciences, research and teaching 
shall be free.” It is also noted though that “the freedom of teaching shall not release any person from 
allegiance to the constitution.”

35  Andre Oosterlinck, “The Modern University and its Main Activities,” in Luc E. Weber and James J. 
Duderstadt, Reinventing the Research University (France: Economica, 2004), p. 121.

36  United Kingdom Export Control Act, 2002, pp. 5-6, available in: <http://www.legislation.gov.uk/ukpga/ 
2002/28/pdfs/ukpga_20020028_en.pdf>.

37� � 'LVFXVVLRQ�ZLWK�WKH�'LUHFWRU�RI�2IÀFH�RI�1RQSUROLIHUDWLRQ�DQG�7UHDW\�&RPSOLDQFH��$��/RSHV��'HFHPEHU����
2015.

38  Discussion with Director of the Hungarian licensing authority, September 24, 2015.
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The State of Play in the European Union 
Researchers and research organizations in the European Union experience varying approaches 
adopted by different Member States. An issue of central importance in implementing trade 
FRQWUROV�LQ�WKH�UHVHDUFK�FRQWH[W�LV�WKH�FODULÀFDWLRQ�RI�GHFRQWURO�QRWHV��:KDW�FRXOG�EH�D�ZRUNLQJ�
GHÀQLWLRQ�IRU�´EDVLF�VFLHQWLÀF�UHVHDUFKµ�LQ�YLHZ�RI�WUDGH�FRQWURO�ODZ"�+RZ�FDQ�VRIWZDUH�DQG�
LQIRUPDWLRQ�´IDOOLQJ�LQ�WKH�SXEOLF�GRPDLQµ�EH�GHÀQHG"�7KH�(8�GXDO�XVH�UHJXODWLRQ�GRHV�QRW�
FODULI\�IXUWKHU�WKH�DSSOLFDWLRQ�RI�GHFRQWURO�QRWHV�VDYH�WKH�GHÀQLWLRQV�SURYLGHG�LQ�WKH�IUDPHZRUN�
of MECRs.39 In the same line, most Member States have not adopted any national legislation 
or guidance on the nexus between trade controls with research. 

Despite this, certain EU Member States have attempted to clarify how these exemptions 
shall work in practice.40 For instance, as regards the publication of research deemed dual-use, 
the British and Dutch authorities consider that the process of making research available for 
publication abroad can be subject to authorization.41 In practical terms, submitting a publication 
containing sensitive data or methodologies in a journal or a publishing house outside the EU 
could require an export authorization in the view of certain Member States. With this in mind, 
LW� LV�ZRUWK�ZRQGHULQJ�ZKHWKHU� DQ\� VFLHQWLÀF� SDSHUV³DSDUW� IURP� WKH�)RXFKLHU�ZRUN³KDYH�
been requested to take an export authorization in any EU Member State. Concerning the public 
domain exemption some Member States such as the UK and Germany consider that when 
controlled items and technologies are to be bought from a supplier who controls the supply, 
or require registration or are restricted for access by certain people, then they do not pertain 
to the public domain.42 When it comes to technology and software transfers, such general 
SULQFLSOHV�PD\�QHHG�IXUWKHU�FODULÀFDWLRQV�DQG�JXLGDQFH��&RQFHUQLQJ�WKH�HQIRUFHPHQW�RI�VXFK�
controls, some Member States are known to have implemented both outreach activities and 
controls toward research organizations particularly those being active in nuclear and defense 
related research. For instance, in Germany, some of the most renowned research establishments 
FRQGXFWLQJ�UHVHDUFK�RI�ERWK�EDVLF�DQG�DSSOLHG�QDWXUH�KDYH�WDNHQ�VSHFLÀF�LQWHUQDO�PHDVXUHV�DV�D�
result of such government communications and awareness raising seminars.43

39� � 'HÀQLWLRQV�XVHG� LQYDULDEO\�E\�DOO�0(&5V�� ¶%DVLF� VFLHQWLÀF� UHVHDUFK·�RU� ¶IXQGDPHQWDO·� LV� H[SHULPHQWDO�
or theoretical work undertaken principally to acquire new knowledge of the fundamental principles of 
SKHQRPHQD�RU�REVHUYDEOH�IDFWV��QRW�SULPDULO\�GLUHFWHG�WRZDUGV�D�VSHFLÀF�SUDFWLFDO�DLP�RU�REMHFWLYH��¶,Q�
the public domain’ means “technology” or “software” which has been made available without restrictions 
upon its further dissemination.

40  See for instance: UK Department of Business, Innovation and Skill (BIS), Export Control Organization, 
Guidance on Export Control Legislation for Academics and Researchers in the UK, 2010, available in: 
<KWWSV���ZZZ�JRY�XN�JRYHUQPHQW�XSORDGV�V\VWHP�XSORDGV�DWWDFKPHQWBGDWD�ÀOH�������*XLGDQFHBRQB
Export_Control_Legislation_for_academics_and_researchers_in_the_UK.pdf>.

41� � 'LVFXVVLRQ�ZLWK�8.�RIÀFLDO�LQ�WKH�.LQJ·V�&ROOHJH�(YHQW�RQ�,QWDQJLEOH�7HFKQRORJ\�&RQWUROV�LQ�,QGXVWU\�
and Academia, March 29, 2016.

42  UK BIS, Guidance for Academics��S�����'LVFXVVLRQ�ZLWK�*HUPDQ�RIÀFLDO�LQ�WKH�PDUJLQV�RI�WKH���nd Dual-
Use Coordination Group, pp. 23-24 October, 2013, Brussels. 

43  The Helmholtz and the Fraunhofer Associations conduct research of mainly basic and applied character 
respectively and both have in place export compliance structures in the different establishments of their 
DVVRFLDWLRQV�� 'LVFXVVLRQV� DQG� LQWHUYLHZV�ZLWK� WKH� H[SRUW� FRQWURO� RIÀFHUV� IURP�+HOPKROW]�$VVRFLDWLRQ�
Berlin (HZB) and Fraunhofer, December 2015. 
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Thus far, the EU experience points to a non-compact and homogeneous approach. The insight 
of practitioners working in different parts of the R&D chain is enlightening. Compliance 
RIÀFHUV�LQ�FHUWDLQ�UHVHDUFK�FHQWHUV�IHHO�SHUSOH[HG�LQ�GHFLGLQJ�ZKHWKHU�D�SXEOLFDWLRQ�LV�VHQVLWLYH�
or whether sharing a source code requires an export authorization.44 In addition, industry 
FRPSOLDQFH�RIÀFHUV�FRQÀUP�WKDW�H[SRUW�FRQWUROV�DIIHFW�WKHLU�FROODERUDWLRQ�ZLWK�DFDGHPLD�45 For 
example, technology transferred in the course of collaborative projects may be subject to an 
export authorization when research partners are located outside the country of establishment. 
7R�TXRWH�RQH�RI�WKH�RIÀFHUV��´:H�DSSO\�H[SRUW�FRQWUROV�vis-à-vis academic institutions in the 
same way as for other research partners.” 46 Moreover, technology developed may be controlled 
DQG�WKXV��VXEMHFW�WR�DXWKRUL]DWLRQ��,QIRUPDWLRQ�FODVVLÀHG�GXH�WR�SURSULHWDU\�RU�VHFXULW\�UHDVRQV�
warrants certain assurances and may require export authorizations as well. It might be also 
necessary for companies to ensure that their partners can only access those parts of their 
information systems that relate directly to the project in execution and/or for which an export 
authorization has been granted. Another practitioner noted that sometimes research institutes 
are not aware of trade control issues and researchers challenge the applicability of trade control 
provisions as pursued through non-disclosure agreements. 

The Recast of the Regulation: An Opportunity?

The reform of the EU trade control system may represent an opportunity not to be missed. A 
long process of public consultation, initiated with the Commission’s Green Paper from 2011, 
led to a proposal set forth by the EC for streamlining and modernizing the dual-use regulation. 
The proposal suggests, inter alia, the introduction of further EU general authorizations (e.g., 
intra-EU transfers, low-shipments, and large projects), the revision of terminology and previous 
ambiguous language (e.g.,�GHÀQLWLRQV�RI�H[SRUW��H[SRUWHUV��DQG�WUDQVLW��DQG�WKH�UHIRUP�RI�WKH�
FDWFK�DOO�FODXVH��7KH�QHZ�WH[W�UHIHUV�WR�UHVHDUFK�LQ�UHFLWDO�ÀYH�ZKHQ�GLVFXVVLQJ�WKH�LPSHUDWLYH�
not to hinder internet security research. Also, recital eight emphasizes the need for a new 
GHÀQLWLRQ�RI�H[SRUWHU�FDSWXUHV�DOO�GLIIHUHQW�FDWHJRULHV�RI�QDWXUDO�SHUVRQV�LQYROYHG�LQ�WKH�H[SRUW�
of dual-use items including researchers and even a person downloading controlled technology.

Most interestingly, the revised language introduced for controls on intangible transfers of 
WHFKQRORJ\�KDV�GH�IDFWR�VRPH�EHDULQJ�IRU�UHVHDUFK�DFWLYLWLHV��8QGHU�WKH�QHZ�GHÀQLWLRQ�RI�H[SRUW�
and exporter the mere transmission of technology to a destination abroad is not any more 
controlled. However, in the case where the technology is released to a legal or natural person 
abroad, an export authorization will be still necessary. This amendment aims to render the use 
of cloud services less problematic.47 Further interesting provisions include the applicability 
of controls in items contained in a person’s luggage which are to be exported outside the EU, 
the control of technical assistance in connection with WMD or controlled military end-uses, 

44  Ibid. 

45  This is the result of an online survey gathering responses from forty industry practitioners. The survey ran 
from December 9, 2015 to January 8, 2016 and the outcomes will be made available in the doctoral study 
on the interferences between trade controls and research to be published in 2017. 

46  Ibid. 

47  However, the American approach provides for additional safeguards such as encryption of transmitted data 
and assurances that the cloud provider’s servers are not located in restricted countries. 
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and the provision for an EU General Export Authorization for intra-company transfers aiming 
WR� IDFLOLWDWH� WHFKQRORJ\�DQG�VRIWZDUH� WUDQVIHUV�DPRQJ� WKH�DIÀOLDWHV�RI�D�SDUHQW�FRPSDQ\�48, 49 
Presumably such facilitations could also apply for transfers between research centers of the 
VDPH�LQVWLWXWLRQ�LI�WKH�QHFHVVDU\�FRQGLWLRQV�DUH�IXOÀOOHG��

The proposal does not take any steps to clarify the decontrol notes and it does not refer explicitly 
to the need for compliance measures by and outreach activities towards academic institutions. 
2QH�FRXOG�DUJXH�WKDW�WKH�H[SRUWHU�GHÀQLWLRQ�LQFOXGHV�DOVR�UHVHDUFKHUV�DQG�WKXV�E\�H[WHQVLRQ��
any consequent responsibilities concern researchers as well. From one point of view, important 
questions such as those raised in the H5N1 case remain unaddressed. According to an Italian 
RIÀFHU��´DV�ORQJ�DV�WKH�(8�UHJXODWLRQ�GRHV�QRW�LQFOXGH�DQ�H[SOLFLW�UHIHUHQFH�WR�WKH�UROH�RI�WKH�
academic world in relation to trade controls, we lack the means to convince our hierarchy to 
dedicate resources so as to better tackle the problem of dual-use research.” 50 However, other 
scholars and practitioners would rather prefer the adoption of guidelines focusing on intangible 
transfers and the role of academia. Interestingly, 76% of the respondents that participated in an 
online public consultation launched by the European Commission last summer supported the 
idea for some sort of guidance on this topic.51 

The way forward towards the adoption of the new regulation is long and it requires the approval 
of the EU Member States and the European Parliament prior to becoming the new rule. The 
deliberations to come in the relevant formations of the Commission and Council are expected to 
EH�LQWHQVH��$V�RQH�H[SHULHQFHG�H[SHUW�HVWLPDWHV��WKH�ÀQDO�WH[W�RI�WKH�UHJXODWLRQ�ZLOO�PD\EH�KDYH�
little relation with the proposed one.52 The new regulation aspiring to “generate the modern 
capabilities the EU needs for the coming decade” should consider ways to address satisfyingly 
the challenges stemming from the application of controls to research activities.53 

The American View
US authorities have a clear and pragmatic approach to clarify the role of trade controls with 
UHJDUGV� WR� UHVHDUFK�� ,Q� WKH� ÀUVW� SODFH�� WKH\� GLVWLQJXLVK� EHWZHHQ� LQSXWV� WR� UHVHDUFK� WKDW� FDQ�
be controlled if covered by the Export Administration Regulation and outputs that are not 

48  EU Commission, “Proposal for a Regulation of the European Parliament and of the Council Setting Up a 
Union Regime for the Control of Exports, Transfer, Brokering, Technical Assistance and Transit of Dual-
8VH�,WHPV��UHFDVW��µ�&20�����������ÀQDO��%UXVVHOV���������http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154976.pdf!��VHH�DUWLFOH�Ɋ�

49  The formerly separate legal basis for technology—covered by the regulation—and technical assistance 
provided through the cross-border movement of persons—covered by the Council Joint Action 2000/401/
CFSP—has been merged into the recast regulation. 

50  Presentation in the 7th Export Control Working Group meeting “Complying with Trade Controls in a 
Research Setting,” November, 2015.

51  EU Commission, “Impact Assessment: Report on the EU Export Control Policy Review Brussels,” SWD 
�����������ÀQDO��%UXVVHOV��������SS��������

52  This was the experience with the former proposal amending the old dual-use regulation 1334/2001. 
Discussion with Pr. Dr. Quentin Michel. 

53  EU Commission, “Impact Assessment: Report on the EU Export Control Policy Review Brussels,” SWD 
�����������ÀQDO��%UXVVHOV��������S����
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controlled if no information is withheld in application of proprietary or security restrictions.54 
7KH�GLVWLQFWLRQ�LPSOLHV�WZR�SRVVLELOLWLHV�IRU�WUDGH�FRQWUROV�WR�FRPH�LQWR�SOD\��7KH�ÀUVW�FRQFHUQV�
the case where existing controlled items, technical information, or software is used as input in 
research. This means that researchers dealing with such controlled commodities will need to 
comply with export and deemed export obligations applying each time. Deemed export rules in 
particular may require export authorizations to be in place for foreign nationals working in an 
American laboratory and accessing controlled information. The second possibility concerns the 
case where outcomes generated by research are subject to proprietary or security restrictions. 
Again in this case, an export authorization shall apply for releasing abroad controlled information. 
On the contrary, research that is to be shared broadly within the research community and for 
which researchers have not accepted restrictions for proprietary or national security reasons is 
considered as ‘fundamental research’ and is free from constraint.55 The applicability of the US 
WUDGH�FRQWUROV�LV�GHVFULEHG�YLYLGO\�LQ�WKH�ÀJXUH�,�EHORZ��

Figure I: Dealing with the dual-use research in the US context.56

Second, the law, as amended recently, provides that information or software arising during 
or resulting from fundamental research—this is the term used for basic research in the 
US—is excluded from the scope controls.57 In addition, research that is consistent with 
prepublication reviews and obligations set under national security controls is also considered 
as “fundamental research” and therefore, it can be exported freely.58 Such an approach 
presupposes the existence of a reliable and strong security control system by government 
agencies for federally funded research.

54  15 CFR 730-774. The Export Administration Regulations (EAR) setting the rules for the transfer and 
export of commercial dual-use equipment, materials and technologies, administered by the Bureau of 
Industry and Security (BIS) at the Department of Commerce, can be consulted in: <https://www.bis.doc.
gov/index.php/regulations/export-administration-regulations-ear>.

55  15 CFR §734.8 (c) as amended in December 31, 2016.

56  Figure from the presentation “The Nexus between Strategic Trade Controls and Academic Research,” 
offered by Alexander Lopes, US DOC, in the 7th ESARDA Export Control Working Group, December 
3-4, 2015.

57  15 CFR §734.8 (a).

58  See notes 1-3 in §734.8.
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Third, in the same fashion that the “publishability” of research is the main criterion for applying 
WKH� IXQGDPHQWDO� UHVHDUFK� H[HPSWLRQ�� WKH� ($5� GHÀQHV� ZKHQ� LQIRUPDWLRQ� DQG� VRIWZDUH� DUH�
considered as “published” or, the “public domain exemption”59: 

• Library collections open to the public; 

• Printed books and pamphlets;

• Public posts on internet websites;

• Information distributed unlimitedly in a conference or released by instruction in a catalogue 
course; and

• Published patents and open patent applications. 

The practical implementation of such rules does not always come at ease for universities and 
ÀUPV�� )RU� H[DPSOH�� WKH� PRVW� UHQRZQHG� 86� XQLYHUVLWLHV� LQYHVW� FRQVLGHUDEOH� UHVRXUFHV� DQG�
efforts in ensuring compliance with EAR and ITAR rules.60

2Q�WKH�ÁLS�VLGH��WKH�86�DSSURDFK�GRHV�QRW�FRQVLGHU�D�GLIIHUHQW�FRQWLQJHQF\��ZKDW�DERXW�WKH�FDVH�
where one publishes controlled or sensitive information solely with the intent to circumvent 
controls? Logically, most of the time a company does not have an interest in publishing 
commercially valuable information but the current practice may allow loopholes. In addition, 
whereas the fundamental research exemption intends to protect the free dissemination of 
information, one could ask what shall apply for fundamental research that is deemed as 
particularly sensitive. A plausible answer could be that trade controls cannot address all threats 
and indeed are not the sole instrument in place for tackling dual-use research. 

The Governance of Dual-use Research

At this point it is useful to consider what mechanisms are in place or could be used for the 
oversight of sensitive research activities. All instruments discussed below can be considered 
as mutually reinforcing to trade controls yet some of them are of more direct relevance to 
export control objectives. The examples set forth do not represent an exhaustive compilation of 
existing measures or possible mechanisms for future consideration.

Measures Complementary to Trade Controls
Visa screening procedures and student vetting schemes are useful instruments aimed at ensuring 
that criminals or individuals of certain nationalities are not able to access particularly sensitive 
information. Preventing specialized teaching or training of certain nationals in disciplines 
relating to nuclear activities has been pursued internationally at the highest level through the 

59  15 CFR §734.7.

60� � 7KLV�ZDV�RQH�RI� WKH�PDLQ�ÀQGLQJ�LQ�&��&KDUDWVLV��Interferences between Nonproliferation and Science, 
(forthcoming).
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adoption of the United Nations Security Council resolutions 1874 (2009) and 1737 (2006) in 
relation to sanctions against North Korea and Iran.61

Although highly discriminatory, visa screening may represent a plausible approach for certain 
FDVHV��$V� 5HEROOHGR� REVHUYHV�� ´WKH� VWUXFWXUH� RI� WHFKQLFDO�VFLHQWLÀF� NQRZOHGJH� LQ� D� JLYHQ�
VWDWH�FRXOG�EH�GHVFULEHG�DV�D�V\VWHP�ZLWK�LQÁRZV��LPSRUWV�RI�,77�DQG�LPPLJUDWLRQ�RI�IRUHLJQ�
VWXGHQWV��WHFKQLFDO�H[SHUWV��DQG�UHVHDUFKHUV�VHHNLQJ�VFLHQWLÀF�NQRZOHGJH��DQG�RXWÁRZV��H[SRUWV�
RI�,77�DQG�HPLJUDWLRQ�RI�QDWLRQDO�WHFKQLFDO�H[SHUWV�DQG�VFLHQWLÀF�UHVHDUFKHUV�VHHNLQJ�VFLHQWLÀF�
knowledge abroad) where changes in one function would probably affect the other one.” 62 In 
other words, what would be the added value of implementing trade controls preventing EU 
nationals from sharing knowledge with foreign nationals abroad when they are allowed to 
come to the EU and acquire sensitive knowledge? 

In the US, visa screening procedures have also been considered as an alternative to the 
problematic application of the deemed export control rule. The deemed export notion considers 
that any release of controlled ‘technology’—as understood in the regulations—to a foreigner 
within the US amounts to an export to this foreigner’s country for destinations requiring an 
export license. The deemed export rule has been challenged as burdensome while at the same 
time its current interpretation allows for loopholes.63 On the other hand, leaving the monitoring 
RI� WKH� ÁRZ� RI� VWXGHQWV� VROHO\� XS� WR� WKH� YLVD� SURFHVVLQJ� V\VWHP� KDV� EHHQ� DOVR� FRQVLGHUHG�
LQVXIÀFLHQW�RU�FXPEHUVRPH�64

In the EU, the “New Lines for Action in Combating the Proliferation of WMD and their Delivery 
Systems” acknowledges the risks relating to the exploitation of knowledge and technology for 
malicious purposes and recommends increasing cooperation in terms of consular vigilance 
in order to tackle this problem.65 In fact, EU Member States address such concerns mainly 
through visa screening procedures and other student vetting systems. However, one should 
not forget that visa policies and procedures falling primarily within the national discretion and 
common standards at the EU level have not been achieved so far. For short stays—up to three 
months—common visa procedures for the Schengen Area apply.66 However, for longer stays, 
applicants are required to follow the procedures set at the national level (normally a resident 

61  See §28 of the UN Security Council resolution 1874, S/RES/1874, New York, 2009 and §17 of the UN 
Security Council resolution 1737, S/RES/1737, 2006.

62  Vicente Garrido Rebolledo, “Intangible Transfers of Technology and Visa Screening in the European 
Union,” EU Nonproliferation Papers No. 13, EU Nonproliferation Consortium (2012), p. 6, <http://www.
sipri.org/research/disarmament/eu-consortium/publications/EUNPC_no%2013.pdf>.

63  For the current interpretation and effectiveness of the deemed export rule see: US Deemed Export Advisory 
Committee (DEAC), “The Deemed Export Rule in the Era of Globalization,” Report for the Secretary of 
Commerce, 2007, p. 83, <https://www.fas.org/sgp/library/deemedexports.pdf>.

64  See the considerations in adopting of these alternatives: Ibid, 30-31.

65 “ Council Conclusions and New Lines for Action by the European Union in Combating the Proliferation of 
Weapons of Mass Destruction and their Delivery Systems,” Council of the European Union, December 17, 
2008, <http://trade.ec.europa.eu/doclib/docs/2008/december/tradoc_141740.pdf>.

66  For more information on the Schengen Area visa policies see the website of European Commission 
Directorate General Home at <http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/borders-and-
visas/schengen/index_en.htm>.

Dual-use Research and Trade Controls: Opportunities and Controversies 63

https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/incipe-intangible-transfers-of-technology-and-visa-screening-in-the-european-union.pdf
https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/incipe-intangible-transfers-of-technology-and-visa-screening-in-the-european-union.pdf
https://www.fas.org/sgp/library/deemedexports.pdf
http://trade.ec.europa.eu/doclib/docs/2008/december/tradoc_141740.pdf
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/borders-and-visas/schengen/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/borders-and-visas/schengen/index_en.htm


permit will also be required in addition to a valid visa). In practical terms, the extent to which 
nonproliferation screening takes place may vary from country to country.67

In the UK context, the Academic Technology Approval Scheme (ATAS) operated by the 
)RUHLJQ�DQG�&RPPRQZHDOWK�2IÀFH�H[HPSOLÀHV�KRZ�QRQSUROLIHUDWLRQ�FDQ�EH�DGGUHVVHG�E\�VXFK�
a means. The ATAS is a student vetting scheme for nationals who originate from countries other 
than the UK, EEA, or Switzerland and wish to study in a British university.68 In practice, the 
$7$6�FHUWLÀFDWH�VHHNV�WR�HQVXUH�WKDW�LQGLYLGXDOV�ZKR�DSSO\�WR�VWXG\�FHUWDLQ�VHQVLWLYH�VXEMHFWV�
GR�QRW�KDYH�OLQNV�WR�:0'�SURJUDPV��$7$6�FHUWLÀFDWHV�DUH�UHTXLUHG�LQ�DGGLWLRQ�WR�WKH�QRUPDO�
visa procedures only for certain post-graduate courses. 

Systems in Mutual Reinforcement with Trade Controls
Whilst trade controls have traditionally focused on tackling threats originating outside the 
borders of a given country, there are a host of security measures for addressing in principle risks 
ZLWKLQ�WKH�ERUGHUV�RI�D�VWDWH��3K\VLFDO�SURWHFWLRQ�PHDVXUHV�IRU�UHVHDUFK�IDFLOLWLHV��FODVVLÀFDWLRQ�
policies for research having security implications or entangling proprietary rights, and best 
SUDFWLFHV� IRU� ,7� VHFXULW\� �HQFU\SWHG� HPDLOV� DQG� UHOLDEOH� ÀOH� VKDULQJ� SODWIRUPV�� DUH� EURDGHU�
security measures having some usefulness also from an export control angle. Such measures 
are implemented pursuant to national statutory regulations as well as international agreements 
and standards set sometimes by the nonproliferation treaties’ implementing organizations.69 The 
IAEA is particularly active in setting such standards with universal acceptance. Concerning the 
proliferation of bio-chemical technologies and especially biosafety and biosecurity measures, 
the picture is more fragmented. In fact, there are several organizations having published guidance 
at both the national and international level.70 The role of the World Health Organization is also 
of particular importance for life science research of dual-use concern. 

Early Warning Mechanisms
Admittedly, governments can exercise control over R&D activities through schemes for 
funding academic research, public-private partnerships, and other industry originated projects. 
This is an advisable approach mainly because precautions taken at an early stage of a research 

67  Information drawn from discussions with European Union Member State representatives in the margins of 
the 55th Dual-Use Coordination Group meeting, September 24, 2015. 

68  For more information on ATAS see the webpage of the United Kingdom government: <https://www.gov.
uk/guidance/academic-technology-approval-scheme>.

69  For instance, the “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept 
and Obstruct Terrorism Act” of 2001 United States Patriot Act and guidance such as the “NIH Guidelines 
on Research Involving Recombinant or Synthetic Nucleic Acid Molecules,” National Institutes for Health, 
2016, <KWWS���RVS�RG�QLK�JRY�VLWHV�GHIDXOW�ÀOHV�UHVRXUFHV�1,+B*XLGHOLQHV�SGI> are notable examples of 
security and safety rules applying to federally funded bio-technology research in the US. For an overview 
of the US biosafety and security governance measures for sensitive life science research see Jonathan B. 
Tucker, Innovation, Dual-use, and Security, Managing the Risks of Emerging Biological and Chemical 
Technologies (Cambridge: The MIT Press, 2012), pp. 49-55.

70  Indicatively see: Peter Clevestig, Handbook of Applied Bio-Security for Life Science Laboratories 
(Stockholm SIPRI, 2009); The Dutch Royal Netherlands Academy of Arts and Sciences (KNAW), The 
Code of Conduct for Biosecurity (Amsterdam: KNAW, 2008). 
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SURMHFW�FDQ�EHQHÀW�LWV�VPRRWK�DQG�VHFXUH�H[HFXWLRQ�DOO�DORQJ�LWV�OLIH�F\FOH��0RVW�JRYHUQPHQWV�
DSSO\� VSHFLÀF� QDWLRQDO� FRQWUROV� DQG� FODVVLÀFDWLRQ� VFKHPHV� IRU� GHIHQVH� RU�PLOLWDU\�RULHQWHG�
UHVHDUFK��IRU�H[DPSOH��,W�VKRXOG�EH�QRWHG�WKDW�FODVVLÀFDWLRQ�SROLFLHV�DUH�SUHVHQWHG�TXLWH�RIWHQ�DV�
an alternative to trade control measures. Researchers, coming especially from countries known 
WR�DSSO\�VWULFW�FODVVLÀFDWLRQ�V\VWHPV��KDYH�QRWLFHG�WKDW�VXFK�DQ�DSSURDFK�FRXOG�HYHQWXDOO\�OHDG�
WR� RYHU� FODVVLÀFDWLRQ� DQG�PRUH� ULJLG� UHVWULFWLRQV� FRPSDUHG� WR� WUDGH� FRQWURO� UHTXLUHPHQWV�71 
Therefore, it is advisable to use such measures only when necessary and in a moderate way. 

In the EU context, the evaluation system for proposals submitted for funding in the framework 
of Horizon 2020 comprises an “ethics appraisal screening” including assessments for dual-use 
research in the meaning of the regulation.72 It is notable that the H2020 national experts in charge 
of assessing such proposals use the Technology Readiness Level (TRL) metric in order to estimate 
the imminence of a research project to deliver a practical application of dual-use concern.73

Furthermore, in the life sciences, the oversight of dual-use research may rely on government 
committees and advisory bodies composed by both academic and security experts who are 
FDOOHG�XSRQ� WR�DVVHVV� ULVNV�DQG�EHQHÀWV�RI� VHQVLWLYH� UHVHDUFK�DW�DQ\�VWDJH�RI�D�SURMHFW��2QH�
FRXOG�PHQWLRQ� WKH�$PHULFDQ�16$%%�DQG� WKH�'XWFK�%LRVHFXULW\�2IÀFH� VHW�XS� LQ������DQG�
2013 respectively.74 It is notable that the competencies and status of such boards may differ. 
)RU�H[DPSOH��ZKLOH�WKH�'XWFK�%LRVHFXULW\�2IÀFH�LV�UHVSRQVLEOH�PDLQO\�IRU�DZDUHQHVV�UDLVLQJ�
activities and policy support, the Danish Centre for Biosecurity and Bio-Preparedness (CBB) 
is also in charge of licensing for bio-related research.75 

Contrary to early warning mechanisms, the editorial boards of journals or the reviewers involved 
in the peer review process could report to responsible authorities or university committees their 
FRQFHUQV�LQ�WKH�HYHQW�RI�DQ�DODUPLQJ�SXEOLFDWLRQ�UHTXLULQJ�SRVVLEO\�D�FRVW�EHQHÀW�DQDO\VLV��

Self-governance Measures 
Governmental oversight works in synergy with internal measures adopted by research institutions 
and industry. These efforts are either voluntary or at times represent statutory obligations. In 
this category belong codes of conduct, ethics committees, and internal regulations adopted 
by universities. In Belgium for example, the University of Leuven (KUL) has set up separate 
committees in charge of different aspects of research such as medical ethics, social and societal 
HWKLFV�� ODERUDWRU\� H[SHULPHQWDWLRQ�� GDWD� SULYDF\�� VFLHQWLÀF� LQWHJULW\�� DQG�PRVW� LQWHUHVWLQJO\��

71  Discussions with bio-experts in the context of 3rd Annual Conference on the “Impact of Export Controls on 
+LJKHU�(GXFDWLRQ�	�6FLHQWLÀF�,QVWLWXWLRQVµ�RUJDQL]HG�E\�$8(&2�DQG�WKH�8QLYHUVLW\�RI�9LUJLQLD��

72  The Ethics Appraisal procedure differentiates presently between dual-use research as understood in the 
regulation, research with exclusive focus on civil applications and research results that can be misapplied. 
Security concerns were addressed also in the FP7 in the context of ethics review; however at the time there 
was no such differentiation. 

73� � 7KH�75/V�PHWULF�ZDV�ÀUVW�GHYHORSHG�E\�1$6$�VFLHQWLVWV�LQ�����V�DQG�WKH�XSGDWHG�YHUVLRQ�LV�DYDLODEOH�LQ��
<https://www.nasa.gov/directorates/heo/scan/engineering/technology/txt_accordion1.html>.

74� � )RU�PRUH�LQIRUPDWLRQ�YLVLW�WKH�ZHEVLWHV�RI�16$%%�DQG�'XWFK�%LRVHFXULW\�2IÀFH�LQ���http://osp.od.nih.
JRY�RIÀFH�ELRWHFKQRORJ\�DFWLYLWLHV�ELRVHFXULW\�QVDEE>; <http://www.bureaubiosecurity.nl/en>.

75  Information retrieved from the website of CBB in: <https://www.biosikring.dk/home/>.
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dual-use research.76 Especially for life science research involving clinical trials and animals 
testing, guidance documents and codes of conduct are provided by international organizations 
and university networks while many universities have approval committees in place.77 In 
relation to this, funding organizations such as the Economic and Social Research Council 
(ESRC) in the UK may require universities to have some kind of internal mechanism for ethical 
review of all research funded under their frameworks. Other internal measures take the form of 
so-called “Technology Control Plans” (TCPs) monitoring who has access to what information 
and ensuring that sensitive information is not exported to unauthorized users either on-site or 
abroad. Although generally such measures are taken voluntarily by research organizations and 
ÀUPV��WKH�DSSOLFDWLRQ�RI�VWULFW�UHODWHG�OHJLVODWLRQ�FDQ�LQGLUHFWO\�WULJJHU�WKH�LPSOHPHQWDWLRQ�RI�
internal compliance mechanisms. 

Moreover, the role of National Academies and Research Councils is highly relevant to the 
governance of dual-use research. Presently, their contribution includes ad hoc policy support 
advice and guidelines for implementing self-regulatory measures. For instance, the Dutch Royal 
Academy of Arts and Sciences published a report as early as 2013 for improving biosecurity 
and the European Academies Science Advisory Council (EASAC) prepared a special report 
dedicated to concerns about “gain of function research.” 78 Logically, the adoption of guidance 
and standards by academic associations must be well received by the academic community. 

Conclusion: Contemplating the Role of Trade Controls for the Governance of 
Dual-use Research

The present paper considers a number of issues pertaining to the governance of dual-use 
research. More than an account of all issues addressed, this concluding section attempts to 
UHVSRQG�WR�ZKHWKHU�WUDGH�FRQWUROV�DUH�D�´ÀW�IRU�SXUSRVHµ�LQVWUXPHQW�DV�UHJDUGV�WKH�RYHUVLJKW�RI�
dual-use research and what initiatives could be taken for increasing the clout and leverage of 
trade controls towards dual-use research. 

Building a WMD requires at least three elements: (1) special material (2) technological 
equipment and related knowledge (3) explicit information and technical expertise.79 It can be 
DUJXHG�WKDW�DPRQJ�WKH�WKUHH��WKH�HOHPHQW�SRVLQJ�WKH�JUHDWHVW�GLIÀFXOW\�WR�DFTXLVLWLRQ�LV�WDFLW�
knowledge but this varies depending on a weapon’s type and performance capabilities of a 

76  The relevant information can be found in the KUL website <https://www.kuleuven.be/english/research/
integrity/committees>.

77  Indicatively see “Responsible Life Sciences Research for Global Health Security: A Guidance Document,” 
World Health Organization, Geneva, 2010, <http://apps.who.int/iris/bitstream/10665/70507/1/WHO_
HSE_GAR_BDP_2010.2_eng.pdf>.

78  “Improving Biosecurity, Assessment of Dual-use Research,” Royal Netherlands Academy of Arts and 
Sciences, 2013, <https://www.knaw.nl/shared/resources/actueel/publicaties/pdf/advies-biosecurity-
engels-web>; “Gain of Function: Experimental Applications Relating to Potentially Pandemic Pathogens,” 
German National Academy of Sciences Leopoldina for EASAC, 2015, <http://www.easac.eu/home/
reports-and-statements/detail-view/article/easac-report-1.html>.

79  The impact of an attack involving a WMD will also depend, apart from the destructive power of the 
weapon itself, on the capacity of the means of delivery.
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weapon.80 Consequently, it is legitimate to include technology (technical data and assistance) 
and software in the scope of trade controls.

As explained above, trade controls were not designed to oversee the conduct of all different 
types of dual-use research. They just represent a means to control certain research activities 
falling within the scope of controls and thus the term “export controlled research” may be 
more pertinent in this context. Without overstating the relevance of trade controls for dual-use 
JRYHUQDQFH��WKH�EHQHÀWV�IRU�WKH�ODWWHU�DUH�PXOWLSOH��7UDGH�FRQWUROV�IXQFWLRQ�DV�D�VDIHJXDUG�IRU�
certain types of activities that can be misused and offer many opportunities for reinforcing 
the accountability of research organizations originating in either the academic or industrial 
context. Importantly, the practical implementation of trade controls could act synergistically 
with physical protection, safety, and other security measures founding thereby a net for the 
prevention of different types of threats. 

Bearing this in mind, activities undertaken in the framework of the United Nations Security 
Council resolution 1540 Committee could increase the research community’s awareness and 
generate added value for other security objectives, too. In addition, enhanced cooperation 
coordinated at the level of MECRs could improve the present implementation of technology 
controls among participating states. For example, a possible agreement of participating states 
upon common guidelines or standards for technology transfers in a research context could 
have high resonance among the key stakeholders concerned. In relation to this, reaching out to 
QRQ�SDUWLFLSDWLQJ�FRXQWULHV�DQG�FRPPXQLFDWLQJ�EHVW�SUDFWLFHV�FRXOG�EHQHÀW�WKH�LQWHUQDWLRQDO�
harmonization of controls. 

Trade controls do not intend to hinder unduly the free dissemination and diffusion of peaceful 
research. This needs to be made clear to the greatest extent possible by clarifying the decontrol 
notes and their application, preferably at international level. The EU Member States do not 
have unlimited possibilities to consider in this regard. They could opt for one of the following: 

• Follow the US paradigm by exempting from the scope of controls all publishable research 
WKDW�UHVSHFWV�VHFXULW\�DQG�SURSULHWDU\�FODVVLÀFDWLRQV��

• Continue applying trade controls as an ad hoc manner for the assessment of research of 
dual-use concern as Dutch have done in the H5N1 case; or 

• Establish a sui generis methodology for evaluating sensitive research based on criteria such 
as the overall utility, sensitivity and the readiness of research to be misapplied.

It must be acknowledged that the proliferation of WMD has occurred in the past and its 
continuing practice could harm the overall credibility of trade controls as a nonproliferation 
tool. Trade controls, as any other security measure, cannot respond to every threat. The realistic 
contemplation of the world suggests that different asymmetric factors need to be considered. 
)RU�H[DPSOH��DQ�LUUDWLRQDO�RU�GHWHUPLQDQW�DFWRU�FDQ�DOZD\V�ÀQG�D�ZD\�WR�FLUFXPYHQW�D�VHFXULW\�
measure. However, these acknowledgments should not be used as an excuse for underestimating 
the contribution of trade controls in meeting security objectives. 

80  Jonathan B. Tucker, Innovation, Dual-use, and Security, Managing the Risks of Emerging Biological and 
Chemical Technologies (Cambridge: The MIT Press, 2012), p. 23.
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Above all, the dual-use problem of technology relates to an underestimated aspect: the education 
and training of the next generation of scientists on the security implications potentially 
connected to the development of emerging technologies. Such training could include export 
control concepts and principles and should also aim at developing the ethos and character of 
researchers in confronting dual-use dilemmas. 
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Export Control Compliance 
and American Academia
B R I A N  S TA R K S  A N D  C H R I S T O P H E R  T U C K E R 1

Abstract

Export control compliance typically centers on the efforts by industry to comply with export 
FRQWURO� UHJXODWLRQV� ZRUOGZLGH�� +RZHYHU�� DFDGHPLF� LQVWLWXWLRQV� DUH� LQFUHDVLQJO\� ÀQGLQJ�
themselves under government scrutiny for possible export control liability. This paper describes 
the challenges faced by American academic institutions in complying with United States 
export controls and highlights case studies of major export control violations by US academic 
institutions as well as their efforts to adopt, shape, and modify industry compliance models 
to an academic culture. This analysis emphasizes how the changing landscape of research 
funding can increase export control compliance implications for American universities. The 
paper concludes with a discussion of new institutions that are developing to assist academia in 
meeting export control challenges.
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Academia, export control compliance, universities, export control, security culture
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Introduction - Security Culture comes to American Academia

Modern export control regulations have affected strategic industries since the early days of the 
Cold War. For much of this time, governments largely concerned themselves with regulating 
international trade in arms and dual-use goods. As globalization and technological advancements 
grew at an ever-increasing pace, export controls became a concern for all companies. Whether 
a company manufactures missiles, nickel powder, or telecommunications software, they must 
remain cognizant of export control regulatory requirements. While industry’s export compliance 
obligations are well-known, another key source of strategic items has historically received 
noticeably less regulatory attention: higher education at various universities and colleges. Note 
that while many countries’ strategic trade regulations affect domestic education institutions, this 
article will focus solely on the American export control system and its impact on universities 
located in the United States. Existing publications well describe European universities’ export 
FRPSOLDQFH�FKDOOHQJHV��EXW�ODFN�VSHFLÀF�FDVH�VWXGLHV�GHWDLOLQJ�YLRODWLRQV�2 

Universities and arms manufacturers alike must comply with the same complex export 
regulations. Unfortunately, much of contemporary export compliance materials focus on 
corporations’ challenges exclusively. Literature for university export compliance is relatively 
sparse when compared to private sector resources.3, 4 Some universities have run afoul of 
WKHVH�UHJXODWLRQV��UHVXOWLQJ�LQ�KLJK�SURÀOH�YLRODWLRQV��6SHFLÀFDOO\��VLQFH�H[LVWLQJ�UHJXODWLRQV�
and available resources focus on private sector compliance, higher education and research 
institutions can struggle to properly apply nuances pertaining to deemed exports, intangible 
technology transfers, and denied party screening.5, 6�7KHVH�YLRODWLRQV�FRPH�ZLWK�ERWK�ÀQDQFLDO�
and reputational penalties, harming institutions’ long-term interests.

'HVSLWH�WKH�VKDUHG�UHJXODWRU\�EXUGHQV�EHWZHHQ�LQGXVWU\�DQG�DFDGHPLD��VLJQLÀFDQW�GLIIHUHQFHV�
result in disparate implementation strategies. Each institution’s unique traits require a bespoke 
export control program, tailored to maintain regulatory compliance while balancing the myriad of 
other university responsibilities. The institution’s research interests and degree of centralization 
drive how the university structures its export compliance department. Additionally, certain 
research areas, such as encryption or biological pathogens, may entail further restrictions on 
participants’ nationalities and�ZKHWKHU�WKH�ÀQGLQJV�FDQ�EH�SXEOLVKHG�IRU�ZLGH�GLVWULEXWLRQ�LQ�DQ�
academic journal. 

2 “ Workshop: Dual-use Export Controls,” Policy Department, Directorate-General for External Policies, 
European Parliament, October 2015, <http://www.europarl.europa.eu/RegData/etudes/STUD/2015/535000/ 
EXPO_STU(2015)535000_EN.pdf>.

3  For a thorough discussion of university export compliance, refer to Brady, Peloso & Rowold, “Export 
compliance and secure research,” in A. Dade, L. Olafson, S. M. DiBella, eds, Implementing a 
&RPSUHKHQVLYH�5HVHDUFK�&RPSOLDQFH�3URJUDP��$�+DQGERRN�IRU�5HVHDUFK�2IÀFHUV�(New York: Springer, 
2015), pp. 249-303.

4  Various law journals have addressed university export compliance, although some sources are partially 
outdated after 2013’s Export Control Reform efforts. Refer to Rege, R. “Universities Should Implement 
Internal Control Programs to Monitor Compliance with Export Control Laws,” Journal Of Law & 
Education 35 (April 2006), p. 199.

�� ´�'HHPHG� ([SRUWV�µ� DV� GHÀQHG� XQGHU� ��� &)5� ��������D����� RI� WKH� ([SRUW�$GPLQLVWUDWLRQ� 5HJXODWLRQV�
(EAR), refer to the transfer of technology (or source code) to a foreign person located in the United States.

6 “ Intangible Technology Transfers” include but are not limited to email, electronic documents, presentations, 
visual disclosure, and even technical discussions over the phone or in-person.
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5HFHQW� WUHQGV� LQ� KLJKHU� HGXFDWLRQ� SRUWHQG� DQ� LQFUHDVLQJO\� VLJQLÀFDQW� UROH� IRU� XQLYHUVLW\�
export compliance programs. The most prominent shifts include: changes in research funding, 
student demographics, and larger institutions’ increasingly globalized portfolio. Much like 
KRZ�H[SRUW�FRQWURO�UHJXODWLRQV�EHJDQ�DV�VRPHWKLQJ�DIÁLFWLQJ�FRWWDJH�LQGXVWULHV�DQG��DV�YDOXH�
chains became segmented, spread to larger multinational corporations, academic institutions 
are now experiencing new pressures that necessitate the adoption of wide sweeping export 
compliance policies. 

Lastly, renewed interest in university export compliance requires a common forum. For 
years, government outreach efforts focused on private sector audiences rather than academia, 
SDUWLDOO\�GXH�WR�WKH�GLIÀFXOW\�LQ�ÀQGLQJ�DQ�DSSURSULDWH�IRUXP�RU�RUJDQL]DWLRQ�WR�KHOS�FRRUGLQDWH�
RQ� EHKDOI� RI� XQLYHUVLW\� FRPSOLDQFH� SURIHVVLRQDOV�� 6SHFLÀF� SURIHVVLRQDO� RUJDQL]DWLRQV� DQG�
conferences have emerged in recent years to promote the sharing of best practices, provide 
EHQFKPDUNLQJ��DQG�SURPRWH�D�SURIHVVLRQDO�FRPPXQLW\�DPRQJ�XQLYHUVLW\�FRPSOLDQFH�RIÀFHUV��
*RYHUQPHQW� DJHQFLHV� KDYH� WDNHQ� QRWLFH�� ÀQGLQJ� LW� PRUH� HIÀFLHQW� WR� HQJDJH� GLUHFWO\� ZLWK�
XQLYHUVLW\�FRPSOLDQFH�RIÀFHUV�YLD�WKHVH�QLFKH�SURIHVVLRQDO�DYHQXHV��

Clashing Cultures - Export Restrictions vs. Journal Publications 

Government regulatory requirements and academic research culture are, at times, diametrically 
opposed. The regulations apply to nearly every facet of a scholar’s career, from publishing 
research, attending conferences, incorporating foreign research partners, and designing 
seemingly routine international research collaborations. Professors operate in a “publish or 
SHULVKµ�HQYLURQPHQW��HQFRXUDJLQJ�WKHP�WR�SXUVXH�QHZ��LQQRYDWLYH�UHVHDUFK�DQG�SXEOLVK�ÀQGLQJV�
for widespread dissemination. The bigger the breakthrough and publication’s audience, the 
better for the scholar’s career. However, from initial brainstorming to future publications, 
regulatory requirements create potential pitfalls. Three case studies exemplify different nuances 
WKDW�FDQ�JR�XQQRWLFHG�\HW�OHDG�WR�VLJQLÀFDQW�YLRODWLRQV�IRU�XQZDU\�XQLYHUVLWLHV�

Professor Roth, University of Tennessee - Deemed Export & Travel Restrictions 

,Q�6HSWHPEHU�������'U��-RKQ�5RWK��D�IRUPHU�8QLYHUVLW\�RI�7HQQHVVHH�SURIHVVRU��ZDV�WKH�ÀUVW�
professor charged with violating United States export regulations. The United States Air Force 
(USAF) contracted Dr. Roth to develop specialized plasma technology for use on unmanned 
aerial vehicles (UAVs).7�7KLV�SURMHFW��KLJKO\�WHFKQLFDO�DQG�VSHFLÀFDOO\�IRU�PLOLWDU\�SXUSRVHV��IHOO�
under strict export restrictions which would have required explicit State Department approval 
prior to any foreign national participation. Despite prior knowledge of these regulations, Dr. 
Roth enlisted Chinese and Iranian graduate students to work on the USAF contract, resulting in 
deemed export violations. Furthermore, Dr. Roth brought a laptop containing sensitive military 
technology to China while attending a conference. Former colleagues told investigators that Dr. 
Roth disregarded export controls’ utility and found them overly restrictive, which contributed 
WR�KLV�GHFLVLRQ�WR�ÁRXW�WKH�UHJXODWLRQV�

7 “ Retired University Professor Sentenced to Four Years in Prison for Arms Export Violations Involving 
Citizen of China�µ�2IÀFH� RI� 3XEOLF�$IIDLUV�� 8QLWHG� 6WDWHV�'HSDUWPHQW� RI� -XVWLFH�� -XO\� ������ �https://
www.justice.gov/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-
involving>.

https://www.justice.gov/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
https://www.justice.gov/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
https://www.justice.gov/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
https://www.justice.gov/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
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Upon returning to America, government authorities stopped him at the Detroit airport to make 
FRSLHV� RI� WKH� GRFXPHQWV� 'U�� 5RWK� EURXJKW� WR� &KLQD��$IWHU� FRQÀUPLQJ� WKDW� WKH� GRFXPHQWV�
contained restricted information, the Federal Bureau of Investigation (FBI) received a warrant 
to seize Dr. Roth’s laptop and thumb drive. Despite no evidence suggesting that Dr. Roth 
transferred the technology to any party while abroad, merely traveling to China with the USAF 
technology is a direct violation of United States export regulations. In 2009, Dr. Roth was found 
guilty of conspiracy, wire fraud, and 15 counts of exporting “defense articles and services” 
WR�IRUHLJQ�QDWLRQDOV��'U��5RWK�ZDV�WKH�ÀUVW�SURIHVVRU�WR�UHFHLYH�LQFDUFHUDWLRQ�WLPH�IRU�H[SRUW�
violations; this would soon prove to be a wake-up call for many universities across America to 
critically evaluate their own export compliance policies.

Lapse in Military Technology Control Leads to Illegal Access 

At the Georgia Institute of Technology (Georgia Tech), a widely recognized and prestigious 
engineering school, there was an inadvertent yet serious mishandling of military technology.8 
A professor who conducted a class involving infrared technology used in weapons-aiming 
systems for aircraft, ships, and tanks was retiring. His course, given the involvement of restricted 
military data, was open to US citizens only. The professor asked university staff to copy his 
course materials to a DVD so that it could be given to a colleague who could teach that course 
DIWHU�KH�UHWLUHG��$IWHU�H[SHULHQFLQJ�WHFKQLFDO�GLIÀFXOWLHV�WUDQVIHUULQJ�WKH�LQIRUPDWLRQ�WR�D�'9'��
the Georgia Tech media staff made the course available via an internet link. Unbeknownst to 
the media staff, the link was open to the public. 

Despite the robust export compliance program in place at the time, the release of controlled 
technology occurred. Although a temporary lapse in compliance policy and an honest mistake, 
for over two weeks internet users in 36 different countries (including China, Russia, Iran, and 
Pakistan) downloaded the restricted data. Georgia Tech voluntarily self-disclosed the event to 
the United States Department of State, which responded with a strongly worded reprimand. 

Ultimately no penalties were assessed due to Georgia Tech’s voluntary disclosure, full cooperation 
with State Department authorities, and immediate improvements made to their university 
compliance program. To date, this program serves as an ideal model for universities conducting 
highly advanced and restricted research. A recent Georgia Tech publication thoroughly discusses 
the current export compliance program, covering its structure, implementation, and unique 
challenges resulting from its position as a global leader in technical research.9 

The case serves as a cautionary tale that all university staff must remain cognizant of export 
controls, especially when pertaining to intangible technology controls. In the unfortunate event 
in which universities violate these regulations, they should emulate Georgia Tech’s response, 
voluntarily disclosing and fully cooperating with government regulators.

8  Daniel Golden, “Military Secrets Leak From US Universities With Rules Flouted,” Bloomberg News, 
April 30, 2012, <https://www.bloomberg.com/news/articles/2012-04-30/military-secrets-leak-from-u-s-
XQLYHUVLWLHV�ZLWK�UXOHV�ÁRXWHG>.

9  John Krige, “Regulating the Academic “Marketplace of Ideas”: Commercialization, Export Controls, and 
Counterintelligence,” Engaging Science, Technology, and Society 1, (2015), pp. 1-24.
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International Collaboration Leads to Screening Failure 

The University of Massachusetts at Lowell (UML) suffered the unfortunate consequences of 
LQVXIÀFLHQW�SDUW\�VFUHHQLQJ�SULRU�WR�LQWHUQDWLRQDO�FROODERUDWLRQ��,Q�������HPSOR\HHV�IURP�80/�
and Pakistan’s Space and Upper Atmosphere Research Commission (SUPARCO) co-authored 
a technical paper analyzing electron density in Karachi and Islamabad.10 Presumably during the 
research, UML exported atmospheric testing equipment to SUPARCO. 

The equipment is not typically controlled by export regulations, but UML failed to realize 
that the United States government had placed SUPARCO on the Department of Commerce’s 
Entity List, which establishes additional export requirements for entities suspected to engage 
in proliferation activities.11 The United States government must approve an export application 
prior to nearly all shipments to an entity listed under the Department of Commerce’s list. 
Ultimately, the United States government assessed UML a $100,000 USD civil penalty which 
would be waived after two years without additional export violations.12

Differences between Academia and Industry

Traditionally, strategic traders try to act proactively in conducting export compliance, meaning 
large corporations implement measures to screen customers, screen geographic areas of 
concern, conduct training, and enact standard operating procedures to prevent bureaucratic 
mistakes that lead to violations. The hierarchical structure of most corporations allows for 
a high degree of centralization for export compliance functions. Prior to new transactions, 
the export compliance department will often need to sign off to ensure that all the relevant 
regulatory obligations have been observed.

In academia, however, the response to export compliance has been largely reactive. In the wake 
of a violation or the wake of a violation by nearby or partner institutions, a university will often 
begin assessing compliance capacity, identifying existing risks, and developing preventative 
PHDVXUHV��7KLV�DVVHVVPHQW�JXLGHV�WKH�XQLYHUVLW\�DV�LW�HVWDEOLVKHV�DQ�H[SRUW�FRPSOLDQFH�RIÀFH��
with customized procedures and functions to best accommodate the institution’s characteristics. 
In stark contrast to corporate compliance functions, the university counterpart faces a much 
more open, decentralized mode of operation. Academic institutions’ culture and organization 
tend to contain fewer bureaucratic checks and standard operating procedures. 

,I� WKH� XQLYHUVLW\� FRPSOLDQFH� RIÀFH� GRHV� QRW� KDYH� SURSHU� WUDLQLQJ� FXUULFXOD� DQG� RXWUHDFK�
for faculty, researchers may be inadvertently violating export regulations. As the Roth case 
demonstrated, foreign national students working on-site can still pose considerable risk. By 
honest mistake, the Georgia Tech media staff placed controlled information in a publicly 

10  G. Murtaza, S. Iqbal, M. Ameen, & A. Iqbal, “Comparing IRI and a Regional Model with Ionosonde 
Measurements in Pakistan,” Advances In Space Research 42:4 (August 18, 2008), pp. 682-690, <http://
adsabs.harvard.edu/abs/2009AdSpR..43.1821A>.

11  The Entity List can be found at: <https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-
concern/entity-list>.

12  Bureau of Industry and Security & UML Settlement Agreement, May 2013, <https://www.oesrc.
UHVHDUFKFRPSOLDQFH�YW�HGX�VLWHV�RHVUF�UHVHDUFKFRPSOLDQFH�YW�HGX�ÀOHV�XPDVVORZHOOBH�����SGI>.
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available location. UML may have determined the research equipment was not under export 
control under normal circumstances, but failed to realize the end-user was on the Entity List. 
While export compliance departments can never eliminate all risk, properly tailored training 
and outreach allow university employees and students to understand their obligations and how 
to proceed accordingly.

To demonstrate the importance of routine training, awareness, and compliance process 
UHTXLUHPHQWV��DQ�$PHULFDQ�XQLYHUVLW\�FRPSOLDQFH�RIÀFHU�VSRNH�RI�WKH�VDQFWLRQV�KXUGOHV�ZKHQ�
attending academic conferences in Iran. The Iranian Transactions and Sanctions Regulations 
require a license from the Treasury Department for a wide variety of activities, including 
participation in academic conferences in Iran.13 With less than ideal notice, faculty submitted 
WKHLU�LQWHUQDWLRQDO�WUDYHO�UHTXHVW��ZKLFK�ZDV�UHYLHZHG�E\�WKH�FRPSOLDQFH�RIÀFHU��7KH�IDFXOW\�
were not in departments with traditional export control risk and, when initially planning the 
trip, had not reviewed the institution’s export compliance or international travel webpages 
nor discussed the travel with any of the units associated with approving international travel. 
Additionally, unbeknownst to the faculty, the Treasury Department rarely approves license 
applications quickly. The faculty had mistakenly assumed that there were no problems with 
engaging in academic activities, such as conferences, in Iran, until they became aware of the 
complexities behind sanctions regulations and Department of Treasury licensing. The university 
FRPSOLDQFH�RIÀFHU�ZDV�DEOH� WR�DSSO\�IRU�DQG�UHFHLYH�D�6SHFLÀF�/LFHQVH�IRU� WKH�LQVWLWXWLRQ·V�
faculty members to proceed with their planned activities on schedule.

Reported university export violations are few and far between, preventing an accurate and 
in-depth appraisal of academia’s overall compliance.14, 15 However, those known cases are 
egregious enough to warrant attention from the rest of the academic community, prospective 
RXWVLGH�IXQGHUV��DQG�JRYHUQPHQW�UHJXODWRUV��$Q�H[SRUW�FRPSOLDQFH�RIÀFHU��PXFK�OHVV�D�VWDIIHG�
RIÀFH��KDV� DOZD\V�EHHQ�D�QHFHVVLW\� DW� DQ\� ODUJH� UHVHDUFK� LQVWLWXWLRQ��EXW� LW·V� DOVR�EHFRPLQJ�
LQFUHDVLQJO\� UHOHYDQW� IRU� VPDOOHU� VFKRROV� ZLWK� WHFKQLFDO� SURJUDPV� RU� RYHUVHDV� DIÀOLDWLRQV��
Academic institutions are now engaging in more international collaborations that go beyond the 
traditional study abroad programs; universities continue to build satellite campuses overseas, 
laboratories, and partnerships with foreign corporations. As the University of Massachusetts 
at Lowell discovered, proper screening mechanisms and due diligence can identify potentially 
risky international collaborations.

3ULRU� WR� WKHVH� LQIDPRXV� YLRODWLRQV�� H[SRUW� FRPSOLDQFH� GXWLHV� ZHUH� YHVWHG� LQ� D� OHJDO� RIÀFH�
RU� DQRWKHU� UHJXODWRU\� FRPSOLDQFH� RIÀFH��$� SURIHVVRU� VHHNLQJ� WR� XQGHUWDNH� DQ� LQWHUQDWLRQDO�
FROODERUDWLRQ�PD\�KDYH�QHHGHG�WR�FRQVXOW�ZLWK�WKH�XQLYHUVLW\�OHJDO�RIÀFH�EHIRUH�WUDQVPLWWLQJ�

13 “ Iranian Transactions Regulations (31 C.F.R. PART 560) Statement Of Licensing Policy On Support Of 
Democracy And Human Rights In Iran And Academic And Cultural Exchange Programs,” United States 
2IÀFH� RI� )RUHLJQ� $VVHW� &RQWURO�� -XO\� ��� ������ �https://www.treasury.gov/resource-center/sanctions/
Programs/Documents/license_pol.pdf>.

14  Supporting the claim of under-reported university compliance mistakes, the Commerce Department’s 
Bureau of Industry and Security releases periodic collections of export violations. The September 2016 
Edition contains over 90 case studies, with only two examples originating from American universities. The 
remaining case studies concern either individual actors or private corporation.

15 “ Don’t Let This Happen to You!,” United States Bureau of Industry and Security, September 2016, <https://
ZZZ�ELV�GRF�JRY�LQGH[�SKS�IRUPV�GRFXPHQWV�HQIRUFHPHQW������GRQ�W�OHW�WKLV�KDSSHQ�WR�\RX���ÀOH>.
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data or information that could be considered intellectual property to the university. The onus 
ZRXOG�EH�RQ�WKH�OHJDO�RIÀFH�WR�VFUHHQ�WKH�WUDQVIHU�RU�FROODERUDWLRQ�IRU�DQ\�H[SRUW�FRQWURO�LVVXHV�
DV�SDUW�RI�HYDOXDWLQJ� WKH�SURÀW�PRWLYH�EHKLQG� WKH� WUDQVIHU�RU�FROODERUDWLRQ��)RU�H[DPSOH�� LI�
a scientist wanted to transfer data to an overseas partner, they may have needed to ask the 
university for permission under the guise of preserving intellectual property, but the university 
OHJDO�RIÀFHV�PD\�KDYH�GLVFRYHUHG�WKH�LQWHUQDWLRQDO�SDUWQHU�LV�RQ�D�VDQFWLRQV�OLVW�RU�KDV�SRVVLEOH�
ties to denied parties.

As corporations have experienced, the United States government and increasingly foreign 
governments are putting the onus of responsibility for export compliance on the exporter.16, 17 
86�JRYHUQPHQW�RIÀFLDOV�RIWHQ�UHIHU�WR�LQGXVWU\�DV�WKH�´ÀUVW�OLQH�RI�GHIHQVHµ�LQ�VHFXUH�WUDGH��
often dismissing ignorance of the law as a mitigating factor. Regulators feel that advanced 
technology comes with stewardship responsibilities which companies underemphasize at their 
RZQ�SHULO��7KDW�´ÀUVW�OLQH�RI�GHIHQVHµ�RQXV�H[WHQGV�EH\RQG�WKH�FRUSRUDWH�ZRUOG�DQG�LQWR�WKH�
academic community as well, promoting a proactive export compliance culture for universities. 

Academic institutions, much like the private sector, are concerned with more than the direct 
ÀQDQFLDO� SHQDOWLHV� RI� D� YLRODWLRQ�� 7KH� UHSXWDWLRQDO� GDPDJH� DQG� WKH� PHVVDJH� FRQYH\HG� WR�
possible outside funders, much like vendors/customers in the corporate world, acts as the true 
deterrent for academia. This rings particularly true for institutions who commonly receive 
highly technical contracts from various military organizations. Georgia Tech immediately self-
disclosed their violation, as well as implementing measures to prevent another such mistake 
from occurring again. Georgia Tech’s robust export compliance demonstrates to the USAF that 
it will remain a trustworthy steward of advanced military contracts.

To FRE or not to FRE

The Fundamental Research Exclusion (FRE) permits universities a degree of freedom from 
export control’s burdens.18 The FRE allows US academic institutions’ foreign faculty and 
students to participate in research involving would-be restricted information, while on campus, 
without receiving a deemed export license from the United States government. There are several 
important requirements that fall under the FRE, making the exclusion either a powerful tool if 
implemented properly or a risky assumption if poorly understood. Per the Bureau of Industry 
and Security (BIS), the results must be “published and shared broadly within the research 
community, and for which the researchers have not accepted restrictions for proprietary or 

16  As a private sector example of improper intangible technology controls, Intevac, a California company 
VSHFLDOL]LQJ� LQ� WKLQ� ÀOP� GHSRVLWLRQ� DQG� VHQVRU� WHFKQRORJLHV�� IDLOHG� WR� SURSHUO\� VDIHJXDUG� WHFKQRORJ\�
controlled for National Security, Nuclear Proliferation, and Missile Technology reasons. Intevac disclosed 
restricted information to a Russian employee, resulting in an illegal deemed export. Furthermore, Intevac 
lacked proper information technology policies to prevent its Chinese subsidiary from accessing the 
controlled technology. While there was no malicious intent behind Intevac’s actions, the United States 
government assessed Intevac $115,00 USD in civil penalties.

17  United States Bureau of Industry and Security & Intevac Settlement Agreement, February 2014, <https://
HIRLD�ELV�GRF�JRY�LQGH[�SKS�GRFXPHQWV�H[SRUW�YLRODWLRQV�H[SRUW�YLRODWLRQV����������H�����ÀOH>.

18� � )5(�LV�GHÀQHG�LQ����&)5��������D��DQG����&)5���������D������XQGHU�WKH�($5�DQG�,QWHUQDWLRQDO�7UDIÀF�
in Arms Regulations (ITAR), respectively.
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national security reasons.” 19 Furthermore, the exclusion does not authorize the transfer of 
export controlled commodities abroad, even to foreign research partners. Given the FRE’s 
FRPSOH[LWLHV��PDQ\�LQVWLWXWLRQV·�H[SRUW�FRPSOLDQFH�RIÀFHV�KDYH�GHGLFDWHG�UHVRXUFHV�WR�SURYLGH�
faculty and staff with detailed explanations for how the FRE is used in their organization.20

6RPH�LQVWLWXWLRQV·�H[SRUW�FRPSOLDQFH�RIÀFHUV�VSHDN�RI�D�de facto policy to pursue FRE-eligible 
research almost exclusively. While FRE eligibility does not remove all export control risk, such 
as restricted parties screening requirements, it can alleviate many faculty concerns regarding 
publication or international conference presentations. Furthermore, FRE-only research 
reduces the overall compliance burden for the export control departments, allowing them 
to successfully operate with fewer devoted resources when compared to their counterparts 
with more restricted research programs. Often these “FRE Only” policies originate from the 
VSHFLÀF�LQVWLWXWLRQV·�UHVHDUFK�SURÀOH��IDYRULQJ�EDVLF�UHVHDUFK�FRPSDUHG�WR�DGYDQFHG��DSSOLHG�
UHVHDUFK��*LYHQ� WKH�VSHFLÀF�QDWXUH�RI�DSSOLHG� UHVHDUFK�� UHVWULFWLRQV�RQ�SXEOLFDWLRQ�DUH�PRUH�
likely when private sector or military partners fund the projects. As the academic disciplines 
DQG�IXQGLQJ�HQYLURQPHQW�FRQWLQXHV�WR�FKDQJH�RYHU�WLPH��LQVWLWXWLRQV�PD\�ÀQG�WKHPVHOYHV�DW�D�
crossroads- remain de facto FRE-only, with less funding opportunities, or take on new, non-
FRE research projects and their accompanying export controls? Universities who decide to 
pursue more restricted research must take care to review their export compliance programs due 
WR�WKH�VLJQLÀFDQW�LQFUHDVH�LQ�VWULQJHQW�UHJXODWRU\�REOLJDWLRQV�RQFH�)5(�QR�ORQJHU�DSSOLHV�

Trends in Academia, Increasing Role for Export Compliance

Truly, academia itself is evolving to meet modern challenges in research and learning. This 
evolution causes a greater need to be cognizant of export regulations due to frequent technology 
transfers. As more researchers travel to sanctioned countries and areas of concern, there are 
challenges with technology control, jurisdictional responsibility, and possible cyber threats. 
Not just concerning travel, but an increasing amount of actual teaching and transfer of course 
materials takes place online, many times to students or other participants overseas. Universities 
are now under increased pressures to produce online courses and online course materials for 
sale to a larger student marketplace. Tele-learning is becoming as popular as tele-working and 
IUHTXHQWO\��VWXGHQWV�LQ�WHFKQLFDO�ÀHOGV�SXUVXH�RQOLQH�FHUWLÀFDWHV�WR�NHHS�FXUUHQW�ZLWK�PRGHUQ�
technology, which in some cases may be controlled technology.

Contrasting with the increasingly globalized academic system, traditional research funding 
VRXUFHV� IDFH�PRUH� VLJQLÀFDQW� UHVRXUFH� FRQVWUDLQWV� WKDQ� HYHU� EHIRUH�� )RU� H[DPSOH�� EHWZHHQ�
2003 and 2015, the National Institute of Health (NIH) lost 22% of its ability to provide funding 
for research across the United States.21 Federal funds will likely only increase in scarcity in 

19 “ Deemed Exports and Fundamental Research for Biological Items,” United States Bureau of Industry and 
Security (BIS) website, <https://www.bis.doc.gov/index.php/policy-guidance/product-guidance/chemical-
and-biological-controls/14-policy-guidance/deemed-exports/111-deemed-export-and-fundamental-
research-for-biological-items>.

20  For example, the 0DVVDFKXVHWWV�,QVWLWXWH�RI�7HFKQRORJ\·V�2IÀFH�RI�6SRQVRUHG�3URJUDPV, University of 
California, Los Angeles, and University of Iowa all maintain guidance using the FRE.

21 “ NIH Research Funding Trends,” Federation of American Societies for Experimental Biology, <http://
faseb.org/Science-Policy-and-Advocacy/Federal-Funding-Data/NIH-Research-Funding-Trends.aspx>.
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the near term, as President Donald Trump announced a proposed budget that would reduce 
federal funding for a variety of research. Among the federal programs with reduced budgets, 
the NIH stands to lose $5.8 billion (18%) from its current funding level.22 Increasingly common 
budget cuts and sequestration result in fewer NIH-sponsored projects, creating a funding gap 
that universities may seek to alleviate with more controlled research programs. As it stands 
currently, the Georgia Tech publication provides a rough estimate that “no more than perhaps 
������RI�VSRQVRUHG�FRQWUDFWV�GHDO�ZLWK�VHQVLWLYH�EXW�XQFODVVLÀHG�NQRZOHGJH�WKDW�LV�VXEMHFW�WR�
export controls or related restrictions.” 23 Given the shrinking pool of federal research resources, 
it is possible that this estimate will soon need to be updated as more institutions turn to more 
restricted opportunities.

The NIH often funds projects which will be covered under the Fundamental Research 
Exclusion, providing those NIH-recipients a high degree of export compliance freedom. 
Universities’ research efforts could face increased export control-related obligations if new, 
more restrictive partnerships formed with other government organizations (i.e., the USAF) or 
private corporations. The Department of Defense (DOD) funds a variety of university projects, 
some which fall under the FRE while other efforts remain highly controlled. As a contrast 
to the University of Tennessee’s restricted USAF research, a university could receive DOD 
funds to study wildlife impacts on a US military installation. This type of project is unlikely 
to contain export controlled technology and is likely to be considered fundamental research, 
ZKLFK�ZRXOG�DOORZ�WKH�XQLYHUVLW\�UHVHDUFKHUV�WR�IUHHO\�SXEOLVK�DQG�GLVVHPLQDWH�WKHLU�ÀQGLQJV�
without restrictions on foreign national participation.

Emergence of Professional Forums

After the Roth case’s watershed moment, many academic institutions took a renewed interest 
in their own compliance programs.24� 1HZ� H[SRUW� FRQWURO� RIÀFHV� DQG� SRVLWLRQV� JUHZ�PRUH�
FRPPRQSODFH� RQ� SURIHVVLRQDO� QHWZRUNLQJ� ZHEVLWHV�� UHÁHFWLQJ� D� JURZLQJ� QHHG� IRU� H[SRUW�
professionals at universities. The desire for professional forums quickly arose as additional 
XQLYHUVLWLHV�HVWDEOLVKHG�WUDGH�FRPSOLDQFH�RIÀFHV��$W�WKH�WLPH��H[SRUW�FRPSOLDQFH�DVVRFLDWLRQV�
and conferences were almost entirely tailored for private sector audiences, which can be poorly 
VXLWHG� WR� XQLYHUVLW\� FRPSOLDQFH� RIÀFHUV� JLYHQ� WKH� YDVW� GLIIHUHQFHV� EHWZHHQ� FRUSRUDWH� DQG�
academic organizations. 

$�IHZ�\HDUV�DJR��D�JURXS�RI�XQLYHUVLW\�H[SRUW�FRPSOLDQFH�RIÀFHUV�FUHDWHG�WKH�$VVRFLDWLRQ�RI�
8QLYHUVLW\�([SRUW�&RPSOLDQFH�2IÀFHUV��$8(&2��25 Per the AUECO website, the association 

22� ´�$PHULFD�)LUVW��$�%XGJHW�WR�0DNH�$PHULFD�*UHDW�$JDLQ�µ�8QLWHG�6WDWHV�2IÀFH�RI�0DQDJHPHQW�DQG�%XGJHW��
March 12, 2017, <KWWSV���ZZZ�ZKLWHKRXVH�JRY�VLWHV�ZKLWHKRXVH�JRY�ÀOHV�RPE�EXGJHW�I\���������B
blueprint.pdf>.

23  John Krige, “Regulating the Academic “Marketplace of Ideas”: Commercialization, Export Controls, and 
Counterintelligence,” Engaging Science, Technology, and Society 1, (2015), pp. 14.

24� � $V� HYLGHQFH� RI� LWV� ZLGHVSUHDG� LPSDFW�� QXPHURXV� XQLYHUVLW\� H[SRUW� FRPSOLDQFH� UHVRXUFHV� VSHFLÀFDOO\�
mention the Dr. Roth case such as the Ohio State University, Pennsylvania State University, University of 
Wisconsin-Madison, and the Texas A&M University System.

25  AUECO’s website can be found at: <http://aueco.org/>.
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seeks to develop a shared community to “associate,” “advocate,” and “collaborate.” Initially, 
the organization consisted of roughly 20 members. Since its inception, AUECO has grown to 
RYHU�����PHPEHUV�IURP�RYHU�����LQVWLWXWLRQV��7KH�DVVRFLDWLRQ�EHQHÀWV�PHPEHUV�E\�SXEOLVKLQJ�
guidance papers, creating a members-only forum, advocating for improved government-
academia communications, and perhaps most importantly- helping promote an annual university 
compliance conference since 2013. 

These conferences, organized by individual host universities, bring together university 
FRPSOLDQFH�RIÀFHUV�DQG�JRYHUQPHQW�RIÀFLDOV��:KLOH�$8(&2�GRHV�QRW�KRVW�WKH�HYHQW��LW�VWURQJO\�
encourages its members to attend. These conferences allow easier networking and sharing of 
EHVW�SUDFWLFHV�DPRQJ�XQLYHUVLW\�FRPSOLDQFH�SURIHVVLRQDOV��ZKLFK�FDQ�EH�HVSHFLDOO\�EHQHÀFLDO�
for those who serve as their institution’s only export compliance specialist. Government 
RIÀFLDOV� XVH� WKHVH� FRQIHUHQFHV� DV� D� UDUH� RSSRUWXQLW\� WR� FRQGXFW� XQLYHUVLW\�FHQWULF� WUDLQLQJ�
and outreach, which was challenging prior to AUECO. The regulatory agencies (typically 
Commerce, State, and Treasury) simply lack the resources to coordinate and sustain outreach 
and training events that would provide them with such a large audience of university export 
FRPSOLDQFH�VWDII��2IÀFLDOV�XVH�WKHVH�FRQIHUHQFHV�WR�KLJKOLJKW�KRZ�WKHLU�UHJXODWLRQV�VSHFLÀFDOO\�
affect universities, receive feedback, answer questions, and prove customized training that 
would be absent at typical industry outreach events.

Presumably recognizing the same dearth of university export events behind AUECO, private 
companies have developed tools, resources, and curricula tailored to the unique compliance 
challenges facing American universities today.26 One such company, for example, began 
conducting annual University Export Control conferences in 2016, tailoring seminars for 
XQLYHUVLWLHV�� ODERUDWRULHV�� RWKHU� VFLHQWLÀF� LQVWLWXWLRQV�� 86� JRYHUQPHQW� RUJDQL]DWLRQV�� DQG�
private corporations working with universities or laboratories.27

Balancing Cutting-Edge Research & Ensuring Export Compliance

Given the unique challenges facing university export compliance programs, it is apparent that 
SULYDWH�VHFWRUV�SROLFLHV�ZLOO�QRW�EH�VXIÀFLHQW��$V�WKH�DERYH�FDVH�VWXGLHV�GHPRQVWUDWH��WKHUH�DUH�
D�P\ULDG�RI�SLWIDOOV� WKDW�FRXOG�OHDG�WR�FRVWO\�H[SRUW�YLRODWLRQV��'U��5RWK·V�ÁDJUDQW�GLVUHJDUG�
for the University of Tennessee’s export compliance training illustrates the increased risk of 
decentralized universities, as compared to the traditionally more centralized industry actors. 
Despite an existing export compliance program, Georgia Tech media staff’s momentary lapse 
led to the dissemination of military technology to prohibited countries. While Georgia Tech’s 
voluntary disclosure and subsequent actions helped mitigate reputational damage, it remains 
a valuable reminder that export compliance programs can mitigate but never eliminate risk. 
UML learned that seemingly innocuous research can result in violations due to the potential 
restricted nature of international partners. 

26 “ University Export Control,” Export Compliance Training Institute, <http://www.learnexportcompliance.
com/Seminars/University-Export-Controls.aspx>.

27 “ Recent & Past Events,” Export Compliance Training Institute, <http://www.learnexportcompliance.com/
Seminars/Recent-amp;-Past-Events.aspx>.
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These case studies exemplify just some of the potential export compliance mistakes that bring 
increased liability to universities. Advanced technical research, international partnerships, 
restricted funding projects, large foreign national student populations, data management, and 
JHQXLQH�´DFDGHPLF�FXOWXUHµ�DOO�FRPH�ZLWK�KLJKHU�ULVN��7KHUH�LV�QR�´RQH�VL]H�ÀW�DOOµ�DSSURDFK�
with export compliance; each institution must carefully assess its current and future state to 
promote a proactive compliance culture. 

Universities should remember that they are not expected to navigate these complex regulations 
alone. As the American government has grown increasingly interested in enforcing academia’s 
export violations, it has also devoted more resources to the training and education of universities 
regarding their obligations. In addition to governmental support, universities can take advantage 
RI�UHFHQWO\�FUHDWHG�RUJDQL]DWLRQV�WR�IXUWKHU�UHÀQH�WKHLU�RZQ�H[SRUW�FRPSOLDQFH�SURJUDPV��*LYHQ�
the combination of increasingly globalized academic institutions and diminishing federally-
funded research opportunities, robust export compliance programs may soon become key 
VWUDWHJLF�RIÀFHV�DW�XQLYHUVLWLHV�DFURVV�$PHULFD��
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Strengthened Export Controls
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Abstract 

The global trade in cyber-surveillance technologies has largely evaded public scrutiny and 
remains poorly understood and regulated. European companies play a central role in the 
proliferation of a broad spectrum of advanced surveillance systems that have legitimate uses, 
but have also been repurposed for nefarious ends. Export controls have become an important 
instrument to restrict sales of cyber-surveillance equipment and software to repressive regimes; 
KRZHYHU�� WKHVH� WHFKQRORJLHV� SRVH� VLJQLÀFDQW� FKDOOHQJHV� WR� WUDGLWLRQDO� IUDPHZRUNV� IRU� WKH�
control of dual-use exports. This article provides an overview of current developments on the 
European level and within the multilateral Wassenaar Arrangement and presents the current 
state of export controls on cyber-surveillance technology. Most importantly, it discusses the 
outcome of the European Union export control policy review, focusing on the regulation 
proposed by the European Commission in September 2016, and provides an initial assessment 
of the key innovations and limitations of the draft text. In addition, the article presents an 
DQDO\VLV�RI�WKH�FXUUHQW�GHEDWH�UHJDUGLQJ�WKH�SUREOHPDWLF�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUHµ�LQ�
the Wassenaar Arrangement and offers insights into some alternative proposals.

Keywords

ICT surveillance systems, export controls, Wassenaar Arrangement, human rights, European 
Union, EU Dual-use Regulation, policy review 
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Introduction

Increasing exports of advanced surveillance capabilities have become a focus of controversy 
and debate on regulatory and legal controls that can be used to limit sales to governments with 
dubious human rights records. European companies play a central role in the proliferation of a 
broad spectrum of systems for targeted and mass surveillance that are used to observe and analyze 
behaviors and identities of people on computers, mobile phones, and telecommunications 
networks. These technologies have legitimate uses but have also been repurposed by some 
authorities to contribute to serious human rights abuses, the suppression of journalism and civil 
society, and the persecution of human rights defenders, dissidents, and political opponents.2

Export controls today represent an important instrument to restrict sales of cyber-surveillance 
equipment and software to repressive regimes; however, these technologies pose considerable 
challenges to traditional frameworks for the control of dual-use exports. Actors in the debate 
offer different conceptions of what technologies or services should be subject to export 
authorization requirements, why these items (and not others) should be controlled, and what an 
effective control regime would look like. On September 28, 2016, the European Commission 
introduced a proposal to update the European Union Dual-Use Regulation, which includes 
new provisions on the export of cyber-surveillance technologies.3 The Commission’s draft 
will be discussed and decided upon by the European Council and the European Parliament in 
the ordinary legislative procedure. The Committee for International Trade (INTA), which is 
responsible for drafting the Parliament’s position, held an initial public hearing on the dual-
use reform on March 21, 2017, but it is not yet known when the regulation, if adopted, is 
expected to enter into force.4, 5 Concurrently, however, existing provisions on cyber-surveillance 
technologies at the multilateral level have come under increasing criticism. Several members of 
the Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods 
and Technologies (WA), most notably the United States, are concerned about unintended 
capture and harmful effects on computer security research.

The next few months will see important developments in the area of export controls on cyber-
surveillance technologies. By discussing the control challenge and summarizing the perceptions 
and proposals of different participants in the debate, this article hopes to inform the ongoing 
policy debates. It will provide an overview of current developments on the European level and 
within the WA and present the current state of export controls on cyber-surveillance technology 

2  A recent report by Ecorys and the Stockholm International Peace Research Institute (SIPRI) collected 
information on over 80 cases where cyber surveillance systems exported from the EU have been connected 
with violations of human rights or threats to international or EU security. See: “Final Report: Data and 
Information Collection for EU Dual-Use Export Control Policy Review,” Ecorys and SIPRI , 2015, 
<KWWSV���ZZZ�VLSUL�RUJ�VLWHV�GHIDXOW�ÀOHV�ÀQDO�UHSRUW�HX�GXDOXVH�UHYLHZ�SGI>.

3  EU Commission, “Proposal for a Regulation of the European Parliament and of the Council Setting Up a 
Union Regime for the Control of Exports, Transfer, Brokering, Technical Assistance and Transit of Dual-
8VH� ,WHPV� �UHFDVW��µ�&20������� ���� ÀQDO��%UXVVHOV�� ������ �http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154976.pdf>.

4  The INTA nominated MEP Klaus Buchner as Rapporteur. In parallel, the Committee on Foreign Affairs 
(AFET) will prepare an opinion on the proposal.

5  European Parliament, “Public Hearing Dual-Use Reform: How to ‘future-Proof’ EU Export Controls?,” 
2017, <https://polcms.secure.europarl.europa.eu/cmsdata/115347/programme-dual-use-reform-hearing.pdf>.

https://www.sipri.org/sites/default/files/final-report-eu-dualuse-review.pdf
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as well as interactions across governance levels. The article will also evaluate the existing 
response to limit the proliferation of cyber surveillance systems on the WA level, present an 
DQDO\VLV�RI�WKH�FXUUHQW�GHEDWH�UHJDUGLQJ�WKH�SUREOHPDWLF�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUH�µ�DQG�
RIIHU�LQVLJKWV�LQWR�DOWHUQDWLYH�SURSRVDOV³VSHFLÀFDOO\�ZKHWKHU�D�GHÀQLWLRQ�VKRXOG�UHO\�RQ�GDWD�
H[ÀOWUDWLRQ�DQG�XVHU�SHUPLVVLRQ��7KH�DUWLFOH�GLVFXVVHV�WKH�RXWFRPH�RI�WKH�(8�H[SRUW�FRQWURO�
policy review, focusing on the regulation proposed by the Commission in September 2016 
and provides an initial assessment of the key innovations and limitations of the draft text. The 
FRQFOXVLRQ�VXPPDUL]HV�LPSRUWDQW�ÀQGLQJV�DQG�RIIHUV�D�EULHI�RXWORRN��

The Wassenaar Arrangement and its Discontents 

Political Rationale for and Scope of the 2013 WA Amendments
The growing market for cyber-surveillance technologies entered into the spotlight following 
the 2011 Arab uprisings, when governments heightened the monitoring and censorship of 
communications in the region and the archives of deposed Arab regimes opened to the public.6 
In reaction to these revelations, legislative bodies in both the EU and the US have called for 
increased restrictions on cyber-surveillance and censorship technologies. In December 2013, 
WKH�:$�3OHQDU\�UDWLÀHG�WZR�VHSDUDWH�SURSRVDOV�IURP�WKH�8.�DQG�)UDQFH�WR�LPSOHPHQW�H[SRUW�
controls related to ‘intrusion software’ and IP network surveillance systems. These amendments 
represented the recognition of an increasing need by the 41 participating governments to limit 
the proliferation of sensitive surveillance technologies to bad faith actors. The WA publishes 
two lists of controlled items which are not legally binding and are periodically reviewed and 
implemented based on national discretion. The decision to deny transfer of any item is the sole 
responsibility of each participating state.

The cyber-surveillance industry is comprised of a diverse set of companies of different sizes 
DQG�GHJUHHV�RI�VSHFLDOL]DWLRQ�ZKHUH�WKH�FRQWRXUV�RI�WKH�VHFWRU�DUH�QRW�FOHDUO\�GHÀQHG��:KLOH�
a report by Ecorys and SIPRI estimates “over 250” active producers in Europe, a group of 
1*2V�WKDW�IRUPHG�WKH�&RDOLWLRQ�$JDLQVW�8QODZIXO�6XUYHLOODQFH�([SRUWV��&$86(��LGHQWLÀHV�
182 companies, and a recent effort by European journalists counted 235 “spy tech vendors 
headquartered in Europe.” 7, 8, 9 This contains both companies, including many small enterprises, 
engaged exclusively in the development, production or export of cyber-surveillance 

6  Among many individual reports, two major US news outlets and several civil society groups and international 
NGOs defending privacy and human rights, such as Privacy International, started to investigate the trade 
in cyber surveillance technologies more closely. See: “Wired for Repression,” Bloomberg, 2011, <http://
topics.bloomberg.com/wired-for-repression/>; “The Surveillance Catalogue,” Wall Street Journal, 2011, 
<http://graphics.wsj.com/surveillance-catalog/#/>.

7 “ Final Report: Data and Information Collection for EU Dual-Use Export Control Policy Review,” Ecorys 
and SIPRI, 2015, <KWWSV���ZZZ�VLSUL�RUJ�VLWHV�GHIDXOW�ÀOHV�ÀQDO�UHSRUW�HX�GXDOXVH�UHYLHZ�SGI>.

8 “ A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 
2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>.

9  Maaike Goslinga and Dimitri Tokmetzis, “The Surveillance Industry Still Sells to Repressive 
Regimes. Here’s What Europe Can Do about It,” The Correspondent, 2017, <https://thecorrespondent.
com/6249/the-surveillance-industry-still-sells-to-repressive-regimes-heres-what-europe-can-do-about-
it/679999251459-591290a5>.
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technologies and larger defense companies that provide a broad spectrum of cyber and non-cyber 
surveillance, and security solutions. Additionally, many ICT companies and technology giants 
produce technologies like probes, deep packet inspection, data storage, or analytics systems 
for both surveillance and non-surveillance end-uses. Because the sector is characterized by a 
high level of cross-border cooperation, the delivery of customized and integrated solutions, 
and the presence of a wide-range of specialized brokers and suppliers, the implementation of 
FRPSUHKHQVLYH�FRQWUROV�LV�GLIÀFXOW�DQG�GHPDQGLQJ�IRU�ERWK�OLFHQVLQJ�DXWKRULWLHV�DQG�H[SRUWHUV�

7KH�DGRSWLRQ�RI�WKH�ÀUVW�FRQWUROV�RQ�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV�LQ������VHW�D�SUHFHGHQW�E\�
introducing human rights considerations into the WA.10 WA Member States, staying within the 
DUUDQJHPHQW·V�QDUURZ�PDQGDWH��MXVWLÀHG�WKH�PHDVXUHV�DUJXLQJ�WKDW�WKHVH�WHFKQRORJLHV��´XQGHU�
certain conditions, may be detrimental to international and regional security and stability.” 11 
According to the “Initial Elements” or foundational document of the WA, the organization 
shall “contribute(s) to international and regional peace and security” and does not include 
considerations relating to the internal affairs of states.12 The French and UK governments—
which had been heavily criticized by human rights activists for the export of surveillance 
technologies to authoritarian governments—were particularly interested in increasing their 
OHYHUDJH�RYHU�VSHFLÀF�FRPSDQLHV·�H[SRUW�GHFLVLRQV��7KH�8.�JRYHUQPHQW�ZDV�FRQFHUQHG�DERXW�
the export of FinFisher intrusion technologies by Gamma International, a British-German 
company. The French government proposed the restriction on IP network surveillance systems 
after evidence emerged that Amesys, a French company, supplied its monitoring system to 
/LE\D�XQGHU�*DGGDÀ��ZKHUH�LW�ZDV�´GHSOR\HG�DJDLQVW�GLVVLGHQWV��KXPDQ�ULJKWV�FDPSDLJQHUV��
journalists or everyday enemies of the state.” 13, 14 France implemented the control almost 
immediately after it was approved by the WA, leaving EU members behind.15 

Neither amendment was designed to solve the totality of threats to privacy and human rights 
stemming from cyber-surveillance technoloJLHV��EXW�WKH\�UHSUHVHQWHG�WKH�ÀUVW�LPSRUWDQW�VWHSV�

10 “ Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>; and Tim Maurer, “Internet Freedom and Export Controls,” Carnegie, 
2016, <http://carnegieendowment.org/2016/03/03/internet-freedom-and-export-controls/iutd>.

11 “ Public Statement 2013 Plenary Meeting of The Wassenaar Arrangement On Export Controls for 
Conventional Arms And Dual-Use Goods And Technologies,” Wassenaar Arrangement Secretariat, 2013, 
<http://www.wassenaar.org/wp-content/uploads/2015/06/WA-Plenary-Public-Statement-2013.pdf>.

12 “ Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies,” 
Wassenaar Arrangement Secretariat, 2014, <http://www.wassenaar.org/wp-content/uploads/2015/06/
Guidelines-and-procedures-including-the-Initial-Elements.pdf>.

13 “ British Government Admits It Started Controlling Exports of Gamma International’s FinSpy,” Citizen 
Lab, 2012, <https://citizenlab.org/2012/09/british-government-admits-it-started-controlling-exports-of-
JDPPD�LQWHUQDWLRQDOV�ÀQVS\�>; “Reports from the Business, Innovation and Skills, Defence, Foreign 
Affairs and International Development Committees Session 2013-14 Strategic,” UK Government, 2013, 
p. 37, <KWWSV���ZZZ�JRY�XN�JRYHUQPHQW�XSORDGV�V\VWHP�XSORDGV�DWWDFKPHQWBGDWD�ÀOH�������������SGI>.

14� � 0DUJDUHW�&RNHU�DQG�3DXO�6RQQH��´/LIH�8QGHU�WKH�*D]H�RI�*DGKDÀ·V�6SLHV�µ�The Wall Street Journal, 2011, 
<http://www.wsj.com/news/articles/SB10001424052970203764804577056230832805896>.

15 “ Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>.
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towards imposing controls on the multilateral level. The coverage of both categories has raised 
some concerns with a broad range of actors and implementation of the amendments remains 
uneven; to date, the US has not implemented the controls.16 The category on IP network 
VXUYHLOODQFH��ZKLFK�FRYHUV�V\VWHPV�WKDW�FRQGXFW�KLJK�SHUIRUPDQFH�DQDO\VLV�RI�LQWHUQHW�WUDIÀF��
is criticized for its scope because it appears extremely narrow – and as a result risks failing 
to catch some of the systems that are of most concern.17 On the other hand, the control on 
LQWUXVLRQ�VRIWZDUH�FDPH�XQGHU�LQWHQVH�FULWLFLVP�EHFDXVH�LW�HPSOR\V�RYHUO\�EURDG�GHÀQLWLRQV�

,QVWHDG�RI�DGGLQJ�LQWUXVLRQ�VRIWZDUH�GLUHFWO\�WR�WKH�FRQWURO�OLVW��WKH�:$�HVWDEOLVKHV�D�GHÀQLWLRQ�
of “intrusion software” and derives from this a second group of items that is placed under 
export controls. This two-tier structure leads to the restriction of the command and control 
infrastructure used to generate, install, and instruct the spyware, i.e., the components that stay 
with the purchaser, not any component that would end up on a victim’s device. Although this 
delineation was put in place to protect targeted users and IT security businesses, cybersecurity 
UHVHDUFKHUV��DQG�PXOWLQDWLRQDO�FRPSDQLHV�KDYH�UDLVHG�VLJQLÀFDQW�FRQFHUQV��(VSHFLDOO\�LQ�WKH�
US, implementation met stiff resistance.18 Several security researchers have asserted that 
´FRQWUDU\�WR�WKH�:$·V�VWDQGDUGV��WKHVH�HQWULHV�DUH�GHÀQHG�E\�SVHXGR�WHFKQLFDO�ODQJXDJH��WKH�
possible interpretations of which are manifold.” 19�7KH\�ZRUU\�WKDW�WKH�GHÀQLWLRQ�RI�LQWUXVLRQ�
software applies “almost universally to the building blocks of security research,” which could 
have “chilling effects on the development of anti-surveillance measures and on the discovery 
of existing vulnerabilities.” 20 

16  The European Union adopted the provisions in October 2014, see: Council Regulation (EC) No. 428/2009 
of 5 May 2009 Setting up a Community Regime for the Control of Exports, Transfer, Brokering and Transit 
RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/��������RI�0D\�����������,W�LV�XQOLNHO\�WKDW�
the provisions will be fully implemented in the US. The Bureau of Industry and Security retracted the 
implementing regulation following a comment period in which it “received more than 260 comments, 
virtually all of them negative.” See: “Wassenaar: Cybersecurity and Export Control,” United States 
Congress, 2016, <https://oversight.house.gov/hearing/wassenaar-cybersecurity-and-export-control/>.

17  The interception of these communications, including online searches, emails, and VoIP calls, lies at the 
KHDUW�RI�PDQ\�PDVV�VXUYHLOODQFH�V\VWHPV��%HFDXVH� WKH� OLVWLQJ�VSHFLÀHV�DQ�H[WHQVLYH�VHW�RI�FDSDELOLWLHV��
which systems need to offer in order to fall under this export restriction, the WA language on IP network 
surveillance remains extremely narrow and does not cover the broad spectrum of network technologies 
that could be employed for repressive purposes. See Collin Anderson, “Considerations on Wassenaar 
Arrangement Control List Additions for Surveillance Technologies,” Access, 2015, <https://cda.io/r/
ConsiderationsonWassenaarArrangementProposalsforSurveillanceTechnologies.pdf>; and Tim Maurer, 
Edin Omanovic, and Ben Wagner, “Uncontrolled Global Surveillance: Updating Export Controls to the 
Digital Age,” New America Foundation, Open Technology Institute, March 2014, <https://cihr.eu/wp-
content/uploads/2014/06/Uncontrolled-Surveillance_March-2014.pdf>.

18  Katie Moussouris, “You Need to Speak Up For Internet Security. Right Now,” Wired, 2015, <http://www.
wired.com/2015/07/moussouris-wassenaar-open-comment-period/>; Kim Zetter, “Why an Arms Control 
Pact Has Security Experts Up in Arms,” Wired, 2015, <http://www.wired.com/2015/06/arms-control-pact-
security-experts-arms/>.

19  Thomas Dullien, Vincenzo Iozzo, and Mara Tam, “Surveillance, Software, Security, and Export Controls. 
5HÁHFWLRQV�DQG�5HFRPPHQGDWLRQV�IRU�WKH�:DVVHQDDU�$UUDQJHPHQW�/LFHQVLQJ�DQG�(QIRUFHPHQW�2IÀFHUV�
Meeting,” 2016, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�K%.ZJ6J<)D1�[+8NG,<:1�0QF�YLHZ>; Sergey  
Bratus et al., “Why Offensive Security Needs Engineering Textbooks,” Dartmouth University, 2014, 
<http://www.cs.dartmouth.edu/~sergey/drafts/why-offensive-security-needs-textbooks.pdf>.

20� � 6HUJH\�%UDWXV�HW�DO���´:K\�:DVVHQDDU�$UUDQJHPHQW·V�'HÀQLWLRQV�RI�,QWUXVLRQ�6RIWZDUH�DQG�&RQWUROOHG�
Items Put Security Research and Defense At Risk — And How To Fix It,” Dartmouth University 2014, 
pp. 1–13.
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Avoiding Unintended Capture
6WULNLQJ�WKH�ULJKW�EDODQFH�EHWZHHQ�EHQHÀWV�DQG�FRVWV�LV�D�FRPPRQ�FKDOOHQJH�DFURVV�DOO�H[SRUW�
FRQWURO� FDWHJRULHV� IRU� GXDO�XVH� LWHPV�� 8QGXO\� VWULQJHQW� RU� LOO�GHÀQHG� FRQWUROV� RQ� F\EHU�
surveillance technologies can hurt legitimate business interests and have harmful effects on 
FRPSXWHU� VHFXULW\� UHVHDUFK��'HÀQLWLRQV�DQG�FRQWURO� OLVWV�QHHG� WR�SURYLGH�FOHDU�JXLGDQFH� IRU�
companies and for national licensing authorities that encourages consistency in implementation 
between Member States—an issue that is also highly relevant in the context of the EU reform 
proposal. For many observers, the current mechanism of capture of the WA controls and its 
LPSOHPHQWDWLRQ�RQ�WKH�(8�OHYHO�GRHV�QRW�SURGXFH�HIÀFLHQW�FRQWUROV��,7�VHFXULW\�UHVHDUFKHUV�DQG�
companies have argued that the complete removal or renegotiation of the 2013 amendments 
is preferable to their (partial) adoption, which would make the provisions subject to divergent 
national interpretation.21 NGOs, privacy and human rights activists, and other researchers, 
KRZHYHU�� RSSRVH� FDOOV� IRU� WKH� HOLPLQDWLRQ� DQG� DUJXH� IRU� FODULÀFDWLRQV�� VSHFLÀF� H[HPSWLRQV��
controls that apply only to end use cases and end-users facilitating or conducting surveillance, 
DV�ZHOO�DV�FOHDUHU�GHÀQLWLRQV�IRU�WKH�PRVW�FRQWHQWLRXV�FDWHJRULHV�22 

The core problem is that the existing WA entries on “intrusion software” (Categories 4.A.5., 
4.D.4., 4.E.1.a., and 4.E.1.c.) are based on technical attributes common to both commercial 
VXUYHLOODQFH�DQG�LQIRUPDWLRQ�VHFXULW\�WRROV³WKRVH�WHFKQRORJLHV�WR�LQÀOWUDWH�WDUJHWHG�GHYLFHV�
without consent and those for testing for vulnerabilities. IT security researchers emphasize that 
“it is impossible to distinguish among malicious and innocuous software on a technical basis” 
DQG�VRPH�HYHQ�DUJXH�WKDW�´XQOHVV�D�VSHFLÀF�VRIWZDUH�FDQ�EH�FRQÀGHQWO\�FODVVLÀHG�DV�´VLQJOH�
use,” it would be highly unwise to regulate it.” 23, 24 A number of alternative proposals suggest 
IRFXVLQJ�RQ�WKH�FULWLFDO�GHSHQGHQFH�RI�VXUYHLOODQFH�VRIWZDUH�´WR�VHFUHWO\�H[ÀOWUDWH�GDWD�IURP�
the computer, without user permission or knowledge” to ensure that legitimate research and 

21� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH�:DVVHQDDU�$UUDQJHPHQW�/LFHQVLQJ�DQG�(QIRUFHPHQW�2IÀFHUV�0HHWLQJ�µ� DQG�
Microsoft Corporation, “Written Testimony of Cristin Flynn Goodwin Assistant General Counsel for 
Cybersecurity at Microsoft Corporation; Joint Subcommittee Hearing on Wassenaar: Cybersecurity & 
Export Control January 12, 2016,” United States Congress, 2016, <https://oversight.house.gov/wp-content/
uploads/2016/01/Goodwin-Microsoft-Statement-1-12-Wassenaar.pdf>; Cheri F . McGuire, “Prepared 
Testimony and Statement for the Record of Cheri F. McGuire Vice President, Global Government Affairs 
& Cybersecurity Policy; Symantec Corporation Hearing on Wassenaar: Cybersecurity & Export Control 
Before the House Committee on Homeland,” United States Congress, 2016, <https://oversight.house.gov/
wp-content/uploads/2016/01/McGuire-Symantec-Statement-1-12-Wassenaar.pdf>.

22  Access et al., “Comments to the US Department of Commerce on Implementation of 2013 Wassenaar 
Arrangement Plenary Agreements (RIN 0694-AG49),” 2015, <KWWSV���ZZZ�HII�RUJ�ÀOHV������������
MRLQWZDVVHQDDUFRPPHQWV�ÀQDO���SGI>; and Electronic Frontier Foundation, “Comments of the Electronic 
Frontier Foundation on the Wassenaar Arrangement 2013 Plenary Agreements Implementation: 
Intrusion and Surveillance Items, RIN 0694-AG49,” 2015, <KWWSV���ZZZ�HII�RUJ�ÀOHV������������
effwassenaarcomments-1.pdf>.

23� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH� :DVVHQDDU� $UUDQJHPHQW� /LFHQVLQJ� DQG� (QIRUFHPHQW� 2IÀFHUV� 0HHWLQJ�µ�
WA-CAT4 Draft, 2015, <https://tac.bis.doc.gov/index.php/documents/pdfs/299-surveillance-software-
VHFXULW\�DQG�H[SRUW�FRQWUROV�PDUD�WDP�ÀOH>.

24  Vincenzo Iozzo, “Speech to Members of the European Parliament and European Commission, 
September 30, 2015,” 2015, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�1/�MN(4.M<FQS�D8WV695R4M$�
view?pref=2&pli=1>.
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information sharing is still possible without the need to apply for an export license.25 Because 
´WKH�YDVW�PDMRULW\�RI�H[ÀOWUDWLRQ�VRIWZDUH�KDV�QR�OHJLWLPDWH�XVH�µ�LW�´FRXOG�VDIHO\�EH�UHJXODWHG�
without having adverse consequences on legitimate security research.” 26 

Some proposals also call for a control approach that “takes into account the intent of the 
technology and software developer.” 27�%\�VKLIWLQJ�WKH�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUHµ�WR�IRFXV�
on intent, not functionality, the export authorization would rely more on contextual information. 
Manifest intent could, for example, be established by looking at the way the software is designed, 
i.e., whether it is designed to be used against a non-consenting other party, or the way the 
software is marketed.28 This approach tries to reconcile both sides of the debate by adding to the 
GHÀQLWLRQ�RI�LQWUXVLRQ�VRIWZDUH�WKH�FULWHULRQ�RI�DXWKRUL]DWLRQ�E\�WKH�RZQHU�RI�WKH�WDUJHWHG�GHYLFH�
WR�LQVWDOO�VRIWZDUH�RU�SHUIRUP�VSHFLÀF�DFWLRQV�29

However, while the overlap between offensive and defensive applications seems to necessitate 
increased attention to the intended use of technologies, it also complicates the export 
authorization process.30 Because export controls are critically dependent on the capacity to 
GHÀQH� DQ� LWHP�ZLWK� OHJDO� SUHFLVLRQ� LQ� D�PDQQHU� WKDW� FDQ� EH� HPSOR\HG� DW� VRPH� VWDJH� SULRU�
WR� WKH� WUDQVIHU�� FDWHJRULHV� RQ� WKH� GXDO�XVH� OLVW� DUH� WUDGLWLRQDOO\� EDVHG� RQ� SUHFLVHO\� GHÀQHG�
performance metrics. While it might be possible to identify certain products by relying on user 
authorization as a criterion, this would not apply to the full spectrum of relevant technologies. 
6LPLODUO\��D�GHÀQLWLRQ�RI�LQWUXVLRQ�VRIWZDUH�GHSHQGHQW�RQ�LWV�LQWHQGHG�XVH�ZRXOG�OLNHO\�SRVH�
a higher administrative burden for licensing authorities, while exporters would be required 
to provide additional information on customers and develop further so-called “know your 
FXVWRPHU�DSSURDFKHV�µ�7KH�DPELJXLW\�RI�D�FODVVLÀFDWLRQ�RI�SURGXFWV�EDVHG�RQ�LQWHQW�PD\�DOVR�
be compounded by the component nature of cyber-surveillance systems; licensing authorities 
would need additional technical expertise to identify critical exports.

25  Sergey Bratus et al., “Why Offensive Security Needs Engineering Textbooks,” Dartmouth University, 
2014, <http://www.cs.dartmouth.edu/~sergey/drafts/why-offensive-security-needs-textbooks.pdf>.

26  Vincenzo Iozzo, “Speech to Members of the European Parliament and European Commission, 
September 30, 2015,” 2015, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�1/�MN(4.M<FQS�D8WV695R4M$�
view?pref=2&pli=1>.

27 “Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>; “A Critical Opportunity: Bringing Surveillance Technologies within 
the EU Dual-Use Regulation,” CAUSE Report, June 2015, p. 17, <https://privacyinternational.org/sites/
GHIDXOW�ÀOHV�&$86(���UHSRUW���Y��SGI>.

28  Thomas Dullien, “An Attempt at Fixing Wassenaar,” ADD/XOR/LOR Blog, 2016, <http://addxorrol.
blogspot.de/>.

29� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH� :DVVHQDDU� $UUDQJHPHQW� /LFHQVLQJ� DQG� (QIRUFHPHQW� 2IÀFHUV� 0HHWLQJ�µ�
WA-CAT4 Draft, 2015, <https://tac.bis.doc.gov/index.php/documents/pdfs/299-surveillance-software-
VHFXULW\�DQG�H[SRUW�FRQWUROV�PDUD�WDP�ÀOH>.

30  This can also be highlighted with reference to the Tallinn Manual on the International Law Applicable 
WR�&\EHU�:DUIDUH��ZKLFK�GHÀQHV�D�¶F\EHU�ZHDSRQ·�E\�WKH�HIIHFWV�LW�PD\�KDYH��UDWKHU�WKDQ�E\�LWV�QDWXUH�RU�
components, or means of operation or construction. (See Tallinn Manual Rule 41 No 2).
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Avenues for Future Activity on the WA Level 
5HYLVLQJ�WKH�UHOHYDQW�:$�ODQJXDJH�KDV�SURYHQ�GLIÀFXOW��QRW�OHDVW�EHFDXVH�WKH�PDMRULW\�RI�WKH�
41 members have already implemented the provisions, and the controls on cyber-surveillance 
technologies are only two of many items to be reviewed and discussed.31 On March 1, 2016, 
the US government sent an open letter to several business associations in which it explained 
WKDW�WKH�DGPLQLVWUDWLRQ�´KDV�SURSRVHG�LQ�WKLV�\HDU·V�:$�>UHYLHZ@�WR�HOLPLQDWH�WKH�FRQWUROV�RQ�
technology required for the development of ‘intrusion software.’” 32 After some initial successes 
in mid-2016, when the parties agreed in principle to clarify some of the wording and asked 
IRU�D� UHSRUW�GHWDLOLQJ�VSHFLÀF�H[DPSOHV�RI�F\EHUVHFXULW\� WRROV� WKDW�PLJKW�EH� LQDSSURSULDWHO\�
covered, the WA Plenary of December 2016 failed to rephrase the most important provisions 
with regard to vulnerability research and disclosure.33 Despite the US government’s two-year 
effort, delegates could not reach a unanimous decision to ease the export restrictions, which 
VKRZV�WKH�GLIÀFXOWLHV�LQKHUHQW�LQ�WKH�PXOWLODWHUDO�QHJRWLDWLRQ�SURFHVV�34 It will now be up to the 
new US Trump administration to decide whether to continue renegotiations.35 

7KH� GLIÀFXOWLHV� HQFRXQWHUHG� ZKHQ� WU\LQJ� WR� PRGLI\� WKH� DUUDQJHPHQW·V� H[LVWLQJ� SURYLVLRQV�
also give some indication of the challenges in creating multilateral controls for additional 
products and services—which remains the preferred course of action for many stakeholders, 
including European exporters of cyber-surveillance technologies.36 Export controls should 
principally be established on the highest possible level to increase their impact and prevent 
circumvention. Further attempts to add cyber-surveillance technologies to the WA on human 

31  Tim Maurer, “Internet Freedom and Export Control,” Carnegie Endowment for International Peace, 2016, 
<http://carnegieendowment.org/2016/03/03/internet-freedom-and-export-controls-pub-62961>.

32 “ Letter from Secretary Pritzker to Several Associations on the Implementation of the Wassenaar Arrangement 
‘intrusion Software’ and Surveillance Technology Provisions,” US Department of Commerce, March 1 
2016, 2016, <https://www.bis.doc.gov/index.php/oee/9-bis/carousel/1010-letter-from-secretary-pritzker-
to-several-associations-on-the-implementation-of-the-wassenaar-arrangement-intrusion-software-and-
surveillance-technology-provisions!��´0DMRU�%XVLQHVV�DQG�7HFK�*URXSV�&DOO�RQ�$GPLQLVWUDWLRQ�2IÀFLDOV�
to Renegotiate Wassenaar Arrangement to Strengthen Cybersecurity,” Information Technology Industry 
Council, 2016, <http://www.itic.org/dotAsset/9/8/98c27c3a-609b-41e3-8f7b-4fe1bb642ad6.pdf>.

33� � :LWK�UHJDUG�WR�FDWHJRULHV���$�������'����WKH�GHÀQLWLRQ�RI�¶LQWUXVLRQ�VRIWZDUH·�ZDV�DPHQGHG��6HH�SDJH�����
of the WA Dual-use List: <http://www.wassenaar.org/wp-content/uploads/2016/12/WA-LIST-16-1-2016-
List-of-DU-Goods-and-Technologies-and-Munitions-List.pdf>; 

34  Iain Mulholland and Katie Moussouris, “Administration Should Continue to Seek Changes to International 
Cyber Export Controls,” The Hill, 2017, <http://thehill.com/blogs/congress-blog/technology/316978-
administration-should-continue-to-seek-changes-to>; Iain Thomson, “Wassenaar Weapons Pact Talks 
Collapse Leaving Software Exploit Exports in Limbo,” The Register, 2016, <http://www.theregister.
co.uk/2016/12/21/wassenar_negotiations_fail/>.

35  Jim Langevin, “Langevin Statement on Wassenaar Arrangement Plenary Session,” Congressman Jim 
Langevin Website, December 19, 2016, <http://langevin.house.gov/press-release/langevin-statement-
wassenaar-arrangement-plenary-session>.

36  See for example the statements of expert witnesses from industry associations and producers at the European 
Parliament, “Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation,” 
March 21, 2017, <http://www.europarl.europa.eu/news/en/news-room/20170316IPR67192/committee-
on-international-trade-21032017-(pm)>.
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ULJKWV�JURXQGV�ZLOO��KRZHYHU��OLNHO\�PHHW�VLJQLÀFDQW�UHVLVWDQFH�37 The WA’s traditional focus 
on conventional arms and dual-use items for the production of Weapons of Mass Destruction 
:0'V��SODFHV�VLJQLÀFDQW�OLPLWV�RQ�WKH�W\SHV�RI�VXUYHLOODQFH�WHFKQRORJLHV�WKDW�FDQ�EH�DGGHG��
The present controversy about unintended capture, the business-friendly attitude of the new US 
administration, and generally diverse WA membership, which, for example, includes Russia 
and remains subject to EU and US sanctions—are also likely to increase opposition.

*LYHQ�WKH�LQHIÀFLHQF\�RI�FRQWUROV�DQG�WKH�ODFN�RI�SURJUHVV�RQ�WKH�PXOWLODWHUDO�OHYHO��(8�0HPEHU�
States have—in some cases reluctantly—developed further the European control regime and 
independently implemented additional controls on the national level.38 For example, Italy 
established restrictions in 2012 following reports that an Italian company had begun to install 
a monitoring center in Syria.39 More recently, the German government introduced national 
controls on items that are not listed at the WA or EU level in July 2015 after a German proposal 
to add additional lawful interception technologies to the WA lists did not gain traction from late 
2014 to early 2015.40 Germany argued that national measures had become necessary because 
similar restrictions on the European level “could not be expected before 2017” but would repeal 
the national controls once a European solution had been implemented.41 On the European level, 
an increasing number of actors, including a majority of the European Parliament, have argued 
for an independent mechanisms through which to control the export of cyber-surveillance 
technologies. The draft regulation on dual-use exports recently published by the European 
Commission, which will be discussed in the next section, represents an important step in this 
direction and takes up many suggestions made in the debate and public consultation. 

37  Ian J. Stewart and Sibylle Bauer, Workshop: Dual-Use Export Controls (Background Paper), 2015, p. 30, 
<http://www.europarl.europa.eu/RegData/etudes/STUD/2015/535000/EXPO_STU(2015)535000_EN.pdf>.

38  Article 8 (1) of Regulation 428/2009 permits EU governments to impose national controls on non-listed 
items for reasons of public security or human rights considerations. This clause has repeatedly been used 
to control cyber surveillance technologies.

39  The company in question, Area S.p.A., announced that it would not complete the installation of the 
monitoring center. See Vernon Silver, “Italian Firm Exits Syrian Monitoring Project, Repubblica 
Says,” Bloomberg Business, 2011, <KWWS���ZZZ�EORRPEHUJ�FRP�QHZV�DUWLFOHV������������LWDOLDQ�ÀUP�
exits-syrian-monitoring-project-repubblica-says>; Italian Government, “Notices From Member States 
Regarding Council Regulation (EC) No 428/2009: Regarding Delivery of Monitoring System to Syria,” 
2012, <http://trade.ec.europa.eu/doclib/docs/2012/september/tradoc_149946.pdf>.

40  The fourth amendment to the German Foreign Trade Ordinance establishes new control list categories 
covering monitoring centers and data retention systems and introduces authorization requirements on 
the provision of ‘technical assistance,’ an intentionally broad concept of related services. However, the 
national controls affect only a small number of companies, many of which had already been subject to 
export controls on encryption technologies. See: Stephanie Horth, Joanna Bronowicka, and Ben Wagner, 
“Policy Brief Export Control,” Centre for Internet and Human Rights, 2015, <https://cihr.eu/export-
controls-policy-paper/>.

41  German Government, Vierte Verordnung zur Änderung der Außenwirtschaftsverordnung, 2015, <https://
www.bmwi.de/BMWi/Redaktion/PDF/V/vierte-verordnung-zur-aenderung-der-aussenwirtschaftsverordn
ung,property=pdf,bereich=bmwi2012,sprache=de,rwb=true.pdf>.
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EU Dual-Use Export Controls and Policy Review 

The Outcome of the Export Control Policy Review
Increasing exports of cyber-surveillance technologies have been addressed by the European 
8QLRQ�WKURXJK�D�VHULHV�RI�ORRVHO\�FRQQHFWHG�PHDVXUHV��7KHVH�LQFOXGH�WKH�EURDGHQLQJ�RI�VSHFLÀF�
sanction regimes from 2011 onwards, the implementation of WA amendments in October 2014, 
the adoption of human rights guidelines with regard to freedom of expression online, and 
a wide-ranging review of the EU’s dual-use export control policies.42 This section analyzes 
the outcome of the export control policy review, which was broadly aimed at updating the 
UHJXODWRU\� IUDPHZRUN� RQ� GXDO�XVH� H[SRUWV�� UHJXODWRU\� VLPSOLÀFDWLRQ�� DQG� ´DQ� LQLWLDWLYH� WR�
control ICTs to prevent violations of human rights and protect the EU’s security.” 43 

On September 28, 2016, the European Commission proposed a draft regulation to modernize 
the existing control regime, highlighting the need for “adjusting to evolving security risks and 
WKUHDWV��DGDSWLQJ�WR�UDSLG�WHFKQRORJLFDO�DQG�VFLHQWLÀF�GHYHORSPHQWV��>DQG@�SUHYHQWLQJ�WKH�H[SRUW�
of cyber-surveillance technology in violation of human rights.” 44 The Commission characterized 
the proposal as an ambitious step that combines elements of a more pragmatic export control 
“system update” aimed at adjusting the existing framework with a forward-looking “system 
modernization” focusing on cyber-surveillance technologies and human rights.45 The draft 
would replace Regulation 428/2009, adopted in May 2009, which so far formed the basis for 
the EU’s common policy on export controls for dual-use items, including cyber-surveillance 
technologies. The Dual-Use Regulation establishes rules for export, transit, brokering, and intra-
community transfer procedures across EU Member States and aggregates externally-originating 
requirements that are agreed within the WA and other multilateral export control regimes. The 
regulation is binding and directly applicable throughout the EU but leaves implementation and 
enforcement to Member States, including decisions regarding whether to grant or to refuse 
export licenses—although coordination measures exist to promote uniform implementation.46 

42  Following revelations about European companies selling surveillance technologies to Iran and Syria, 
FRXQWU\�VSHFLÀF� VDQFWLRQV� UHJLPHV� ZHUH� XSGDWHG� DV� SDUW� RI� WKH� (8·V� &RPPRQ� )RUHLJQ� DQG� 6HFXULW\�
Policy (CFSP). In December 2011, a broad ban on equipment and software “for use in the monitoring or 
interception by the Syrian regime, or on its behalf, of the internet and of telephone communications on 
PRELOH�RU�À[HG�QHWZRUNVµ�DQG�WKH�SURYLVLRQ�RI�DVVRFLDWHG�VHUYLFHV�ZDV�DGGHG�WR�VDQFWLRQV�DJDLQVW�6\ULD��
In March 2012, equivalent language was inserted into the Iran embargo.

43 “ Roadmap. Review of the EU Dual-Use Export Control Regime,” European Commission, 2015, <http://
ec.europa.eu/smart-regulation/impact/planned_ia/docs/2015_trade_027_duxc_en.pdf>; and “Green Paper: 
The Dual-Use Export Control System of the European Union: Ensuring Security and Competitiveness 
in a Changing World,” European Commission, 2011, <http://trade.ec.europa.eu/doclib/docs/2011/june/
tradoc_148020.pdf>.

44 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

45  These terms describe Policy Option 3 and Option 4 set out in the Roadmap for the export control policy 
review, cf. European Commission, “Roadmap. Review of the EU Dual-Use Export Control Regime.”

46  To avoid delays, the Commission has delegated authority to update the control list pursuant to regulation 
599/2014. At the time of writing, the latest version of the control list is regulation 2016/1969 of 12 
September 2016.
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7KH� SURSRVHG� UHJXODWLRQ� SODFHV� VLJQLÀFDQW� HPSKDVLV� RQ� WKH� FRQWURO� RI� F\EHU�VXUYHLOODQFH�
WHFKQRORJLHV��7KH�RIÀFLDO�LPSDFW�DVVHVVPHQW�IRU�WKH�UHJXODWLRQ�DUJXHV�WKDW�D�PRGHUQL]DWLRQ�RI�
the existing regime “appears indispensable to achieve the objective to prevent human rights 
violation caused by the lack of appropriate controls of cyber-surveillance technology.” 47 
7R�WKLV�HQG�� WKH�GHÀQLWLRQ�RI�GXDO�XVH� LWHPV�KDV�EHHQ�UHYLVHG� LQ�$UWLFOH����E�RI� WKH�GUDIW� WR�
VSHFLÀFDOO\�LQFOXGH�´F\EHU�VXUYHLOODQFH�WHFKQRORJ\�ZKLFK�FDQ�EH�XVHG�IRU�WKH�FRPPLVVLRQ�RI�
serious violations of human rights or international humanitarian law, or can pose a threat to 
international security or the essential security interests of the Union and its Member States.” 
Taking up and combining some of the initial proposals in the review, the draft regulation sets 
RXW�D�WZRIROG�FRQWURO�DSSURDFK��ÀUVW��LW�LQWURGXFHV�DQ�(8�DXWRQRPRXV�FRQWURO�OLVW�RI�VSHFLÀF�
cyber-surveillance technologies (Annex 1B “List of Other Dual-Use Items).48 Second, it 
establishes a targeted catch-all clause designed to act as an emergency brake in cases “where 
there is evidence that the items may be misused by the proposed end-user for directing or 
implementing serious violations of human rights or international humanitarian law in situations 
RI�DUPHG�FRQÁLFW�RU�LQWHUQDO�UHSUHVVLRQ�LQ�WKH�FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�49 

7KH�QHZ�UHJXODWLRQ�DOVR�IRU�WKH�ÀUVW�WLPH�IHDWXUHV�D�GHÀQLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\�
which is broadly understood as “items specially designed to enable the covert intrusion into 
information and telecommunication systems with a view to monitoring, extracting, collecting 
and analyzing data, and/or incapacitating or damaging the targeted system.” 50 This constitutes 
D� ZLGH� GHÀQLWLRQ� RI� WKH� WHFKQRORJLHV� LQ� TXHVWLRQ� DQG� LV� GHYHORSHG� IXUWKHU� E\� H[SOLFLWO\�
VWDWLQJ� WKDW�´>W@KLV� LQFOXGHV� LWHPV� UHODWHG� WR� WKH� IROORZLQJ� WHFKQRORJ\�DQG�HTXLSPHQW��PRELOH�
telecommunication interception equipment; intrusion software; monitoring centers; lawful 
interception systems and data retention systems; digital forensics.” 51�,QWHUHVWLQJO\��WKH�GHÀQLWLRQ�
KDV�EHHQ�QDUURZHG�EHWZHHQ�-XO\�������ZKHQ�D�GUDIW�RI�WKH�SURSRVDO�ZDV�OHDNHG��DQG�WKH�RIÀFLDO�
publication in September 2016.52�:KLOH�WKH�ROG�GHÀQLWLRQ�UHÁHFWHG�WKH�YHU\�EURDG�FRQFHSWLRQ�
of cyber-surveillance technologies available in the Ecorys/SIPRI report supporting the EU 
impact assessment, the new version no longer explicitly refer to biometrics, location tracking, 

47 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

48  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2. 

49 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

50  See Article 2.2.21 of the draft regulation. 

51  Ibid. 

52  Catherine Stupp, “Commission Plans Export Controls for Surveillance Technology,” Euractiv, 2016, 
<https://www.euractiv.com/section/trade-society/news/technology-companies-face-export-hurdles-under-
draft-eu-rules/>.
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probes, and deep packet inspection systems.53, 54 The accompanying documents did not explain 
WKH�UDWLRQDOH�EHKLQG�WKH�FODULÀFDWLRQ��LW�PLJKW�EH�GXH�WR�FRQFHUQV�UHJDUGLQJ�XQLQWHQGHG�FDSWXUH�
and administrative costs for national agencies or exporters. This will be discussed in the next 
sections, which introduce key innovations in the proposal and offer an assessment of the wider 
implications and limitations of the draft text so far as it relates to cyber-surveillance technologies. 

An EU Autonomous Control List: Additional Coverage but a Lack of Clarity
The Commission has proposed to introduce an EU autonomous list with the aim to control the 
H[SRUW�RI�VSHFLÀF�LWHPV�QHFHVVDU\�LQ�F\EHU�VXUYHLOODQFH�WKDW�DUH�QRW�SDUW�RI�RWKHU�DSSOLFDEOH�
control lists.55 This represents an important and ambitious step that has also been advocated 
by different actors in the debate.56 However, EU governments and industry have previously 
sought to avoid adopting EU-level controls on items that are not included on the WA level due 
to concerns about implementation costs and the competitiveness of EU-based companies. The 
Commission has therefore been very careful to highlight that the new control measures “should 
QRW�JR�EH\RQG�ZKDW�LV�SURSRUWLRQDWHµ�DQG�WKH�LPSDFW�DVVHVVPHQW�VWDWHV��´>W@KH�SUHFLVH�GHVLJQ�
of those new controls would ensure that negative economic impact will be strictly limited and 
will only affect a very small trade volume.” 57 Reliable estimates regarding the size of the cyber-
surveillance sector are, of course, hard to come by, but SIPRI recently conducted a trade analysis 
of dual-use related exports of ICT goods. They found dual-use related exports in electronics of 
¤31.7 billion, in computers of at least ¤2 billion, and in telecommunications and ‘information 
security’ of up to ¤22.6 billion for the year 2014.58 Still, it remains impossible to infer from 
WKHVH� ÀJXUHV� WKH� H[SRUW� YROXPH� RI� HVSHFLDOO\� FULWLFDO� WHFKQRORJLHV� OLNH� LQWUXVLRQ� VRIWZDUH��
ZKLFK�DFFRXQWV�RQO\�IRU�D�VPDOO�SHUFHQWDJH�RI�WKHVH�ÀJXUHV�59 Further taking into account that 
these numbers represent global exports, it is likely that the new controls will only affect a small 
DPRXQW�RI�WKLV�WUDGH��ZKLFK�FDQ�EH�UHGXFHG�IXUWKHU�E\�GHÀQLQJ�WKH�FRQWUROOHG�WHFKQRORJLHV�DQG�
circumstances in which export authorization should be denied more accurately.

53  Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control Policy 
Review,” 2015, pp. 147-9, 218.

54  Civil society actors such as a group of NGOs represented by the Coalition Against Unlawful Surveillance 
([SRUWV� �&$86(�� KDYH� DUJXHG� IRU� DGGLWLRQDO� FRQWUROV� RQ� YRLFH� LGHQWLÀFDWLRQ� WHFKQRORJ\�� ORFDWLRQ�
monitoring technology and additional systems for collecting data as it passes through communications 
QHWZRUNV� �/,� VROXWLRQV� DQG� ¶LQWHU�FRQQHFWRUV·�� SUREHV� DQG� ÀEHU� WDSV���0RVW� RI� WKHVH�ZRXOG� KDYH� EHHQ�
SDUW� RI� WKH� GHÀQLWLRQ� RI� F\EHU�VXUYHLOODQFH� WHFKQRORJ\� LQ� WKH� YHUVLRQ� DV� RI� -XO\� ������6HH� ´$�&ULWLFDO�
Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 2015, 
<KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>.

55  Regulation 428/2009 aggregates externally-originating requirements that are agreed within other forums, 
VSHFLÀFDOO\�WKH�:$��WKH�0LVVLOH�7HFKQRORJ\�&RQWURO�5HJLPH��WKH�1XFOHDU�6XSSOLHUV·�*URXS��WKH�$XVWUDOLD�
Group and the Chemical Weapons Convention.

56  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

57  See recital (5) of the draft EU regulation.

58  Based on Eurostat data and mirroring the ECCN categories 3 to 5. Ecorys and SIPRI, “Final Report: Data 
and Information Collection for EU Dual-Use Export Control Policy Review,” 2015, p. 146.

59  This can be inferred from looking at national export statistics on cyber-surveillance technologies that is 
made publicly available by the UK and Switzerland. 
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Although the coverage of the proposed autonomous list remains limited, few countries seem 
to support the approach.60 A 2015 survey by Ecorys and SIPRI of Member State governments 
found that only a small number of respondents are in favor of controlling additional 
technologies such as “LI systems, data retention systems, and covert mass surveillance.” 61 
Interestingly, the new Annex 1B mirrors the control provisions that were implemented by 
the German government on the national level with regard to Law Enforcement Monitoring 
Facilities and data retention systems in July 2015.62 However, a group of EU Member States, 
including Germany, France, and the UK, asked the Commission before publication of the 
proposal to scrap the autonomous list approach, allegedly arguing that “unilateral EU lists 
ZRXOG�EH�OHVV�HIIHFWLYH��>DQG@�XQGHUPLQH�WKH�FRPSHWLWLYHQHVV�RI�(8�LQGXVWU\�µ�63 Instead, they 
proposed to attempt further negotiations on the WA level or in an alternative international 
setting beyond the EU, a shift that would further delay the establishment of effective controls 
IRU�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV��7KLV�ZRXOG��RI�FRXUVH��VLJQLÀFDQWO\�GHFUHDVH�WKH�LPSDFW�
and innovative character of the new EU regulation. 

Unilateral, EU-wide controls have especially been opposed by the European cyber-surveillance 
industry but also have effects beyond Europe. Press reports indicate that the Commission 
has been approached by companies and industry associations fearing that the regulation 
would decrease their competitiveness and legal certainty, and could even force companies 
to move outside the EU.64 A group of Commissioners, led by then-Commissioner for Digital 
Economy Günther Oettinger, allegedly argued for a more business-friendly regulation 
DQG� OREE\LQJ� HIIRUWV� PLJKW� DOUHDG\� KDYH� OHG� WR� WKH� QDUURZLQJ� RI� WKH� GHÀQLWLRQ� RI� F\EHU�

60  Section B of Annex I (“Other Items of Cyber-Surveillance Technology” contains entries for monitoring 
centers for lawful interception and data retention systems or parts thereof (10A001) as well as the 
UHVSHFWLYH�SURYLVLRQV�RQ�WKH�VRIWZDUH����'�����DQG�WHFKQRORJ\����(�����QHFHVVDU\�IRU�WKH�LWHPV�VSHFLÀHG�
in 10A001. The new controls may offer a potential loophole because, according to the technical note, 
category 10A001 includes an exemption for products designed for and used at telecommunications 
companies (service providers). Especially data retention is often performed by service providers and in 
many authoritarian states these have close ties to the state. This exemption has already been criticized 
in the context of the German controls; the impact on the effectiveness of the controls remains, however, 
GLIÀFXOW�WR�DVVHVV��6HH�IRU�H[DPSOH�&DWKHULQH�6WXSS��´*HUPDQ\�/HDYHV�%UXVVHOV�EHKLQG�RQ�6XUYHLOODQFH�
Tech Export Controls,” Euractiv, 2015, <http://www.euractiv.com/section/digital/news/germany-leaves-
brussels-behind-on-surveillance-tech-export-controls/>.

61  Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control Policy 
Review,” 2015, pp. 147-9, 218. 

62  This relates to the German Foreign Trade Ordinance (Außenwirtschaftsverordnung) and especially the 
categories 5A902, 5D902, 5E902 in Appendix 1 (AL) Part I B (in force 18.07.2015). 

63  EurActiv reported that Austrian, Finnish, French, German, Polish, Slovenian, Spanish, Swedish, and UK 
diplomats circulated a memo asking the Commission to scrap the list of products that will be subject to 
EU export controls and instead broker an international agreement that involves countries outside the EU. 
See: Catherine Stupp, “Tech Industry, Privacy Advocates Pressure Commission on Export Control Bill,” 
Euractiv, 2016, <https://www.euractiv.com/section/trade-society/news/tech-industry-privacy-advocates-
pressure-commission-on-export-control-bill/>.

64  Because the sector is highly fragmented and companies offer a very heterogeneous set of goods, services 
and technologies, they are not represented by a single industry association. Rather, certain companies are 
members of ICT-focused associations, such as Digital Europe, or IT-focused associations, such as BitKom, 
or defense and security associations, such as ASD, while especially smaller companies are not members of 
any association.
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surveillance technology described above.65 In terms of implementation, the Commission’s 
impact assessment concedes that controls on cyber-surveillance technologies “could result in 
a higher administrative burden for operators and authorities, since a new category of goods and 
technology would be subject to control.” 66 In addition, it has been argued that an autonomous 
list could generate some confusion with non-EU states that refer to the EU dual-use list as 
a synthesis of multilateral regimes that are nationally implemented.67 Would the EU start to 
LQFOXGH�DGGLWLRQDO� WHFKQRORJLHV�EHFDXVH�RI� VSHFLÀF�KXPDQ� ULJKWV� FRQFHUQV�� WKHVH�FRXQWULHV�
might stop aligning their national control lists with the EU framework, thus decreasing 
WKH� LQGLUHFW� LQÁXHQFH�RI� WKH�(8�RQ�H[SRUW� FRQWUROV�JOREDOO\��2Q� WKH�RWKHU�KDQG��XQLODWHUDO�
measures—together with some active diplomacy—could also allow the EU to demonstrate 
how cyber-surveillance technologies can effectively be controlled and increase the chances 
that others might follow or enact similar controls.

Much work is still required to ensure that legitimate exports are not inadvertently caught. The 
proposal offers some assurances that the new controls do “not prevent the export of information 
and communication technology used for legitimate purposes, including law enforcement and 
internet security research.” 68 While the Commission intends to develop guidelines to support 
the practical application of the proposed controls, it recently described the development of 
these guidelines as a principally “operational issue” that could be addressed later. For all 
affected communities, the vagueness of the new control provisions on cyber-surveillance 
WHFKQRORJLHV�UHPDLQV�D�NH\�FRQFHUQ��7KH�ODFN�RI�FODULW\�RQ�ZKDW��IRU�H[DPSOH��FDQ�EH�FODVVLÀHG�
DV�´GLJLWDO�IRUHQVLFV�µ�D�WHUP�XVHG�LQ�WKH�SURSRVDO·V�GHÀQLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\��
in combination with the new catch-all provision, has been raised by companies and NGOs 
alike. Privacy International rightly observes that “like intrusion software, forensic tools can be 
used to enhance and improve cybersecurity, and by extension protect human rights globally, 
and must not be restricted when moving between international parties to remedy problems 
with IT systems.” 69 The discussion on the coverage of the proposed regulation thus mirrors 
WKH�VLWXDWLRQ�RQ�WKH�:$�OHYHO��ZKHUH�D�ODFN�RI�FOHDU�GHÀQLWLRQV�FUHDWHV�OHJDO�XQFHUWDLQW\�DQG�
inconsistent implementation.

An important question also is whether the Commission would be empowered to add 
technologies independently to the autonomous list (Annex 1 Section B), which is currently 

65  Ibid.

66 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, September 28, 2016, <http://trade.ec.europa.eu/
doclib/docs/2016/september/tradoc_154978.pdf>.

67  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, 
Trade and Academic Freedom in a Changing World,” Nonproliferation Papers 48 (2016) p. 8, <http://
www.nonproliferation.eu/web/documents/nonproliferationpapers/the-dual-use-export-control-policy-
review-balancin-49.pdf>.

68  Preamble of the draft regulation, recital (5). 

69  Edin Omanovic, “Landmark Changes to EU Surveillance Tech Export Policy Proposed, Leaked Document 
Shows,” Privacy International, July 2016, <https://www.privacyinternational.org/node/909>.
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envisioned in Article 16.2b of the draft.70 Delegated acts were previously only used to aggregate 
externally-originating requirements negotiated by the Member States in multilateral export 
control forums. Article 16.2 would enable the Commission to assess the risks associated to 
non-listed technologies and to enact additional controls on cyber surveillance technologies if it 
proves necessary, an approach which has been suggested by some researchers.71 It is likely that 
Member States would oppose this appreciation of the Commission’s role and the lack of clear 
selection and assessment criteria for this process has already attracted criticism by national 
export licensing bodies.72 

Overall, the proposal remains unclear in the details of what constitutes controlled cyber-
surveillance technologies and more clarity is needed before all concerned stakeholders can 
fully understand the nature and functioning of these controls. Going forward, it will be crucial 
WR�ZRUN�RXW�DQG�FRPPXQLFDWH�WKH�GLIIHUHQFHV�EHWZHHQ�WKH�ZD\�LQ�ZKLFK�H[SRUWV�RI�VSHFLÀF�
technologies aid in the violation of fundamental human rights and, alternatively, support 
OHJLWLPDWH� ,7� VHFXULW\� SUDFWLFHV�� 7KHUH� UHPDLQV� D� FRQVLGHUDEOH� QHHG� IRU� FODULÀFDWLRQ� DQG�
additional work on the control requirements at the European level and, for those Member States 
that seek to actively support the redrafting of the WA controls on intrusion software, a need for 
outreach efforts aimed at inviting affected and interested parties to provide expertise on how 
to implement the controls. On both levels, existing proposals to distinguish technology based 
RQ�GDWD�H[ÀOWUDWLRQ�DQG�XVHU�FRQVHQW�PLJKW�FHUWDLQO\�EH�ZRUWK\�RI�IXUWKHU�H[SORUDWLRQ�73 Legal 
certainty is especially critical in the case of cyber-surveillance technologies because only clear-
cut authorization requirements can act as a credible preventive and deterrent measure. 

Strengthening the Role of Human Rights in the Export Authorization Process
Much of the discussion over the last years has focused on the way in which EU Member States 
address human rights considerations in their export licensing processes. By incorporating 
important innovations based on the human security approach, the Commission proposal 
represents a major step towards an explicit obligation for national licensing authorities to 
base their assessments on respect for human rights and the internal situation in the country 
RI�ÀQDO�GHVWLQDWLRQ��*RLQJ�IRUZDUG��LW�ZLOO��KRZHYHU��EH�QHFHVVDU\�WR�FODULI\�WKH�ODQJXDJH�DQG�
obligations further and provide effective guidance or even clear criteria to the Member States 
VSHFLÀF�WR�OLFHQVLQJ�DVVHVVPHQWV�RQ�F\EHU�VXUYHLOODQFH�WHFKQRORJ\��

While the inclusion of human rights considerations in licensing decisions on dual-use exports is 
already required under the EU dual-use regulation, Member States have interpreted and applied 

70  According to Article 16.2b, the Commission would be empowered to adopt delegated acts to amend 
Section B of Annex I “if this is necessary due to risks that the export of such items may pose as regards 
the commission of serious violations of human rights or international humanitarian law or the essential 
security interests of the Union and its Member States.” 

71  Ian Stewart and Sibylle Bauer, “Workshop: Dual-Use Export Controls (Background Paper),” European 
Parliament, 2015, p. 30, <http://www.europarl.europa.eu/RegData/etudes/STUD/2015/535000/EXPO_
STU(2015)535000_EN.pdf>.

72� � 6WDWHPHQW�E\�DQ�H[SHUW�RI� WKH�)HGHUDO�2IÀFH� IRU�(FRQRPLF�$IIDLUV�DQG�([SRUW�&RQWURO��*HUPDQ\��VHH��
“Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017),” 
European Parliament, 2017. 

73  See Section 2.2 above. 
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these criteria differently. Article 12 of the existing regulation requires Member States to base 
their decisions on the authorization of exports on all relevant considerations, “including those 
FRYHUHG� E\�&RXQFLO�&RPPRQ�3RVLWLRQ� ����������&)63�� GHÀQLQJ� FRPPRQ� UXOHV� JRYHUQLQJ�
control of exports of military technology and equipment.” However, while the Common 
Position provides a basic set of criteria, the European Parliament has repeatedly criticized that 
it “is being applied loosely and interpreted inconsistently by the Member States,” which is 
especially true for the criterion on human rights.74, 75 Consequently, there is a clear need to move 
closer towards agreed EU-wide standards that highlight the role of human rights in assessment 
processes for dual-use exports. 

The proposed regulation puts in place a clear obligation for EU governments to assess human 
rights implications and deny applications where there is a clear risk of human rights abuses. 
The new Article 14, which is based on Article 12 of the existing regulation, states explicitly 
WKDW�FRPSHWHQW�DXWKRULWLHV�VKRXOG�FRQVLGHU�´UHVSHFW� IRU�KXPDQ�ULJKWV� LQ� WKH�FRXQWU\�RI�ÀQDO�
destination as well as respect by that country of international humanitarian law” and “the 
LQWHUQDO�VLWXDWLRQ�LQ�WKH�FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�7KLV�FRXOG�FRQVLGHUDEO\�VWUHQJWKHQ�WKH�
role of human rights criteria in the assessment process and lead to a more uniform application 
of the existing assessment criteria across Member States. In addition, the regulatory intent 
EHFRPHV�HYLGHQW�LQ�WKH�SUHDPEOH�WR�WKH�SURSRVHG�UHJXODWLRQ��ZKLFK�´FODULÀH>V@�WKDW�DVVHVVPHQW�
criteria for the control of exports of dual-use items include considerations regarding their 
possible misuse in connection with acts of terrorism or human rights violations.” 76

7KH�GUDIW�UHÁHFWV�WKH�LQLWLDO�SURSRVDO�E\�WKH�&RPPLVVLRQ�ZKLFK�DLPHG�DW�HYROYLQJ�WKH�H[LVWLQJ�
regime “towards a ‘human security’ approach recognizing that security and human rights are 
inextricably interlinked.” 77 This approach shifts attention from national security issues related 
to potential military end-uses to people-centered security, for example, terrorism and human 
ULJKWV�YLRODWLRQV��ZKLFK�EHFRPHV�HYLGHQW�ZLWK�WKH�DGGLWLRQDO�FDWFK�DOO�FODXVHV�LQ�$UWLFOH�ɋ�78 The 
DGGLWLRQV�JR�D�ORQJ�ZD\�LQ�DGGUHVVLQJ�FULWLFLVP�WKDW�KXPDQ�ULJKWV�FRQFHUQV�DUH�QRW�VXIÀFLHQWO\�

74  Human rights concerns are addressed in Criterion Two of the Common Position. It requires EU Member 
States “to deny an export license if there is a clear risk that the military technology or equipment to be 
exported might be used for internal repression.” The User’s Guide to the Common Position emphasizes 
that “communications/surveillance equipment can have a strong role in facilitating repression.”

75 “ European Parliament Resolution of 17 December 2015 on Arms Export: Implementation of Common Position 
2008/944/CFSP (2015/2114(INI)),” European Parliament, December 17, 2015, <http://www.europarl.
europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+TA+P8-TA-2015-0472+0+DOC+PDF+V0//EN>.

76  See preamble of the draft regulation, recital (6).

77  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

78  In this regard, the human rights focus also contributes to the expansion of the traditional conception of 
‘dual-use’ towards the ‘legitimate versus illegitimate purpose’ and ‘benevolent versus malevolent use’ 
paradigm that is discussed with regard to cyber surveillance technologies and ‘manifest intent.’ See for 
example Johannes Rath, Monique Ischi, and Dana Perkins, “Evolution of Different Dual-Use Concepts 
in International and National Law and Its Implications on Research Ethics and Governance,” Science 
and Engineering Ethics 20:3 (2014), pp. 769–90. This shift in the understanding of ‘dual-use’ has also 
EHFRPH�HYLGHQW�LQ�WKH�DGGLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\�WR�WKH�GHÀQLWLRQ�RI�¶GXDO�XVH�LWHPV·�LQ�WKH�
proposed regulation. 
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incorporated or easily ignored because of political or economic reasons. The proposal in 
Article 14 removes the reference to Council Common Position 2008/944/CFSP, which does 
not explicitly mention threats to, for example, the right to privacy and freedom of expression. 
Instead, a clear reference to human rights is added and the explanatory memorandum to the new 
regulation further underlines the risk that the export of cyber-surveillance technology poses to 
fundamental human rights, including the right to privacy and freedom of expression. To clarify 
the benchmarks for risk assessments even further, Article 14d could explicitly mention these and 
other human rights that are particularly exposed to violations through surveillance exports.79 

EU Member States appear skeptical about the additional emphasis on human rights in the 
OLFHQVLQJ� SURFHVV� DQG� DUH� VSHFLÀFDOO\� FRQFHUQHG� DERXW� LPSOHPHQWDWLRQ� FKDOOHQJHV� DQG� WKH�
administrative burden for licensing authorities and exporters.80 Uncertainty could generate a 
large number of speculative license applications.81 While some support exists for human rights 
criteria by, for example, the Netherlands, other Member States seem to perceive the Common 
Position as a good basis for export licensing assessments and see the problem primarily with its 
inconsistent application. Business associations have also repeatedly expressed concerns about 
QRQ�VSHFLÀF� KXPDQ� ULJKWV� VWDQGDUGV� EHFDXVH� WKH\� FRXOG� FRPSOLFDWH� OLFHQVLQJ� DVVHVVPHQWV��
increase the need for information collection about their customers, and decrease legal certainty.82 
On the other hand, NGOs and the European Parliament have repeatedly called for stronger 
human rights criteria.83

Given the cautionary remarks by some governments, the Commission proposal retained an 
overall high level of ambition regarding human rights criteria. To ensure proper implementation, 
the licensing obligation would need to be accompanied by measures that promote more uniform 
risk assessment across Member States. The way in which Member States interpret the provision 

79 “ Stellungnahme zum Entwurf der EU-Kommission zur Verordnung Nr . 428 / 2009 über Exportkontrollen 
von Dual-Use-Gütern,” Reporters without Borders, January 2017, <https://www.reporter-ohne-grenzen.de/
ÀOHDGPLQ�5HGDNWLRQ�,QWHUQHWIUHLKHLW���������B6WHOOXQJQDKPHB52*B%0:LB'XDOB8VHB5LFKWOLQLH�SGI>.

80� � $FFRUGLQJ�WR�(XUDFWLY��D�QXPEHU�RI�0HPEHU�6WDWHV�KDYH�WROG�WKH�&RPPLVVLRQ�WKDW�´>W@DUJHWHG�VDQFWLRQV�
are the primary instrument to prevent the misuse of technology for human rights violations.” See 
Catherine Stupp, “Germany Leaves Brussels behind on Surveillance Tech Export Controls,” Euractiv, 
2015, <http://www.euractiv.com/section/digital/news/germany-leaves-brussels-behind-on-surveillance-
tech-export-controls/>.

81 “ Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017).” 
European Parliament.

82  Instead, these associations emphasize the role of due diligence programs, reporting according to the UN 
Guiding Principles on Business and Human Rights and the integration of human rights into corporate culture 
and ethical guidelines. See: DigitalEurope, “DIGITALEUROPE Position Paper on the Review of Export 
Control Policy in the EU,” February 2016, <http://www.digitaleurope.org/DesktopModules/Bring2mind/
DMX/Download.aspx?Command=Core_Download&EntryId=1125&PortalId=0&TabId=353>; and “EC 
Dual-Use Review of the EC Dual-Use Regulation,” BDI, January 2016, <http://bdi.eu/media/topics/
global_issues/downloads/201601_FINAL_BDI-Assessment_Reform_EC_Dual-Use.pdf>. 

83 “ Human Rights and Technology in Third Countries European,” European Parliament, 2015, <http://
www.europarl.europa.eu/sides/getDoc.do?type=PV&reference=20150908&secondRef=ITEM-005-
08&language=EN>; “A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-
Use Regulation,” CAUSE, 2015, p. 17, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�
v7.pdf>; and Joe McNamee (EDRi), “Consultation on the Export Control Policy Review (Regulation (EC) 
No 428 / 2009),” 2015, <KWWSV���HGUL�RUJ�ÀOHV�H[SRUWBFRQWUROVBHGUL�SGI>.
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in their export licensing processes is of critical importance for the overall effectiveness of the 
FRQWURO�UHJLPH��:KLOH�GLIÀFXOW� WR�HVWDEOLVK��PDQGDWRU\�ULVN�DVVHVVPHQW�FULWHULD�IRU� OLFHQVLQJ�
SURFHGXUHV� FRXOG³LQ� FRPSDULVRQ� WR� PRUH� DPELJXRXV� JXLGHOLQHV³VLJQLÀFDQWO\� LQFUHDVH� D�
consistent and uniform implementation of the new regulation across Member States. In any 
case, this should also be supplemented by strengthened human rights due diligence procedures 
and compliance programs that are in some cases already in place—which goes beyond the 
framework of the dual-use policy review and entails a broader engagement about the use of 
soft law measures.84

Convergence in Interpretation and Use of Catch-all Controls
Similarly, while the dedicated catch-all clause represents an important step towards the control 
RI�VXUYHLOODQFH�H[SRUWV��WKHUH�UHPDLQV�D�QHHG�IRU�FODULÀFDWLRQV�DQG�DGGLWLRQDO�JXLGDQFH�WR�HQVXUH�
the catch-all’s uniform application. The Commission proposal adds a new type of catch-all to 
Article 4 of the dual-use regulation, which traditionally allowed Member States to deny the 
export of non-listed items with potential military or WMD end-use. Article 4d now states that 
export authorization is required for non-listed items if they are intended “for use by persons 
complicit in or responsible for directing or committing serious violations of human rights or 
LQWHUQDWLRQDO� KXPDQLWDULDQ� ODZ� LQ� VLWXDWLRQV� RI� DUPHG� FRQÁLFW� RU� LQWHUQDO� UHSUHVVLRQ� LQ� WKH�
FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�7KH�F\EHU�VXUYHLOODQFH�FDWFK�DOO�PHFKDQLVP�ZRXOG�EH�GLIIHUHQW�
in nature from existing ones which deal with a generally more limited range of technologies 
DQG�GHVWLQDWLRQV�DQG�DUH�EDVHG�RQ�D�VLJQLÀFDQW�ERG\�RI�NQRZOHGJH�

Considering the pace of technological development and the variety and ambiguity of cyber-
VXUYHLOODQFH�V\VWHPV��FDWFK�DOO�SURYLVLRQV�SURYLGH�OLFHQVLQJ�DXWKRULWLHV�ZLWK�WKH�ÁH[LELOLW\�WR�
UHVSRQG�TXLFNO\�WR�FULWLFDO�H[SRUWV��$�FDWFK�DOO�ZRXOG�EH�XVHIXO�LQ�IXWXUH�SURRÀQJ�WKH�FRQWURO�
system and has so far been less controversial than list-based controls with Member States. Unlike 
list-based approaches, the application of a catch-all depends entirely on the Member State. Likely 
results are differences in national implementation and uncertainty among companies, which 
increase the need for coordination and accountability mechanisms. These problems already 
occur in the context of the military and WMD catch-all clauses, even though agreed practices 
and shared standards have been developed.85 Proponents of the cyber-surveillance technology 
catch-all have therefore stressed the need to ensure consistent implementation. The European 
Parliament, for example, highlighted the need “to implement and monitor EU regulations and 
sanctions relating to ICTs more effectively, including the use of catch-all mechanisms, so as to 

84  For a detailed assessment of industry self-regulation and the application of CSR guidelines see: Mark 
Mark Bromley et al., “ICT Surveillance Systems: Trade Policy and the Application of Human Security 
Concerns,” Strategic Trade Review 2:2 (Spring 2016), pp. 37–52. The authors argue that self-regulation 
and CSR can form “a useful complement to export controls in the effort to create improved standards in 
the export of ICT surveillance systems.”

85  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, 
Trade and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI, March 
2016, p. 8. In explaining the need for recasting the dual-use regulation, the Commission pointed out 
that “divergences in interpretation and application among Member States result in asymmetrical 
implementation and create competitive distortions within the Single Market.,” see: “Report on the EU 
Export Control Policy Review - Executive Summary of the Impact Assessment (Accompanying the 
Proposal)” European Commission, 2016.
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ensure that >«@�D�OHYHO�SOD\LQJ�ÀHOG�LV�SUHVHUYHG�µ�86 Industry is opposed to this measure and 
states that “catch-all controls should only be a last resort.” 87

The proposal so far dRHV�QRW�RIIHU�VXIÀFLHQW�JXLGDQFH�IRU�0HPEHU�6WDWHV�WR�EULGJH�WKH�H[LVWLQJ�
differences in catch-all application and reinforce a policy of no-undercutting. The new regulation 
envisages a mandatory consultation procedure between licensing authorities to facilitate the use 
of catch-all provisions and aims at strengthening information exchanges between the Commission 
DQG� 0HPEHU� 6WDWHV�� +RZHYHU�� JRYHUQPHQW� RIÀFLDOV� QRWHG� FRQFHUQV� UHJDUGLQJ� D� FDWFK�DOO·V�
uniform implementation in the 2016 Ecorys/SIPRI survey and the March 2017 expert hearing 
in the European Parliament.88 Establishing rules for a uniform application would, for example, 
ÀUVW�UHTXLUH�D�IXQGDPHQWDO�XQGHUVWDQGLQJ�UHJDUGLQJ�WKH�ZD\�LQ�ZKLFK�FDWFK�DOO�FRQWUROV�VKRXOG�
be employed. Practice differs between governments with regard to the application to an entire 
GHVWLQDWLRQ�FRXQWU\�RU�WR�D�VSHFLÀF�HQG�XVHU�DQG�ZKHWKHU�WKH�SURYLVLRQ�LV�XVHG�WR�VWRS�D�VSHFLÀF�
shipment or more broadly as a precautionary or awareness-raising measure.89 Stakeholders also 
QRWHG�´WKDW�LI�WKHUH�ZDV�D�ODFN�RI�VSHFLÀFLW\�LQ�ERWK�WKH�WHFKQRORJ\�DQG�HQG�XVHUV�FRYHUHG�E\�
a cyber-surveillance catch-all mechanism it might make it hard to implement” and guarantee 
uniform implementation.90 In this regard, it is noteworthy that the language of the catch-all 
characterizes the recipient as “persons” instead of referring to institutionalized actors such as 
the armed forces, the police, intelligence, or law enforcement agencies of the state, which would 
limit the group of relevant end-users.91 Concerns were also raised with regard to the threshold 
of “serious violations of human rights” that allows recourse to the catch-all.92 A greater role 
of the Commission in coordinating implementation and issuing guidance, which is sometimes 
suggested, would likely raise concerns with some Member States.93 

86  Frans Timmermans, “Human Rights and Technology in Third Countries European,” Speech to the European 
Parliament, September 7, 2015, <https://ec.europa.eu/digital-single-market/en/news/human-rights-and-
technology-third-countries>.

87 “ EC Dual-Use Review of the EC Dual-Use Regulation,” BDI, January 2016, <http://english.bdi.eu/media/ 
topics/global_issues/downloads/FINAL_BDI-Assessment_Reform_EC_Dual-Use.pdf> and “DIGITAL 
EUROPE Position Paper on the Review of Export Control Policy in the EU,” DigitalEurope, October 2014, 
<http://www.europarl.europa.eu/meetdocs/2014_2019/documents/droi/dv/412_digitaleurope_position_
paper_/412_digitaleurope_position_paper_en.pdf>.

88  An expert of the German FederDO�2IÀFH�IRU�(FRQRPLF�$IIDLUV�DQG�([SRUW�&RQWURO�QRWHG�WKDW�FRQVXOWDWLRQV�
between EU Member States based on Art. 4 of the proposal might not lead to an understanding on common 
standards. See: “Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation 
(March 21, 2017),” European Parliament, 2017

89  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, Trade 
and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI (March 2016), p. 6; 
and Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control 
Policy Review,” (2015), p. 103.

90  Ibid, 219–20.

91  In comparison, Article 6 of the Common Position 2008/944/CFSP states that the criteria only apply to 
dual-use goods and technology “if the end-user will be armed forces or internal security forces.” However, 
many cyber surveillance technologies, such as LI equipment, are operated at the level of (privately run) 
network operators. 

92 “ Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017),” 
European Parliament.

93  Marietje Schaake, “Written Submission to the Public Online Consultation on the Export Control Policy 
Review (Regulation (EC) No 428/2009),” 2015, <http://trade.ec.europa.eu/doclib/docs/2015/november/
tradoc_154004.pdf>.
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In comparison to measures aimed at the convergence of the new catch-all, other provisions aimed 
DW�´OHYHOLQJ�WKH�SOD\LQJ�ÀHOGµ�LQ�H[SRUW�OLFHQVLQJ�SURFHGXUHV�DUH�UHODWLYHO\�XQFRQWURYHUVLDO�DQG�
were welcomed by a broad range of actors. These include the development of a common IT 
infrastructure as a shared platform to support an enhanced exchange of information between 
export control authorities, an EU-wide capacity-building program and outreach efforts towards 
non-EU countries to disseminate best practices.94, 95, 96 Licensing authorities also emphasized the 
weaknesses of the existing system, in which information sharing is mostly limited to authorization 
denials.97 Access to information in other areas, such as granted licenses, critical destinations and 
end-users, incidents, and violations could help to improve national risk assessment procedures 
DQG�KDUPRQL]H�RXWFRPHV��6KDULQJ�WKLV�H[SRUW�GDWD�KDV�WUDGLWLRQDOO\�EHHQ�GLIÀFXOW�EHFDXVH�RI�
national and commercial interests but will be crucial to avoid disparate national policies that 
facilitate licensing avoidance and create loopholes in enforcement mechanisms for cyber-
surveillance technologies.98

Overall, the Commission proposal represents a considerable improvement to the existing export 
control framework for cyber-surveillance technologies. In light of the cautionary remarks by 
Member State governments and industry groups, the Commission presented a surprisingly 
comprehensive and ambitious proposal. The changes to Regulation 428/2009 will now need to be 
agreed upon by the Member States and the European Parliament. One further issue to consider 
in this process is the need for greater transparency on export licensing decisions and outreach to 
affected entities, experts and civil society. Over the last years, many actors have pointed out that 
more reliable information and data on exports is needed to ensure that existing and future control 
measures are clear, effective, and consistent. The proposal falls short of calling on governments to 
publish comprehensive data concerning export license applications for surveillance technologies. 
Greater openness would encourage independent systematic research and contribute to accurate 
impact assessments, legal clarity, and better public understanding of the issue.

Conclusion: Chasing a Moving Target

,W�ZLOO� DOZD\V� SURYH� GLIÀFXOW� WR� HQVXUH� WKDW� OHJLVODWLYH� SURFHVVHV� NHHS� XS�ZLWK� WHFKQRORJLFDO�
developments, especially when it regards the internet. Advances in cyber-surveillance capabilities 

94  The European Commission proposed an extension of information sharing through a catch-all database 
recording catch-all licensing requirements, end-users and items of concern.

95  A critical aspect is to address the lack of expertise and staff at both Member State and EU level, which 
undermines the effectiveness of existing controls on cyber surveillance technologies. The Commission 
has suggested setting up “technical expert groups” (Article 21) which bring together key industry and 
government experts into a dialogue on the technical parameters for controls. Creating a pool of experts 
WR�DVVLVW� OLFHQVLQJ�DXWKRULWLHV� LQ� WKH�DUHD�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV�FRXOG�EH�D�PHDQLQJIXO�ÀUVW�
step in this direction. Capacity building can also promote a uniform approach and is used to contribute to 
international convergence of export controls beyond the EU.

96  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

97  Interview with the author, Expert in the Federal Ministry of Economic Affairs and Energy.

98  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, Trade 
and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI, March 2016.
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have so far outstripped the ability of institutions of governance to modernize the control 
framework. The unregulated export of cyber-surveillance technologies has exposed individuals 
to new risks to their human rights and created security concerns. Laws and regulation currently 
chase a moving target. 

On the European level, the outcome of the export policy review represents an ambitious response 
to the control challenge, magnifying the effect of existing control lists and licensing procedures 
DQG�DLPLQJ�DW�VXSSOHPHQWLQJ�WKH�H[LVWLQJ�IUDPHZRUN�ZLWK�UHTXLUHPHQWV�VSHFLÀFDOO\�GHVLJQHG�
to oversee the export of cyber-surveillance technology. However, considering the actions of 
individual Member States that introduced additional controls on a national level, the Commission 
SURSRVDO�VKRXOG�DOVR�EH�VHHQ�DV�D�VWHS�WRZDUGV�OHYHOLQJ�WKH�(XURSHDQ�SOD\LQJ�ÀHOG��,W�LV�OLNHO\�
that the draft regulation will face some resistance by Member State governments and therefore 
might be subject to changes. Going forward, it will be up to the European Parliament, which 
has repeatedly shown its determination to improve the control regime on cyber-surveillance 
technology, to make sure that progress is not stymied and innovative steps not diluted.99 

Further action at the EU and WA level does not guarantee that other key technology suppliers will 
introduce similar controls but certainly has the potential to limit the spread of some of the most 
contentious technologies and set an example for others. Arguments about the replaceability of 
European cyber-surveillance exports, potential circumvention or relocation opportunities, and 
distortions of competition should not preclude governments from enacting stricter controls on 
the EU or even national level. On the other hand, it remains true that an effective control regime 
should include as many countries as possible. Even with a new control system on the European 
level, a clear need will remain to coordinate with countries within the WA and beyond and 
especially key supplier countries should be approached with ideas to establish a broader regime. 
7KLV�FRXOG��IRU�H[DPSOH�� LQFOXGH�,VUDHO��ZKLFK�KDV�D�VLJQLÀFDQW�GXDO�XVH� LQGXVWU\�DQG�PDGH�
considerable progress in implementing export controls on cyber-surveillance technology.100 In 
light of Brexit, it will also be crucial to ask whether UK export controls will remain compatible 
with EU controls and to institutionalize coordination arrangements.101 

Working towards a broader regime would enjoy support by civil society and industry associations 
DOLNH� EHFDXVH� LW�ZRXOG� DGGUHVV� FRQFHUQV� DERXW� DQ� XQHYHQ�JOREDO� SOD\LQJ�ÀHOG�102 However, 
similar undertakings such as the multilateral Arms Trade Treaty show clear limitations of such 
attempts. Despite the agreement’s focus on conventional weapons, products with a clear impact 

99  Frans Timmermans, “Human Rights and Technology in Third Countries European,” Speech to the European 
Parliament, September 7, 2015, <https://ec.europa.eu/digital-single-market/en/news/human-rights-and-
technology-third-countries>; “Human Rights and Technology: The Impact of Intrusion and Surveillance 
Systems on Human Rights in Third Countries,” European Parliament, 2014/2232(INI), August 2015, 
<http://www.europarl.europa.eu/oeil/popups/summary.do?id=1401513&t=e&l=en>.

100  Doron Hindin, “Can Export Controls Tame Cyber Technology?: An Israeli Approach,” Lawfare Blog, 
February 12, 2016, <https://www.lawfareblog.com/can-export-controls-tame-cyber-technology-israeli-
approach>.

101  Mark Bromley, “Brexit and Export Controls: Entering Uncharted Waters,” SIPRI, 2016, <https://www.
sipri.org/commentary/topical-backgrounder/2016/brexit-and-export-controls-entering-uncharted-waters>.

102 “ A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 
2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>; and “DIGITALEUROPE 
Position Paper on the Review of Export Control Policy in the EU,” DigitalEurope. 
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RQ�VHFXULW\��VWDELOLW\��DQG�KXPDQ�ULJKWV��QHJRWLDWLRQV�ZHUH�GLIÀFXOW�DQG�D�VLJQLÀFDQW�QXPEHU�RI�
VWDWHV�KDYH�QRW�\HW�UDWLÀHG�WKH�DJUHHPHQW��5HJDUGLQJ�GXDO�XVH�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV��
ZKLFK�DUH�PRUH�DPELJXRXV�LQ�WHUPV�RI�GHÀQLWLRQV�DQG�ULVNV�DWWDFKHG��LQWHUQDWLRQDO�FRQWUROV�ZLOO�
EH�HYHQ�PRUH�GLIÀFXOW��

Overall, policy-makers must be aware that trade restrictions on cyber-surveillance technology 
are not a panacea. Yet, subjecting these heterogeneous products and services to an export 
licensing regime can curb their unregulated spread and promote broader norms. Even when 
they are not invoked to restrict a transfer, export controls can act as an essential accountability 
and transparency mechanism, thus shedding light on this secretive trade and informing future 
regulatory responses. To be truly effective, export controls will need to be complemented by 
foreign policy initiatives that raise awareness of the problem, build a broader regime with 
FRPPRQ�VWDQGDUGV��DQG�SURPRWH�DQG�SURWHFW�KXPDQ�ULJKWV�RQOLQH�DQG�RIÁLQH�

102 Fabian Bohnenberger
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Is There a Common 
Understanding of Dual-Use?: 
The Case of Cryptography
V E R O N I C A  V E L L A 1

Abstract

7KLV�DUWLFOH�H[SORUHV�WKH�GXDO�XVH�FRQFHSW�E\�IRFXVLQJ�RQ�WKH�VSHFLÀF�FDVH�RI�H[SRUW�FRQWUROV�
on cryptographic products. The analysis demonstrates different implementation models and 
interpretations adopted by states. Although adhering to the same multilateral export control 
regimes, states employ different approaches when it comes to implementation. The United 
6WDWHV�DQG�WKH�(XURSHDQ�8QLRQ�DSSURDFK�WR�FU\SWRJUDSK\�DUH�XVHG�DV�FDVH�VWXGLHV�WR�FRQÀUP�
this hypothesis. This paper acknowledges the necessity of revisiting the dual-use concept over 
time as technology and understanding develop. 

Keywords

Dual-use, cryptography, export controls, Weapons of Mass Destruction (WMDs), Wassenaar 
Arrangement, intangible technology transfer

The Concept of Dual-Use in Practice

An analysis of politically and legally binding documents governing dual-use trade shows the 
ODFN�RI�DQ� LQWHUQDWLRQDOO\� OHJDOO\�ELQGLQJ�GHÀQLWLRQ�RI�GXDO�XVH� ([LVWLQJ� LQVWUXPHQWV�GHÀQH�
the term in different ways, such as being linked to military capabilities, nuclear proliferation, 
covering the full spectrum of Weapons of Mass Destruction (WMD), or even encompassing the 
human security approach to dual-use put forward by the European Parliament.2

If a common understanding of dual-use in politically and legally binding documents does not 
exist, then what do these instruments have in common? One answer may be that the lack of an 

1  Veronica Vella graduated in Global Politics, European Union, and Euro-Mediterranean Relations at the 
University of Catania (UC) and the University of Liège (ULg) - Double Master Degree Program. She has 
worked at the University of Liege in the European Studies Unit (ESU ULg).
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LQWHUQDWLRQDOO\�OHJDOO\�ELQGLQJ�GHÀQLWLRQ�KDV�EHHQ�PLWLJDWHG�RU�HYHQ�UHSODFHG�E\�OLVWV�RI�GXDO�XVH�
items that have resulted from bargaining and compromise over time. Consequently, lists, in addition 
to being the commonality of the different instruments employed to control dual-use commerce, 
have become the dual-use concept itself. In theory, since control lists are similar for all export 
control regime members, their understanding should be the same as well, and implementation 
should be uniform and smooth. However, the biggest distinction in the understanding of the dual-
use concept lies in the different export control systems employed by states. 

The following sections use the case study of cryptography to demonstrate whether a common 
understanding of dual-use exists from an empirical perspective. The case study aims to verify 
the conformity of lists governing dual-use trade and attest to a common understanding of dual-
use at the implementation level. 

Cryptography as a Dual-Use Technology
Cryptography is one of the most complex areas of the security industry. Increasingly, the issue 
of export controls on cryptographic products has been raised.3 Several factors, such as the 
growing international trade of information technology and services, companies’ increased 
interest in high-technology areas, and the centralized storage of personal and sensitive data and 
its transfer across digital networks have created a greater necessity for information security, 
whose key component is cryptography.4

&U\SWRJUDSK\�LV�GHÀQHG�DV�´WKH�GLVFLSOLQH�ZKLFK�HPERGLHV�SULQFLSOHV��PHDQV�DQG�
methods for the transformation of data in order to hide its information content, 
SUHYHQW�LWV�XQGHWHFWHG�PRGLÀFDWLRQ�RU�SUHYHQW�LWV�XQDXWKRUL]HG�XVH��&U\SWRJUDSK\�LV�
limited to the transformation of information using one or more ‘secret parameters’ 
(e.g., crypto variables) or associated key management.” 5 

3URGXFWV� WKDW� DUH� GHVLJQHG� RU� PRGLÀHG� WR� XVH� FU\SWRJUDSK\� HPSOR\LQJ� GLJLWDO� WHFKQLTXHV�
performing a cryptographic function are ruled by encryption export controls. Most countries, 
to varying degrees, regulate encryption as a dual-use item, having both civilian and military 
applications. 

7KH�8QLWHG�6WDWHV�ZDV� WKH�ÀUVW� FRXQWU\� WR�SLRQHHU�HIIRUWV� WR� UHJXODWH�HQFU\SWLRQ�GXULQJ� WKH�
Cold War.6 With the aim of harmonizing regulations on the export and import of dual-use 

3  Some examples include the case of J. Daniel Bernstein challenging the constitutional validity of the US 
export system; the struggle against encryption limitations held by international privacy advocates in 
political debates (such as the Electronic Privacy Information Centre the Electronic Frontier Foundation, 
Privacy International, Cyber Rights & Cyber Liberties-UK, and the Global Internet Liberty Campaign); 
the DigitalEurope position on the EU-US Regulatory Cooperation; the issues raised by E. Snowden a 
couple of years ago; and more recently it has been questioned and reported in the press the possible 
role that cryptography has had in the Paris terrorist attacks (as if restricting encryption would not have 
prevented the them).

4  Nathan Saper, “International Cryptography Regulation and the Global Information Economy,” North 
Western Journal of Technology and Intellectual Property 11:7 (2013), p. 673.

5  The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-use Goods and 
Technologies, “List of Dual-use Goods and Technologies and Munitions list,” WA-LIST (16) 1, December 
8, 2016, p. 209.

6  Nathan Saper, “International Cryptography Regulation and the Global Information Economy,” North 
Western Journal of Technology and Intellectual Property 11:7 (2013), p. 677.
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technologies, many countries have agreed to a set of principles, for example the Wassenaar 
Arrangement (WA).7 However, although the WA sets general parameters for import and export 
control to which its Member States largely adhere, they are not binding and are implemented 
at the discretion of each country. Thus, until Member States implement these provisions in 
national legislation, the controls have little effect.

Cryptography is fully regulated by one of the four main export control regimes and partially 
regulated in two others. The Australia Group (AG) Common Control Lists do not control 
cryptography, whereas the Missile Technology Control Regime (MTCR) Equipment, Software 
and Technology Annex refers to “decryption” in Category II Item 11, 

“Receiving Equipment for Global Navigation Satellite Systems” as “having any of 
the following characteristics, and specially designed components therefor: [...] 1. 
'HVLJQHG�RU�PRGLÀHG�IRU�DLUERUQH�DSSOLFDWLRQV�DQG�KDYLQJ�DQ\�RI�WKH�IROORZLQJ��
>���@����(PSOR\LQJ�GHFU\SWLRQ��GHVLJQHG�RU�PRGLÀHG�IRU�PLOLWDU\�RU�JRYHUQPHQWDO�
services, to gain access to GNSS secure signal/data [...].”

The Nuclear Suppliers Group’s (NSG) list of Nuclear-related Dual-Use Equipment, Materials, 
Software, and Related Technology denotes cryptography in Part II under the heading “Uranium 
isotope separation equipment and components (Other Than Trigger List Items) - 3D Software.” 
,W�VSHFLÀHV�FU\SWRJUDSK\�DV�´VRIWZDUH�RU�HQFU\SWLRQ�NH\V��FRGHV�VSHFLDOO\�GHVLJQHG�WR�HQKDQFH�
or release the performance characteristics of equipment.” Further, the heading “Test and 
measurement equipment for the development of nuclear explosive devices, Software 5.D.1” 
mentions “Software or encryption keys/codes specially designed to enhance or release the 
performance characteristics of equipment not controlled in Item 5.B.3. so that it meets or 
H[FHHGV�WKH�FKDUDFWHULVWLFV�VSHFLÀHG�LQ�,WHP���%���µ

Finally, the Wassenaar Arrangement controls cryptographic products as dual-use items under 
Category V, Part II of the “Information Security” section of its List of Dual-use Goods and 
Technologies and Munition List. The Cryptographic Information Security section states, 
´,QIRUPDWLRQ� VHFXULW\� V\VWHPV�� HTXLSPHQW� DQG� FRPSRQHQWV�� DV� IROORZV�� >���@� 'HVLJQHG� RU�
PRGLÀHG�WR�XVH�FU\SWRJUDSK\�IRU�GDWD�FRQÀGHQWLDOLW\�KDYLQJ�LQ�H[FHVV�RI����ELWV�RI�V\PPHWULF�
NH\�OHQJWK��RU�HTXLYDOHQW«�ZKHUH�WKDW�FU\SWRJUDSKLF�FDSDELOLW\�LV�XVDEOH�ZLWKRXW�FU\SWRJUDSKLF�
activation or has been activated.” However, some exceptions have been established in the 
Cryptography Note and in the Note to the Cryptography Note.8

7  The Wassenaar Arrangement (WA) succeeded the Co-ordinating Committee on Multilateral Export 
Controls (COCOM), which existed during the Cold War-era. It was established in 1994 in order to 
contribute to regional and international security and stability by promoting transparency and greater 
responsibility in transfers of conventional arms and dual-use goods and technologies, thus preventing 
destabilizing accumulations.

8  Note to the Cryptography Note: 1. To meet paragraph a of Note 3, all of the following must apply: (a) The 
item is of potential interest to a wide range of individuals and businesses; and (b) The price and information 
about the main functionality of the item are available before purchase without the need to consult the vendor 
or supplier. A simple price enquiry is not considered to be a consultation. 2. In determining eligibility 
of paragraph a. of Note 3, national authorities may take into account relevant factors such as quantity, 
price, required technical skill, existing sales channels, typical customers, typical use or any exclusionary 
practices of the supplier. The Wassenaar Arrangement on Export Controls for Conventional Arms and 
Dual-use Goods and Technologies, “List of Dual-use Goods and Technologies and Munitions list,” WA-
LIST (16) 1, December 8, 2016, p. 87.



Different Approaches to Controlling Cryptography: The United States vs. The 
European Union

This section considers the EU and US implementation approach towards controlling 
cryptography. This comparison is a useful starting point for any investigation into the global 
framework for encryption regulation since the two countries have the most developed and 
documented laws regarding encryption.

United States
The United States is one of the global leaders in encryption technology and therefore has 
VLJQLÀFDQW�LQÁXHQFH�RQ�LQWHUQDWLRQDO�WUDGH�DQG�SROLFLHV�RQ�HQFU\SWLRQ��$FFRUGLQJO\��GHEDWHV�RQ�
encryption in the US have an impact far beyond national borders. 
US trade of dual-use items is regulated by the Department of Commerce Bureau of Industry and 
Security (BIS) which implements its authority through the Export Administration Regulations 
(EAR).9� 7KH�($5�GHÀQHV� GXDO�XVH� DV� LWHPV� DV� WKRVH� ´>KDYLQJ@� FLYLO� DSSOLFDWLRQV� DV�ZHOO� DV�
terrorism and military or weapons of mass destruction (WMD)-related applications.” 10 This 
GHÀQLWLRQ� VHHPV� WR� UHÁHFW� D� ZLGHU� 86� XQGHUVWDQGLQJ� RI� GXDO�XVH� WKDW� H[WHQGV� EH\RQG� WKH�
traditional dichotomy of civilian versus military, including a terrorist dimension. 
As noted in 15 CFR 738, the Commerce Control List (CCL) of export controlled items 
covers ten categories ranging from nuclear materials to space vehicles. Within each category 
both export controlled physical objects and export controlled digital objects (software and 
´WHFKQRORJ\�µ� L�H��� LQIRUPDWLRQ�� DUH� FRQWUROOHG�� (QFU\SWLRQ� LV� FRYHUHG� XQGHU� &DWHJRU\� Ɍ��
“Telecommunications and Information Security.” It is important to note that this particular 
HQWU\��OLVWHG�LQ�WKH�&&/�XQGHU�D�SDUWLFXODU�([SRUW�&RQWURO�&ODVVLÀFDWLRQ�1XPEHU��(&&1���PD\�
be controlled for multiple reasons: encryption software and technology are marked as being 
controlled not only under the special “EI” Reason for Control but also under the more general 
“NS” (national security) and “AT” (anti-terrorism) Reasons for Control.11, 12 
Although the US is a WA member, it does not apply the General Software Note to “software” 
FRQWUROOHG� E\�&DWHJRU\�Ɍ� ²� SDUW�ɉ� ´,QIRUPDWLRQ�6HFXULW\µ� DQG� JHQHUDOO\�PDLQWDLQV� VWULFWHU�
controls than what is required by the arrangement.13, 14, 15�7KH�86�HPSOR\V�WKH�VDPH�GHÀQLWLRQ�
of cryptography as the WA yet takes a broad view of the scope of the encryption controls given 

�� � 7KH�($5�LV�SDUW�RI�WKH�86�&RGH�RI�)HGHUDO�5HJXODWLRQV��&)5���PRUH�VSHFLÀFDOO\��WKH\�DUH�LQ�7LWOH����RI�
the CFR, “Commerce and Foreign Trade,” Chapter VII, “Bureau of Export Administration, Department of 
Commerce (Parts 700-799),” Subchapter C, “Export Administration Regulations;” hence the EAR are also 
VRPHWLPHV�UHIHUUHG�WR�DV����&)5�FKDSWHU�Ɏ�VXEFKDSWHU�&�RU����&)5�3DUWV��SS����������

10  US Department of Commerce, “EAR – Part 730,” BIS, January 4, 2017, p. 2.

11  There is an “EI” Reason for Control applied just to encryption items.

12  US Department Of Commerce, “EAR – Part 738,” BIS, November 25, 2016.

13  General Software Note serves not to control “software” which is (1) generally available to the public, 
according certain criteria, (2) “in the public domain,” (3) the minimum necessary “object code” for the 
installation, operation, maintenance (checking) or repair of those items whose export has been authorized. 

14  US Department Of Commerce, “EAR – Part 774, The Commerce Control List,” BIS, September 20, 2016, 
p. 1.

15  Bert-Jaap Koops, “Crypto Law Survey, Overview per Country,” February 2013, <www.cryptolaw.org>.
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that it includes controls on products that make calls to the encryption functionality of a third 
party product, activation codes to activate “dormant” encryption functionality.16, 17

The US has been one of the most vocal advocates of restrictions on the right to use and export 
encryption, mainly driven by its prerogative to safeguard national security and foreign intelligence 
gathering capabilities, and increasingly by terrorist concerns. Initially, cryptographic products 
ZHUH�FRQWUROOHG�XQGHU�WKH�,QWHUQDWLRQDO�7UDIÀF�LQ�$UPV�5HJXODWLRQV��,7$5��18 Considering the 
´FRPPRGLW\� MXULVGLFWLRQµ� SURFHGXUH� SURYLGHG�E\� WKH� ,7$5�� D� VSHFLÀF� LWHP�ZDV� FRQVLGHUHG�
controlled depending on whether it came under the US Munitions List. If so, the item required 
a license before it could be exported. Munitions licenses were granted by the Department of 
State on a case by case basis. It was not until J. Daniel Bernstein challenged the constitutional 
validity of this licensing system that cryptographic export was transferred to the EAR, which 
essentially replicates the impugned ITAR controls on cryptographic technologies.19, 20 

The liberalization of US export policies started in 1998, when the Clinton administration 
announced a new policy to reform the strict export regime. However, during the reform process, 
the US also proposed domestic controls on the use of encryption which would enable law 
HQIRUFHPHQW�RIÀFLDOV�WR�OHJDOO\�DFFHVV�HQFU\SWLRQ�NH\V�ZKHQ�QHFHVVDU\�21

The US has been a strong advocate of so-called “key escrow and key recovery systems” which 
involve third party access to private keys or the ability to access data in plain text. Such systems 
authorize a third party, such as government agency, or a Trusted Third Party, usually connected 
with the government, to store cryptographic keys and provide them to a government agency 
when requested.22 The US strongly pressured the international community to adopt this system. 
However, doing so provoked a strong reaction from international privacy advocates, security 
experts and civil liberties groups.23 The opponents of this system maintained that it would 

16  The discipline that embodies principles, means and methods for the transformation of data in order to hide its 
LQIRUPDWLRQ�FRQWHQW��SUHYHQW�LWV�XQGHWHFWHG�PRGLÀFDWLRQ�RU�SUHYHQW�LWV�XQDXWKRUL]HG�XVH��́ &U\SWRJUDSK\µ�LV�
limited to the transformation of information using one or more “secret parameters” (e.g., crypto variables) 
and/or associated key management. EAR- Part 772, p. 13. WA-LIST (16) 1, December 8, 2016, p. 209.

17  Jasper Helder, and John F. McKenzie, “Encryption Export Controls: A Comparative Analysis between the 
EU and the US,” Annual International Trade Compliance Conference, Netherlands: November 8, 2013, 
p. 4, <KWWS���ZZZ�KKS�FR�LG�ÀOHV�8SORDGV�'RFXPHQWV�,QWHUQDWLRQDO���7UDGH���	���&RPSOLDQFH���
Event/Jasper%20Helder%20and%20John%20McKenzie_Encryption%20Export%20Controls_A%20
Comparative%20Analysis%20between%20the%20EU%20and%20the%20U.S..pdf>.

18� � 7KH�,7$5�UHJXODWHV�H[SRUWV�RI�LWHPV�DQG�VHUYLFHV�VSHFLÀFDOO\�GHVLJQHG�IRU�PLOLWDU\�DSSOLFDWLRQV�ZKLOH�WKH�
EAR regulate exports of commercial items with potential military applications (“dual-use” items).

19  The licensing scheme under ITAR violated his First Amendment right to free speech.

20  See for example Sarah Andrews, “Who Holds the Key? – A Comparative Study of US and European 
Encryption Policies,” The Journal of Information, Law and Technology (JILT) (February 2000), p. 8-9.

21� � 7KH�ÀUVW�DWWHPSW� WR� UHVWULFW�GRPHVWLF�XVH�FDPH� LQ������ZKHQ� WKH�JRYHUQPHQW�GHYHORSHG� WKH�(VFURZHG�
Encryption Standard Initiative aimed at providing citizens with a good level of security for communications 
while at the same time preventing transmission of data in total secrecy.

22  D. Maniotis, M.T. Marinos, A. Anthimos,  I. Iglezakis, and G. Nouskalis, Cyber Law in Greece (Netherlands: 
Kluwer Law International, 2011), p. 69.

23  For example, the Electronic Privacy Information Centre the Electronic Frontier Foundation, Privacy 
International, Cyber Rights & Cyber Liberties (UK), and the Global Internet Liberty Campaign.
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present a violation of the right to privacy, besides the fact that such systems are ineffective 
against criminals who merely use other encryption methods to avoid detection.24 Moreover, it 
LV�LPSRUWDQW�WR�PHQWLRQ�WKDW�LQ�WKH�86�WKHUH�LV�QR�VSHFLÀF�ODZ�SURWHFWLQJ�WKH�ULJKW�WR�SULYDF\�
of personal information. This area is ruled by a piecemeal collection of constitutional and 
statutory laws and self-imposed industry regulations.25

US export controls have been subject to a new wave of liberalization triggered by changes 
to the EU export regulations.26 As a consequence, a license exception was introduced for 
the export of any crypto product to any end-user in the EU. Export restrictions to terrorism 
supporting countries were maintained. In January 2011, a minor amendment was made to the 
EAR. Publicly available mass-market encryption object code software, and publicly available 
encryption object code of which the corresponding source code falls under License Exception 
TSU, are no longer subject to the EAR.27 

When exporting cryptographic products under the EAR, there are two important factors 
exporters must consider. First, the attributes of the software to be exported due to concern over 
NH\�OHQJWK��,QGHHG��&DWHJRU\�Ɍ�3DUW�ɉ�RI�WKH�($5�VSHFLÀHV�WKDW�HQFU\SWLRQ�V\VWHPV�ZLWK�NH\�
lengths of 56 bits or less for symmetric systems, or 512 bits or less for asymmetric systems, can 
be exported without restriction. Strong encryption systems, which use longer keys, face export 
restrictions.28 Moreover, there is an exemption for “mass market” encryption products, according 
to which if an encryption product is generally available to the public, for home or personal use, 
without continuing support by the supplier (e.g., a personal email security program), then its 
H[SRUW�LV�QRW�UHVWULFWHG��$�ÀQDO�LPSRUWDQW�H[HPSWLRQ�LV�IRU�SURGXFWV�´ZKHQ�DFFRPSDQ\LQJ�WKHLU�
XVHU�IRU�WKH�XVHU·V�SHUVRQDO�XVH�RU�DV�WRROV�RI�WKH�WUDGH�>«@�µ�WKLV�DOORZV�XVHUV�WR��IRU�H[DPSOH��
travel with laptops and mobile phones that contain encryption capabilities.29 

In addition, exporters must consider to whom the software is being sold, thus including the 
VSHFLÀF�DWWULEXWHV�RI�WKH�FXVWRPHU·V�ORFDWLRQ��ZKLFK�FDQ�EH�SUREOHPDWLF��,QGHHG��WKH�H[SRUWHU�
must indicate and ensure that their customers are neither located in an embargoed country nor 
are “Specially Designated Nationals.” 30 However, contrary to other countries’ export control 
regimes, the EAR makes no distinction between the physical shipment of tangible items from 
the US to a foreign country and the electronic transmission of software or technology from 

24  Sarah Andrews, “Who Holds the Key? – A Comparative Study of US and European Encryption Policies,” 
The Journal of Information, Law and Technology (JILT) (February 2000), p. 4.

25  Ibid, 14.

26  Bert-Jaap Koops, “Crypto Law Survey, Overview per Country,” February 2013, <www.cryptolaw.org>. 

27  Ibid.

28  U.S. Department Of Commerce, “EAR – Category 5 Part 2, “Information Security,” BIS, September 20, 2016.

29  Nathan Saper, “International Cryptography Regulation and the Global Information Economy,” North 
Western Journal of Technology and Intellectual Property 11:7 (2013), p. 680-681.

30� � 7KH�2IÀFH�RI�)RUHLJQ�$VVHWV�&RQWURO��2)$&���DQ�DJHQF\�ZLWKLQ�WKH�86�7UHDVXU\�'HSDUWPHQW��DGPLQLVWHUV�
VDQFWLRQV�SURJUDPV�DJDLQVW�VSHFLÀF�FRXQWULHV��UHVWULFWLQJ�WKH�H[SRUW�RI�VHQVLWLYH�SURGXFWV�DQG�PDWHULDOV³
including cryptography software—to those locations. In addition, OFAC administers restrictions against 
exports to specially designated individuals and entities, known as “Specially Designated Nationals” 
(“SDNs”); exports to those individuals and entities are generally prohibited.
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the US to a person or entity located abroad.31 For export control purposes, any such physical 
shipment or electronic transmission is an export that must be performed in accordance with 
the requirements and restrictions embodied in the EAR. Thus, section 734.2(b)(1) of the EAR 
GHÀQHV�WKH�WHUP�H[SRUW�WR�LQFOXGH�DQ\�´DFWXDO�VKLSPHQW�RU�WUDQVPLVVLRQ�RI�LWHPV�VXEMHFW�WR�WKH�
($5�RXW�RI�WKH�8QLWHG�6WDWHV�µ�$OO�WKLV�SURYHV�WR�EH�SUREOHPDWLF�ZKHQ�ÀUPV�WKDW�VHOO�HQFU\SWLRQ�
software over the internet must adopt measures to screen their customers to assure their location, 
DQG�LW�LV�\HW�XQFOHDU�ZKDW�NLQGV�RI�VWHSV�VXFK�ÀUPV�FDQ�WDNH�WR�HQVXUH�FRPSOLDQFH�32 

Although its export control system is based on its commitments under multilateral export 
control regimes, “the US also maintains unilateral controls on a wide range of dual-use items 
predominantly for anti-terrorism reasons.” 33 The US maintains certain “anti-terrorism export 
FRQWUROVµ�RQ�WKRVH�HQFU\SWLRQ�SURGXFWV�WKDW�DUH�H[FOXGHG�IURP�FRQWUROV��6SHFLÀFDOO\��HQFU\SWLRQ�
SURGXFWV�WKDW�DUH�VXEMHFW�WR�H[SRUW�FRQWUROV�DUH�JHQHUDOO\�FODVVLÀHG�XQGHU��$�����KDUGZDUH��DQG�
5D002 (software). Export licenses or other authorizations (such as export license exceptions) 
are required in order to export those 5A002 and 5D002 encryption products from the US. 
However, there are certain products with encryption functions and features that are excluded 
from the controlled categories.34 Those excluded products are subject to certain “anti-terrorism” 
export controls. In the encryption provisions of the US CCL, encryption products that are 
H[FOXGHG�IURP��$�����KDUGZDUH��DQG��'�����VRIWZDUH��DUH�FODVVLÀHG�IRU�86�H[SRUW�FRQWURO�
purposes under 5A992 (hardware) and 5D992 (software).35 Those entries on the CCL indicate 
WKDW�SURGXFWV�FODVVLÀHG�XQGHU�WKRVH��$����DQG��'����FDWHJRULHV�DUH�FRQWUROOHG�IRU�´$7µ��RU�
anti-terrorism) purposes.36 Therefore, under both the US Commerce Country Chart and the 
anti-terrorism provisions of Part 742 of the EAR, the products that are subject to those AT 
export controls are restricted for export to those countries that have been designated by the 
United States Government as terrorism supporting countries.37

European Union
$UWLFOH�ɉ�Ɉ�RI�(XURSHDQ�&RXQFLO�5HJXODWLRQ��(&������������RWKHUZLVH�NQRZQ�DV�WKH�(8�'XDO�
8VH�5HJXODWLRQ��GHÀQHV�GXDO�XVH�DV�´LWHPV��LQFOXGLQJ�VRIWZDUH�DQG�WHFKQRORJ\��ZKLFK�FDQ�EH�
used for both civil and military purposes, and shall include all goods which can be used for both 

31  John F., McKenzie, “United States Export Controls on Internet Software Transactions,” Baker & McKenzie, 
August 2010, p. 3.

32  Nathan Saper, “International Cryptography Regulation and the Global Information Economy,” North 
Western Journal of Technology and Intellectual Property 11:7 (2013), p. 681.

33� � 2IÀFH� RI� WKH� &RRUGLQDWRU� IRU� &RXQWHU�WHUURULVP�� 7KH� *OREDO� &KDOOHQJH� RI� &KHPLFDO�� %LRORJLFDO��
Radiological, and Nuclear (CBRN) Terrorism, 2011, <https://www.state.gov/j/ct/rls/crt/2013/224827.htm>.

34  Examples of those excluded products include (i) products that use a very weak encryption algorithm only 
(e.g., a symmetric encryption algorithm with a key length of 56 bits or less); (ii) products that qualify as 
“mass market” encryption items; and (iii) products that use encryption exclusively for authentication, 
password protection or other forms of access control to digital resources, but do not provide any data 
encryption functionality

35  US Department of Commerce, “EAR – Category 5 Part 2 - Information Security,” BIS, September 20, 2016.

36  US Department of Commerce, “EAR – Part 742, Control Policy - CCL Based Controls,” BIS, January 2017.

37  US Department of Commerce, “EAR - Supplement No. 1 to Part 738 – Commerce Country Chart,” 
BIS, November 4, 2016; US Department of Commerce, “EAR – Part 742, Control Policy - CCL Based 
Controls,” BIS, January 15, 2017.
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non-explosive uses and assisting in any way in the manufacture of nuclear weapons or other 
nuclear explosive devices.” 38�7KLV�GHÀQLWLRQ�FXPXODWHV�´SXUSRVLYHµ�XQGHUVWDQGLQJ�RI�WKLV�WHUP�
EHFDXVH�LW�ÀUVW�UHIHUV�WR�PLOLWDU\�DQG�QRQ�PLOLWDU\�SXUSRVHV��:$��$*��07&5�GHÀQLWLRQV���DQG�
WKHQ�UHIHUV�WR�QXFOHDU�DQG�QRQ�QXFOHDU�SXUSRVHV��16*�GHÀQLWLRQ���LQFOXGLQJ�QXFOHDU�WHUURULVP�39 

However, especially after the Arab Spring began in 2010, and considering the deep instability 
of the African continent and the Middle East, the concern of dual-use trade has expanded in the 
EU towards a concern for human rights in the export control context. By way of illustration, 
the European Parliament (EP) proposed a legislative resolution in 2012 to extend the scope of 
dual-use.40 Debates on this particular issue, mainly linked to dual-use technologies, are still 
ongoing as part of the review of the Regulation. Members of the EP as well as members of the 
Commission call for “taking into consideration human rights as a new dimension of export 
controls,” suggesting establishing human rights as a reason for control and possibly denial of 
export.41 These debates arose after the discovery that during the uprisings in Tunisia and Egypt, 
information and communication technologies provided by European companies played a role 
in aiding and assisting the government’s violation of the freedom of expression, freedom of 
press and access to information.42 

The recent European Commission proposal to amend Council Regulation No. 428/2009 has 
introduced the issue of preventing human rights violation associated with certain cyber-
surveillance technology.43� 7KH� SURSRVDO� DGGV� WR� WKH� GHÀQLWLRQ� RI� GXDO�XVH�� LQ�$UWLFOH� ɉ�� D�
paragraph as follows, 

“ Cyber-surveillance technology which can be used for the commission of serious 
violations of human rights or international humanitarian law, or can pose a 
threat to international security or the essential security interests of the Union and 
its Member States.” 44 

$V�IDU�DV�FU\SWRJUDSK\�LV�FRQFHUQHG��JHQHUDOO\��(8�0HPEHU�6WDWHV�DUH�XQLÀHG�LQ�WKHLU�FRPPLWPHQW�
to a liberal framework for encryption regulations, even though there has not yet been formal 

38  Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control 
RI�([SRUWV��7UDQVIHU��%URNHULQJ�DQG�7UDQVLW�RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/�
134/1) of May 29, 2009.

39  Quentin Michel, Sylvian Paile, Maryna Tsukanova and Andrea Viski, Controlling the Trade of Dual-Use 
Goods - A Handbook, (Brussels, Peter Lang, 2013) p. 81.

40 “ Export Controls of Dual-use Items,” CRE 24/11/2014 - 18, European Parliament, February 18, 2015, 
<http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+CRE+20141124+ITEM-
018+DOC+XML+V0//EN>.

41  Ibid.

42 “ Inquiry into Role of European Companies in Violation of Human Rights,” European Parliament, March 9, 2011, 
<http://www.europarl.europa.eu/sides/getDoc.do?type=WQ&reference=E-2011-002212&language=SL>.

43  EU Commission, “Proposal for a Regulation of the European Parliament and of the Council Setting Up a 
Union Regime for the Control of Exports, Transfer, Brokering, Technical Assistance and Transit of Dual-
8VH�,WHPV��UHFDVW��µ�&20������������ÀQDO��%UXVVHOV���������http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154976.pdf>.

44  Ibid.
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harmonization of encryption policies among them.45 The export control laws of Member States 
regarding encryption products are uniformly regulated under European law, although each state 
may have additional regulations concerning the import, supply, use or export of encryption items.

At present, the governing legislation is the Commission Delegated Regulation (EU) 2015/2420 
of October 2015 amending Council Regulation (EC) No. 428/200.46 Before this amendment, 
the Commission Delegated Regulation (EU) No. 1382/2014 of October 2014 replaced and 
XSGDWHG�WKH�(8�FRQWURO�OLVW�WR�UHÁHFW�GHFLVLRQV�WDNH�LQ�H[SRUW�FRQWURO�UHJLPHV�LQ������������DQG�
2013.47 The update incorporated some 400 changes, including the addition of new controls, the 
removal of some controls, changes to certain technical parameters and other amendments.48 
$PRQJ�WKH�PRVW�VLJQLÀFDQW�FKDQJHV�LV� WKH�LQFOXVLRQ�RI�DQ�DGGLWLRQDO�´QRWH� WR�FU\SWRJUDSK\�
note” in order to be in line with the WA and other international agreements.49 

In addition, the EU has adopted a General Technology Note and a General Software Note 
that excludes information and software within the public domain from the Control List. 
&U\SWRJUDSK\�DQG�LQIRUPDWLRQ�VHFXULW\�SURGXFWV�DUH�LQFOXGHG�LQ�$QQH[�Ɉ�RI�WKH�FRQWURO�OLVW�DQG�
are subject to a licensing regime as regard exports from the European Union. 

Similarly to the US, the EU takes a broad view of the scope of encryption controls. Indeed, it also 
includes activation codes to activate “dormant” encryption functionality, but unlike the US, it 
has always controlled components for “mass market” encryption items.50 However, encryption 
SURGXFWV�VSHFLDOO\�GHVLJQHG�RU�PRGLÀHG�IRU�PLOLWDU\�XVH�DUH�VXEMHFW� WR�H[SRUW�FRQWURO�XQGHU�
national regulations of EU Member States with respect to military items. 

7KH�PRVW�VLJQLÀFDQW�GLIIHUHQFH�EHWZHHQ�(8�DQG�86�HQFU\SWLRQ�H[SRUW�FRQWUROV� OLHV� LQ� WKHLU�
UHVSHFWLYH�FODULW\�LQ�GHÀQLQJ�ZKDW�LV�DQG�ZKDW�LV�QRW�FRQWUROOHG��,QGHHG��JHQHUDOO\�(8�FRQWUROV�
are very clear whether an item is to be controlled or not and there is no equivalent to US anti-
terrorism controls on an EU level even if some Member States can introduce national controls 
beyond the EU Regulation.51, 52 Nonetheless, if the US employs the “exceptionalism” of anti-
WHUURULVP�� WKH�(8�DSSOLHV� WKH�´H[FHSWLRQDOLVPµ�RI�KXPDQ�ULJKWV�� ,Q� WKLV� UHJDUG��$UWLFOH�ɏ�
RI�WKH�(8�5HJXODWLRQ�FODULÀHV�WKDW�´D�0HPEHU�6WDWH�PD\�SURKLELW�RU�LPSRVH�DQ�DXWKRUL]DWLRQ�

45  Sarah Andrews, “Who Holds the Key? – A Comparative Study of US and European Encryption Policies,” 
The Journal of Information, Law and Technology (JILT), February 2000, p. 13.

46  European Commission Delegated Regulation No. 2420/2015 amending Council Regulation (EC) No.  
428/2009 Setting up a Community Regime for the Control of Exports, Transfer, Brokering and Transit of 
'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��2FWREHU����������

47  Commission Delegated Regulation (EU) No. 1382/2014 of 22 October 2014 Amending Council Regulation 
(EC) No. 428/2009 Setting up a Community Regime for the Control of Exports, Transfer, Brokering and 
7UDQVLW�RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/���������'HFHPEHU�����������

48  Ibid.

49  Ibid.

50  Jasper Helder and John F. McKenzie, “Encryption Export Controls: a Comparative Analysis between the EU 
and the US,” Annual International Trade Compliance Conference, Netherlands: November 8, 2013, p. 18.

51  There is no equivalent to US anti-terrorism controls such as 5A992, 5D992, 5E992.

52  Jasper Helder and John F. McKenzie, “Encryption Export Controls: a Comparative Analysis between the EU 
and the US,” Annual International Trade Compliance Conference, Netherlands: November 8, 2013, p. 22.
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UHTXLUHPHQW�RQ�WKH�H[SRUW�RI�GXDO�XVH�LWHPV�QRW�OLVWHG�LQ�$QQH[�Ɉ�IRU�UHDVRQV�RI�SXEOLF�VHFXULW\�
or human rights consideration.” 53

Indeed, as far as cryptography is concerned, many EU licensing authorities consider encryption 
for governmental use to be a potential human rights issue. A few examples of encryption related 
human rights impact are, for example: (1) German unilateral controls for certain hardware 
and software for Terrestrial Trunked Radio (TTR) for Sudan, (2) increased scrutiny by Dutch 
authorities of encryption exports to Lebanon, (3) the exception for the supply of certain 
encryption items to Iran under EU sanctions, (4) Netherlands brokering controls requiring 
LQGLYLGXDO� SUH�QRWLÀFDWLRQ� RI� EURNHULQJ� IRU� WKH� VXSSO\� RI� FRQWUROOHG� LWHPV� IRU� ´VHQVLWLYH�
countries,” and (5) UK license refusals for encryption communications equipment. 54, 55

The UK presents an exception to the overall EU approach towards this issue. Indeed, the UK 
KDV�VSHFLÀF�UHTXLUHPHQWV�UHODWLQJ�WR�WKH�H[SRUW�RI�FHUWDLQ�FU\SWRJUDSKLF�LWHPV�ZKHQ�H[SRUWHG�
from the UK under a EU General Export Authorization (GEA). These requirements consist in 
providing “details of information, which is in a person’s possession, or other information as 
that person can be reasonable be expected to obtain.” 56 Such information should be submitted 
WR�WKH�8.�([SRUW�&RQWURO�2UJDQL]DWLRQ��(&2��YLD�HPDLO�ZLWKLQ����GD\V�RI�ÀUVW�H[SRUW��

Overall, despite the EU common framework, Member States implement encryption controls 
differently and still have dissimilar national laws in some cases.57 The EU approach towards 
FU\SWRJUDSK\�UHÁHFWV�LWV�XQGHUVWDQGLQJ�RI�GXDO�XVH�DV�DOVR�UHODWHG�WR�KXPDQ�ULJKWV�YLRODWLRQV�
in this regard. Moreover, the EU does not have equivalent to US anti-terrorism controls such 
as 5A992, 5D992, 5E992. Indeed, “anti-terrorism export controls” has proved to be a unique 
feature of US implementation.

What about ‘International Competitiveness’? 

As shown above, the EU and US approach towards cryptography, and more generally to the dual-
use concept, is not the same, nor does it seems to be coherent. These different understandings may 
damage inter alia international competitiveness. In this regard, and as a further demonstration 
of the inconsistency of these two approaches, it is useful to mention the point of view of 
an important stakeholder, namely DigitalEurope, a European organization that represents the 
digital technology industry and seeks to ensure industry participation in the development and 
implementation of EU policies.58 In the framework of the much-discussed Transatlantic Trade 

53  Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control 
RI�([SRUWV��7UDQVIHU��%URNHULQJ�DQG�7UDQVLW�RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/�
134/1) of May 29, 2009.

54  Afghanistan, Angola, Belarus, Burma, Congo, Egypt, Eritrea, Guinea, India, Iraq, Iran, Israel Ivory Coast, 
Lebanon, Liberia, Libya, North-Korea, Pakistan, Sudan, Syria, Zimbabwe, South Sudan.

55  Jasper Helder and John F. McKenzie, “Encryption Export Controls: a Comparative Analysis between the EU 
and the US,” Annual International Trade Compliance Conference, Netherlands: November 8, 2013, p. 24.

56 “ Additional UK Requirements for Cryptography Items Exported under an EU GEA,” EU General Export 
Authorizations, <https://www.gov.uk/european-union-general-export-authorisations>.

57  See Figure 2 in Annex II. 

58  “About Us,” DigitalEurope, <http://www.digitaleurope.org/Aboutus.aspx>.
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and Investment Partnership (TTIP) between the EU and the US, DigitalEurope addresses a 
paper containing its comments and suggestions about it. 

The organization underlines the divergent policy approaches adopted by the EU and the US 
towards the ICT industry. The two systems demonstrate differences in their regulatory systems 
and in their approaches to risk management, making the achievement of a certain level of 
KDUPRQL]DWLRQ�GLIÀFXOW��(YHQ�ZKHQ�SULQFLSDO�UHJXODWRU\�REMHFWLYHV�DUH�HTXLYDOHQW��LQ�SUDFWLFH�
product requirements imposed by the EU and US technical regulations in certain cases diverge.59 
Indeed, given that the ICT industry generally operates on a global scale, dissimilarities in 
standard requirements involve the implementation of more than one standard for the same 
functionality, and hence lead to duplicated implementation efforts and costs. DigitalEurope 
PHPEHUV�RIIHU�SURGXFWV��VXFK�DV�KDUGZDUH�RU�VRIWZDUH�ZLWK�FU\SWRJUDSKLF�FDSDELOLWLHV��FODVVLÀHG�
as dual-use items. It argues that EU and US export control regulations require that every export 
of dual-use item shall be performed according these regulations, which envisage either an 
export authorization/license or a license exception. Nevertheless, because the implementation 
of export controls is a national responsibility, the administrative procedures for compliance and 
the method for controlling dual-use items differ between the controlling countries.60 Hence a 
problem arises of damaged international competitiveness. 

The latter may be further proved by glancing at other countries’ approaches to cryptography. 
)LJXUH�ɉ�LQ�$QQH[�ɉ�SURYLGHV�D�JHQHUDO�YLHZ�RI�LQWHUQDWLRQDO�HQJDJHPHQWV�WRZDUGV�LPSRUW�DQG�
export controls, and domestic law and regulations on crypto use.61 If on the one hand nothing 
QHZ�HPHUJHV�IURP�WKLV�ÀJXUH��VLQFH�WKH�ZHDNQHVVHV�RI�GXDO�XVH�H[SRUW�FRQWUROV³L�H�� the lack 
of uniformity in implementation and even acceptance of these systems by states—are well 
known), on the other hand it suggests that a strong dual-use export control system is needed 
worldwide in order to be effective and assure competitiveness and security. 

China is one of the most challenging environments for cryptography use and regulations.62 Both 
LPSRUW�DQG�H[SRUW�RI�FU\SWRJUDSKLF�SURGXFWV�DUH�KLJKO\�UHJXODWHG��DQG��VSHFLÀFDOO\��HQFU\SWLRQ�
is regulated by the National Commission on Encryption Code Regulations (NCECR).63 
Encryption products cannot be sold or imported in China without prior approval by NCECR, 
DQG� LQGLYLGXDOV� DQG� ÀUPV� FDQ� RQO\� XVH� FU\SWRJUDSKLF� SURGXFWV� DSSURYHG� E\�1&(&5��7KLV�
UHVWULFWLRQ�DOVR�DSSOLHV�WR�IRUHLJQ�LQGLYLGXDOV�DQG�ÀUPV�RSHUDWLQJ�LQ�&KLQD�DV�WKH\�PXVW�UHFHLYH�
approval to use their encryption systems. China is not a member of the WA, which means WA 
Member States are not allowed to export chip technology to China. 

Unlike in the US and the EU, all encryption products in China, regardless of key strength or 
other factors, are fully regulated.64 Nevertheless, importing encryption products and equipment 

59  “Digitaleurope Position on the EU-US Regulatory Cooperation,” Digital Europe, November 5, 2013, 
Brussels, p. 1.

60  Ibid, 15.

61  However, it is important to note that it is updated to 2013.

62  Nathan Saper, “International Cryptography Regulation and the Global Information Economy,” North 
Western Journal of Technology and Intellectual Property 11:7 (2013), p. 683.

63  Article 4 of Shangyong Mima Guanli Tiaoli (࠱ѓ઼܉ڷԑֺຎ), “Regulation of Commercial Encryption 
Codes,” State Council, Directive No. 273, Oct. 7, 1999, China, <http://newmedia.cityu.edu.hk/cyberlaw/
gp3/pdf/law_encryption.pdf>. 

64  Ibid.
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containing encryption technology is restricted in China because of the focus on protecting 
information security, strengthening commercial encryption management, and safeguarding 
national security interests.65 China has pursued a policy of favoring the development of 
domestic cryptography systems, for example with the creation of a new Chinese standard for 
wireless Wi-Fi security (WAPI). This kind of approach could be damaging to international 
FRPSHWLWLYHQHVV�VLQFH�IRUHLJQ�FRPSDQLHV�KRSLQJ�WR�VHOO�ZL�À�GHYLFHV�WR�&KLQD�ZRXOG�KDYH�WR�
FR�SURGXFH�WKHLU�SURGXFW�ZLWK�GHVLJQDWHG�&KLQHVH�ÀUPV�66 

Furthermore, the WAPI standard raises fear that the domestic cryptography standard would 
create a functional key escrow system that would allow the Chinese Government easier access 
to encrypted communications. More recently, China’s legislature approved an anti-terrorism 
law which requires companies to hand over technical information and help with decryption 
when the police or state security agents demand it for investigating or preventing terrorist 
cases.67 This provision has created concern among human rights groups about the Chinese 
government’s increasingly intrusive powers and has also created a warning for international 
companies that use encrypted technology in China such as Cisco, IBM and Apple, all of which 
have big stakes there.

Interestingly, multinationals are not the only advocates of more relaxed provisions concerning 
encryption. The Dutch government, for example, published a position paper in which it 
“endorses the importance of strong encryption for internet security, for supporting the protection 
RI�FLWL]HQV·�SULYDF\��IRU�FRQÀGHQWLDO�FRPPXQLFDWLRQ�E\�WKH�JRYHUQPHQW�DQG�FRPSDQLHV��DQG�IRU�
the Dutch economy.” 68 The paper also states that 

“ The ability to use encryption strengthens the international competitiveness of the 
Netherlands, and promotes an attractive climate for businesses and innovation 
[…]. Trust in secure communication and storage of data is essential for the 
(future) growing potential of the Dutch economy, that mainly resides in the digital 
economy.” 

Although the same technology is an obstacle in legitimate investigations, the Dutch paper 
calls for a “search for new solutions” and opposes the introduction of backdoors in encryption 
products. Similarly, the French government has rejected crypto backdoors as “the wrong 
solution.” The Deputy Minister for Digital Affairs Axelle Lemaire, speaking on behalf of the 
French government, rejected an amendment to the new “Law for the Digital Republic,” calling 
for computer companies to provide backdoors to encrypted systems.69

65  Yu, Xia and Murphy, Mattew (MMlC Group), “The Regulation of Encryption Products in China,” 
%ORRPEHUJ�/DZ�5HSRUWV�²�$VLD�3DFLÀF�4:2 (2011), p. 1.

66  This clearly suggests a protectionist tool used by Chinese government to promote domestic technology 
production.

67  Chris Buckley, “China Passes Anti-terrorism Law That Critics Fear May Overreach,” The New York Times, 
December 27, 2015, <https://nyti.ms/1ZvqB5L>. 

68  G.A. van der Steur, Minister van Veiligheid en Justitie, H.G.J. Kamp, Minister van Economische Zaken, 
Brief regering, January 4, 2016. 

69  Glyn Moody, “French Government Rejects Crypto Backdoors as the Wrong Solution,” Ars Technica, 
January 14, 2016, <https://arstechnica.co.uk/tech-policy/2016/01/french-government-rejects-crypto-
backdoors-as-the-wrong-solution/>.
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7R�FRQFOXGH�� LQ� WKH� VSHFLÀF�FDVH�RI�FU\SWRJUDSK\��YDU\LQJ� UHJXODWLRQV�DQG� LPSOHPHQWDWLRQV�
ZRUOGZLGH�DUH�FRQVLGHUDEOH�REVWDFOHV�WR�LQIRUPDWLRQ�WHFKQRORJ\�DQG�VHFXULW\�ÀUPV·�ZLOOLQJQHVV�
WR� H[SDQG� LQWR� QHZ� PDUNHWV�� 7KHUHIRUH�� PXOWLQDWLRQDO� ÀUPV� PD\� VXIIHU� IURP� WKLV� ODFN� RI�
understanding at the international level.70 At the same time, the right to privacy is at stake since 
the only way to protect the privacy of digital information is by encryption. 

,V�D�1HZ�'HÀQLWLRQ�1HFHVVDU\"

This article has argued for a common understanding of the dual-use concept. In this regard, 
RQH�PD\�ZRQGHU�LI�WKH�DGRSWLRQ�RI�D�QHZ��JOREDO�GHÀQLWLRQ�PD\�EH�D�IXQGDPHQWDO�FRQGLWLRQ�
to achieve this purpose. Yet, this leads to another question in turn: If export control regime 
guidelines set the standards for national export controls, are they uniformly implemented 
by Member States? As this article has shown, they are not. Beyond this, catch-all clauses or 
different perceptions of a dual-use item, as in the case of cryptography, suggest it is not just a 
matter of standards. By analogy, the same reasoning may be applied to justify the uselessness of 
D�QHZ�FRPPRQ�GHÀQLWLRQ�RI�GXDO�XVH��7KHUH�LV�QR�URRP�WR�WKLQN�WKDW�D�QHZ�GHÀQLWLRQ�ZLOO�OHDG�
to a homogeneous and global implementation of dual-use export controls. Inevitably, different 
interpretations, investigation and enforcement structures, borderline cases, end-user concerns, 
and levels of information or intelligence among states lead to different export control decisions. 

+RZHYHU��LI�RQ�WKH�RQH�KDQG�WKH�DGRSWLRQ�RI�D�QHZ�GHÀQLWLRQ�LV�IDU�IURP�EHLQJ�WKH�VROXWLRQ�WR�WKH�
current weak international export control system, on the other hand it may be valid and useful 
WR�SURSRVH�D�PRGHUQ�DQG�FRQVLVWHQW�GHÀQLWLRQ�WKDW� LQFRUSRUDWHV�WKH�GLIIHUHQW�XQGHUVWDQGLQJV�
RI�WKH�FRQFHSW�DQG�UHÁHFWV�WKH�HYROXWLRQ�LW�KDV�XQGHUJRQH��$Q\�QHZ�GHÀQLWLRQ�SURSRVDO�VKRXOG�
clearly touch on the following: (1) which “items” are to be controlled, (2) which purposive 
nature, and (3) which scope/security. 

For instance, considering the subcategory “items,” and the confused way in which they are 
XVHG�E\�GLIIHUHQW�LQVWUXPHQWV��VHH�$QQH[�Ɉ���GXDO�XVH�PD\�UHIHU�WR�´LWHPµ�LQ�WKH�VHQVH�RI�JRRGV��
including software and technologies. Moreover, to consider the dual-use concept in the life-
sciences, “items” should also refer to “information.” However, information should not be 
interpreted in the sensu stricto of “technology,” which many lists already refer to. Rather, it 
should be meant as the information issues related to dual-use arising from research.

In addition, in light of the multiplication of items with uncertain dual-use features (due also to 
the increasingly blurry lines between civilian and defense technology and industrial bases), and 
with the multiplication of dual-use items with no predominately military use (e.g., surveillance 
technology, encryption), a question remains concerning the traditional dichotomy between 
civil vs. military.

Finally, in view of the dissimilar scopes of several international instruments governing dual-use 
FRPPHUFH��VHH�$QQH[�Ɉ���D�YDOXDEOH�VFRSH�WR�LQFOXGH�LQ�WKH�QHZ�GHÀQLWLRQ�PD\�EH�´peaceful 
and non-peaceful” in order to comprehend the purpose of every instrument. However, this 
XPEUHOOD� GHÀQLWLRQ� DSSURDFK� ZRXOG� QRW� WDNH� LQWR� DFFRXQW� WKH� VKLIW� IURP� QDWLRQDO� VHFXULW\�
interests to human security interests since the concept of peaceful vs. non-peaceful originates 

70  In this regard, the DigitalEurope position on the EU-US regulatory cooperation is illustrative.
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in the international concept of war and peace. Therefore, given that, (1) the concept of dual-
use seems to have shifted from state’s concern for security to consideration also of human 
security (e.g., the EU understanding of dual-use as related to human rights violation; the US 
understanding of dual-use as related to terrorism), (2) taking into account the dual-use research 
of concern area, (3) and the case of cryptography which underlines the possible threats to 
KXPDQ�ULJKWV�WR�SULYDF\��WKHUHIRUH�WR�SROLWLFDO�VHFXULW\���WKH�GHÀQLWLRQ�PD\�UHIHU�WR�LWHPV�ZKLFK�
threaten human security, used as umbrella concept that includes political security. These are 
suggestions which aim to open the way for further studies in this direction.

Conclusion

This investigation of legally and politically binding instruments referring to the dual-use concept 
KDV�GHPRQVWUDWHG�WKH�ODFN�RI�D�FRPPRQ�GHÀQLWLRQ�DQG�LGHQWLÀHG�DQG�FRPSDUHG�VLPLODULWLHV�DQG�
differences in national understandings of dual-use. The article has analyzed to what extent the 
international community has confusingly worded the concept of dual-use. 

2QH�RI� WKH�PRVW� VLJQLÀFDQW�ÀQGLQJV� LV� WKDW� WKH� FRQFHSW�RI�GXDO�XVH�KDV� HYROYHG� IURP�VWDWH�
proliferation concerns to encompass also non-state proliferation concerns, thus shifting from 
national security interests to human security interests. In this regard, the US and EU approach 
are empirical evidence. On the one hand, the US maintains unilateral controls on a wide range of 
dual-use items predominantly for anti-terrorism reasons, such as anti-terrorism export controls 
on 5A992 and 5D992 categories, to which there is no EU equivalent. On the other hand, the 
(8�KDV�VKRZQ�D�KXPDQ�ULJKWV�DSSURDFK�WR�WKH�GXDO�XVH�FRQFHSW�E\�DSSHDOLQJ�WR�$UWLFOH�ɏ�
of the EU Dual-Use Regulation and maintaining ongoing dialogue through regulatory reform 
discussions within the EU. Although the EU and the US adhere to the same multilateral export 
FRQWURO� UHJLPHV�DQG�KDYH�D� ORW� LQ� FRPPRQ� �L�H��� GHÀQLQJ�GXDO�XVH�DV�KDYLQJ�ERWK�FLYLO� DQG�
military applications), they employ different approaches when it comes to implementation. 

The common denominator for all export controls regimes consists of lists of dual-use items. 
Nevertheless, the consideration of the case of cryptography has revealed a lack of conformity 
among these international instruments. This, however, does not imply that lists are not the most 
practical way to achieve common and objective guidance.

Besides the harmonization of lists and systems, a reconceptualization of dual-use may be useful. 
7KHUH�LV�D�QHHG�IRU�D�PRGHUQ�DQG�FRQVLVWHQW�GHÀQLWLRQ�WR�LQFRUSRUDWH�WKH�GLIIHUHQW�XQGHUVWDQGLQJV�
RI�WKH�FRQFHSW�DQG�WR�UHÁHFW�WKH�HYROXWLRQ�LW�KDV�XQGHUJRQH��DV�WHFKQRORJ\�DQG�LQWHUSUHWDWLRQV�
are constantly changing. This investigation has paved the way for new studies and literature 
IRFXVHG�RQ�WKH�PHDQLQJ�LWVHOI�RI�GXDO�XVH�WKDW�FDQ�EHQHÀW�WKH�LQWHUQDWLRQDO�FRPPXQLW\�

116 Veronica Vella



ANNEX I

Figure 1: Matrix of the terms used to refer to dual-use, articulated  

     in the 3 subcategories of items, and the scope of each instrument.7172

ITEMS SCOPE

GOODS = Tangibility TECHNOLOGY SOFTWARE

International 
Regimes, 
General

1RW�IRUPDOO\�DQG�GLUHFWO\�GHÀQHG�� General consensus on  
the meaning of the  
term when it is used.

6DPH�GHÀQLWLRQ� 
in the dual-use 
export control 
systems  
and regimes 
‘worldwide.’

BWC & 
CWC

Do not refer to these 3 categories but, 
respectively, to “the agents, toxins, 
weapons, equipment or means of 
GHOLYHU\�VSHFLÀHG�LQ�$UWLFOH�Ɉ�RI�WKLV�
Convention” and the “chemical 
weapons and related activities.” 71,72

Prohibition of 
chemical and 
biological weapons  
to facilitate general 
and complete 
disarmament. 

NPT $UWLFOH�Ɋ���GRHV�QRW�PHQWLRQ�DQ\�RI�WKH�
3 categories but only the “equipment 
and materials” which can serve 
proliferation purposes. 

Prevention of wider 
dissemination of 
nuclear weapons 
– Development of the 
applications of atomic 
energy for peaceful 
purposes.

Zangger 
Committee

Designates under the term items 
“equipment or material  
especially designed or prepared  
for the processing, use or production 
�RI�VSHFLDO�ÀVVLRQDEOH�PDWHULDO�µ 

6WHPV�IURP�$UWLFOH�ɉ���
of the NPT. Same 
objectives.

Nuclear 
Suppliers 
Group 

Targeting “certain equipment, 
materials, software, and related 
technology that could make a major 
contribution to a “nuclear explosive 
activity,” an “unsafeguarded nuclear 
fuel-cycle activity.” (It does not propose 
D�IRUPDO�GHÀQLWLRQ�RI�WKH�´HTXLSPHQWµ�
and “materials”).

´6SHFLÀF�LQIRUPDWLRQ�
required for the 
development, production, 
or use of any item. This 
information may take the 
form of technical data or 
technical assistance.” 

“A collection of 
one or more 
“programs” or 
“microprograms” 
À[HG�LQ�DQ\�
tangible medium 
of expression.” 

Prevent a major 
contribution to a 
nuclear explosive 
activity, an 
unsafeguarded nuclear 
fuel-cycle activity or 
acts of nuclear 
terrorism.

71� � %:&�$UWLFOH�Ɋ�

72� � &:&�$UWLFOH�Ɉ�
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ITEMS SCOPE
The Australia 
Group

“Materials, equipment, technology and 
software that could contribute to CBW 
activities,” (thus suggesting that the 
sub-category of “goods” may be further 
divided between “materials” and 
“equipment”). However, the control list 
adopted by this forum only refers—
ZLWKRXW�GHÀQLQJ�LW³WR�WKH�´HTXLSPHQW�µ

)XOÀOO�WKH�REOLJDWLRQV�
under the CWC and 
BWC.

Missile 
Technology 
Control 
Regime 

Items and equipment are  
indifferently used, but they  
are opposed to technology.

�6DPH�GHÀQLWLRQ�RI�16*� 6DPH�GHÀQLWLRQ� 
of NSG.

Prevent missile 
development, 
production and 
operation. 

The 
Wassenaar 
Arrangement 

,W�GRHV�QRW�SURYLGH�DQ\�GHÀQLWLRQ� 
of “goods,” though it use the term 
 in the title of its Initial Elements  
and the section dedicated to the 
 scope of its controls. 

6DPH�GHÀQLWLRQ�RI�16*��
$QQH[�Ɉ��

General Technology Note 
& General Software Note 
(ex. Controls do not apply 
to “technology” “in the 
public domain,” to “basic 
VFLHQWLÀF�UHVHDUFKµ�RU�WR�
the minimum necessary 
information for patent 
applications). 

6DPH�GHÀQLWLRQ� 
of NSG.

Controlling military 
capabilities

Resolution 
1540 (2004)

Items refer to materials related  
to the “proliferation of nuclear, 
chemical or biological weapon  
and their means of delivery.”

In response to global 
terrorism and the risk 
that non-state actors 
may acquire, develop 
WUDIÀF�LQ�RU�XVH�
nuclear, chemical and 
biological weapons 
and their means of 
delivery.

EU 
Regulation 
428/2009

“Dual-use items shall mean items, 
including software and technology, 
which can be used for both civil and 
military purposes, and shall include  
all goods which can be used for both 
non-explosive uses and assisting in  
any way in the manufacture of  
nuclear weapons or other nuclear 
explosive devices.” 73 (It seems that 
�WKH�GHÀQLWLRQ�RI�items, goods but  
also technology and software as 
dual-use ones is subjected to both 
aspects of principles and opportunity).74

European parliament legislative 
UHVROXWLRQ�VWDWHV��´«IRU�XVH�LQ�
connection with a violation of human 
rights, democratic principles or freedom 
of speech >«@��E\�XVLQJ�interception 
technologies and digital data transfer 
devices for monitoring mobile phones 
and text messages and targeted 
surveillance of internet use, such  
as via monitoring centers or lawful 
interception gateways.”75

3URYLGHV�D�GHÀQLWLRQ�
VLPLODU�WR�WKH�GHÀQLWLRQ�
provided by the 
international systems. 

General Technology Note 
(GTN), General Software 
Note (GSN), Nuclear 
Technology Note (NTN). 

Despite the existence of a 
GHÀQLWLRQ�DW�WKH�(8�OHYHO��
the MS have inserted a 
GHÀQLWLRQ�RI�´WHFKQRORJ\µ�
in their national 
implementing legislation. 
(ex. In the British Export 
Control Order, technology 
means information that is 
“capable”—and not 
compulsorily 
“necessary”—to be used 
for such purposes, which 
enlarges the possibilities 
of control).

6DPH�GHÀQLWLRQ�RI�
NSG – Annex I.

General Software 
Note (GSN).

Cumulates WA, AG, 
MTCR and NSG 
objectives. 

Effort to extend the 
original scope to 
protection of human 
rights and democratic 
principles, to torture or 
other cruel inhuman or 
degrading treatment or 
punishment.
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ITEMS SCOPE
US  
internal 
regulations

The term ‘dual- use’ is often  
used to describe the types of  
items subject to the EAR. A ‘dual-use’ 
item is one that has civil applications 
 as well as terrorism and military or 
weapons of mass destruction  
(WMD)-related applications.76

The term goods is not used. However, 
an item means “commodities, software, 
and technology.” 77 The term commodity 
LV�GHÀQHG�DV�´DQ\�DUWLFOH��PDWHULDO 
 or supply except technology and 
software.” (An item shall be reviewed 
with the light of the Commerce  
Control List and the provisions  
of the Regulations.) 

´%DVLF�6FLHQWLÀF�
Research.”

(GTN) – “Experimental 
or theoretical work 
undertaken principally to 
acquire new knowledge  
of the fundamental 
principles of phenomena 
or observable facts, not 
primarily directed towards 
D�VSHFLÀF�SUDFWLFDO�DLP�RU�
objective.”

GSN.

6DPH�GHÀQLWLRQ� 
of NSG.

Controlling terrorism, 
military or WMD-
related items.

WHO 
GHÀQLWLRQ�RI�
dual-use in 
life sciences78

“Initially used to refer to the aspects of 
certain materials, information and 
technologies that are useful in both 
military and civilian spheres. The 
expression is increasingly being used to 
refer not only to military and civilian 
purposes, but also to harmful misuse 
and peaceful activities.”

From military and 
civilian sphere it 
extended to harmful 
misuse and peaceful 
activities.

f o o t no te s737475767778

73  Council Regulation (EC) No. 428/2009 of 5 May 2009, Article 2.1.

74  Quentin Michel, Sylvian Paile, Maryna Tsukanova, and Andrea Viski, Controlling the Trade of Dual-Use 
Goods- A Handbook, (Brussels, P.I.E. Peter Lang, 2013), p. 79.

75� � 3RVLWLRQ�RI�WKH�(XURSHDQ�3DUOLDPHQW�DGRSWHG�DW�ÀUVW�UHDGLQJ�RQ����2FWREHU������ZLWK�D�YLHZ�WR�WKH�DGRSWLRQ�
of Regulation (EU) No. .../2012 of the European Parliament and of the Council amending Regulation (EC) 
No 428/2009 setting up a Community regime for the control of exports, transfer, brokering and transit of 
dual-use items. 

76  US Department of Commerce, “EAR – Part 730, General Information,” BIS, May 21, 2015.

77� � 86�'HSDUWPHQW�RI�&RPPHUFH��´($5�²�3DUW������'HÀQLWLRQ�RI�WHUPV�µ�%,6��0D\����������

78  In respect to life sciences research that have dual-use potential, it is useful to the present work to mention 
at least one reference to it made by an international instrument.
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79 80 81,82 83 

79  Cfr. Bert-Jaap, Koops, “Crypto Law Survey, Overview per country,” (February 2013), <www.cryptolaw.org>

80  Argentina has signed the Wassenaar Arrangement, so export controls should be regulated according to the 
pre-December 1998 Arrangement, including the General Software Note.

81  There are no import controls, but export is controlled along the Wassenaar model.

82  France has signed the Wassenaar Arrangement for export controls, with the exception of the (pre- December 
1998) General Software Note.

83  France used to restrict the domestic use and supply of cryptography for a long time. This restrictive 
legislation (authorization and declaration were required for almost all cryptography) was slightly liberalized 
since 1996.

ANNEX II

Figure 2: Overview per Country of Cryptography Laws79

COUNTRY
IMPORT  

CONTROLS
EXPORT  

CONTROLS
DOMESTIC LAWS  

AND REGULATIONS

Antigua and Barbuda X X X
Argentina80 O O

Australia X X X
Austria X X X
Bahrain X

Bangladesh O
Belarus X X X

Belgium X X X
Brazil O O

Bulgaria
Burma X X X

Cambodia O O
Canada X X O

Chile O O
People’s Republic of China X X X

Colombia O O
Costa Rica

Czech Republic X X O
Denmark X X O

Egypt X O
Estonia O X81

Finland O X X
France X X82 X83

Germany X X X
Ghana O O
Greece O X X

Hong Kong X X O84

Legend:    X = Yes;   O = No;   Blank = no reliable data source found 
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84 85

84  There are no regulations on the use of encryption. Crypto products that are to be connected to the public 
telecoms network, however, must comply with the relevant Telecommunications Authority’s network 
FRQQHFWLRQ�VSHFLÀFDWLRQV�

85  When requested to provide information about its encryption laws, the government of the Democratic 
People’s Republic of Korea stated that they never release such information.

COUNTRY
IMPORT  

CONTROLS
EXPORT  

CONTROLS
DOMESTIC LAWS  

AND REGULATIONS

Hungary X X X
Iceland O

India X X
Indonesia O

Iran X
Ireland O X X

Israel X X X
Italy X X X

Japan X O
Kazakhstan X X X

Kenya O O
Kyrgyzstan O

Latvia X X O
Lithuania X X O

Luxembourg X X O
Malaysia O O O
Mauritius O O O 

Mexico O O O 
Moldova X X O
Morocco X X X

Netherlands X X X
New Zealand X X O

North Korea85

Norway O X O 
Pakistan X

Peru O O O
Philippines O

Legend:    X = Yes;   O = No;   Blank = no reliable data source found 
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COUNTRY
IMPORT  

CONTROLS
EXPORT  

CONTROLS
DOMESTIC LAWS  

AND REGULATIONS

Poland X X O
Portugal X O

Puerto Rico O O
Romania O 

Russia O
Rwanda

Saudi Arabia O O X
Singapore O X O

Slovakia X
Slovenia X

South Africa X86 X87 X
South Korea X X X

Spain X X
Sweden O X X

Switzerland O X O88

Syria O
Thailand X

Tonga X
Trinidad & Tobago X

Tunisia X X
Turkey

Ukraine X X X
United Kingdom X X X

United States of America O X89 X
Uruguay O O

Venezuela O
Vietnam O

 86  8788 89 

86  There are import and export controls for military cryptography. Otherwise crypto import and export is free.

87  Use of encryption is free for commercial or private organizations.

88� � $SDUW�IURP�WKHVH�WZR�VSHFLÀF�UHJXODWLRQV��WKHUH�DUH�QR�GRPHVWLF�FU\SWR�UHJXODWLRQV�

89  The US has signed the Wassenaar Arrangement, but does not implement the (pre-December 1998) General 
Software Note and generally maintains stricter controls.

Legend:    X = Yes;   O = No;   Blank = no reliable data source found 

Figure 2: Overview per Country of Cryptography Laws Continued
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