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Abstract 

The global trade in cyber-surveillance technologies has largely evaded public scrutiny and 
remains poorly understood and regulated. European companies play a central role in the 
proliferation of a broad spectrum of advanced surveillance systems that have legitimate uses, 
but have also been repurposed for nefarious ends. Export controls have become an important 
instrument to restrict sales of cyber-surveillance equipment and software to repressive regimes; 
KRZHYHU�� WKHVH� WHFKQRORJLHV� SRVH� VLJQLÀFDQW� FKDOOHQJHV� WR� WUDGLWLRQDO� IUDPHZRUNV� IRU� WKH�
control of dual-use exports. This article provides an overview of current developments on the 
European level and within the multilateral Wassenaar Arrangement and presents the current 
state of export controls on cyber-surveillance technology. Most importantly, it discusses the 
outcome of the European Union export control policy review, focusing on the regulation 
proposed by the European Commission in September 2016, and provides an initial assessment 
of the key innovations and limitations of the draft text. In addition, the article presents an 
DQDO\VLV�RI�WKH�FXUUHQW�GHEDWH�UHJDUGLQJ�WKH�SUREOHPDWLF�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUHµ�LQ�
the Wassenaar Arrangement and offers insights into some alternative proposals.
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Introduction

Increasing exports of advanced surveillance capabilities have become a focus of controversy 
and debate on regulatory and legal controls that can be used to limit sales to governments with 
dubious human rights records. European companies play a central role in the proliferation of a 
broad spectrum of systems for targeted and mass surveillance that are used to observe and analyze 
behaviors and identities of people on computers, mobile phones, and telecommunications 
networks. These technologies have legitimate uses but have also been repurposed by some 
authorities to contribute to serious human rights abuses, the suppression of journalism and civil 
society, and the persecution of human rights defenders, dissidents, and political opponents.2

Export controls today represent an important instrument to restrict sales of cyber-surveillance 
equipment and software to repressive regimes; however, these technologies pose considerable 
challenges to traditional frameworks for the control of dual-use exports. Actors in the debate 
offer different conceptions of what technologies or services should be subject to export 
authorization requirements, why these items (and not others) should be controlled, and what an 
effective control regime would look like. On September 28, 2016, the European Commission 
introduced a proposal to update the European Union Dual-Use Regulation, which includes 
new provisions on the export of cyber-surveillance technologies.3 The Commission’s draft 
will be discussed and decided upon by the European Council and the European Parliament in 
the ordinary legislative procedure. The Committee for International Trade (INTA), which is 
responsible for drafting the Parliament’s position, held an initial public hearing on the dual-
use reform on March 21, 2017, but it is not yet known when the regulation, if adopted, is 
expected to enter into force.4, 5 Concurrently, however, existing provisions on cyber-surveillance 
technologies at the multilateral level have come under increasing criticism. Several members of 
the Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods 
and Technologies (WA), most notably the United States, are concerned about unintended 
capture and harmful effects on computer security research.

The next few months will see important developments in the area of export controls on cyber-
surveillance technologies. By discussing the control challenge and summarizing the perceptions 
and proposals of different participants in the debate, this article hopes to inform the ongoing 
policy debates. It will provide an overview of current developments on the European level and 
within the WA and present the current state of export controls on cyber-surveillance technology 

2  A recent report by Ecorys and the Stockholm International Peace Research Institute (SIPRI) collected 
information on over 80 cases where cyber surveillance systems exported from the EU have been connected 
with violations of human rights or threats to international or EU security. See: “Final Report: Data and 
Information Collection for EU Dual-Use Export Control Policy Review,” Ecorys and SIPRI , 2015, 
<KWWSV���ZZZ�VLSUL�RUJ�VLWHV�GHIDXOW�ÀOHV�ÀQDO�UHSRUW�HX�GXDOXVH�UHYLHZ�SGI>.

3  EU Commission, “Proposal for a Regulation of the European Parliament and of the Council Setting Up a 
Union Regime for the Control of Exports, Transfer, Brokering, Technical Assistance and Transit of Dual-
8VH� ,WHPV� �UHFDVW��µ�&20������� ���� ÀQDO��%UXVVHOV�� ������ �http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154976.pdf>.

4  The INTA nominated MEP Klaus Buchner as Rapporteur. In parallel, the Committee on Foreign Affairs 
(AFET) will prepare an opinion on the proposal.

5  European Parliament, “Public Hearing Dual-Use Reform: How to ‘future-Proof’ EU Export Controls?,” 
2017, <https://polcms.secure.europarl.europa.eu/cmsdata/115347/programme-dual-use-reform-hearing.pdf>.

https://www.sipri.org/sites/default/files/final-report-eu-dualuse-review.pdf
http://trade.ec.europa.eu/doclib/docs/2016/september/tradoc_154976.pdf
http://trade.ec.europa.eu/doclib/docs/2016/september/tradoc_154976.pdf
https://polcms.secure.europarl.europa.eu/cmsdata/115347/programme-dual-use-reform-hearing.pdf


The Proliferation of Cyber-Surveillance Technologies: Challenges and Prospects  83

as well as interactions across governance levels. The article will also evaluate the existing 
response to limit the proliferation of cyber surveillance systems on the WA level, present an 
DQDO\VLV�RI�WKH�FXUUHQW�GHEDWH�UHJDUGLQJ�WKH�SUREOHPDWLF�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUH�µ�DQG�
RIIHU�LQVLJKWV�LQWR�DOWHUQDWLYH�SURSRVDOV³VSHFLÀFDOO\�ZKHWKHU�D�GHÀQLWLRQ�VKRXOG�UHO\�RQ�GDWD�
H[ÀOWUDWLRQ�DQG�XVHU�SHUPLVVLRQ��7KH�DUWLFOH�GLVFXVVHV�WKH�RXWFRPH�RI�WKH�(8�H[SRUW�FRQWURO�
policy review, focusing on the regulation proposed by the Commission in September 2016 
and provides an initial assessment of the key innovations and limitations of the draft text. The 
FRQFOXVLRQ�VXPPDUL]HV�LPSRUWDQW�ÀQGLQJV�DQG�RIIHUV�D�EULHI�RXWORRN��

The Wassenaar Arrangement and its Discontents 

Political Rationale for and Scope of the 2013 WA Amendments
The growing market for cyber-surveillance technologies entered into the spotlight following 
the 2011 Arab uprisings, when governments heightened the monitoring and censorship of 
communications in the region and the archives of deposed Arab regimes opened to the public.6 
In reaction to these revelations, legislative bodies in both the EU and the US have called for 
increased restrictions on cyber-surveillance and censorship technologies. In December 2013, 
WKH�:$�3OHQDU\�UDWLÀHG�WZR�VHSDUDWH�SURSRVDOV�IURP�WKH�8.�DQG�)UDQFH�WR�LPSOHPHQW�H[SRUW�
controls related to ‘intrusion software’ and IP network surveillance systems. These amendments 
represented the recognition of an increasing need by the 41 participating governments to limit 
the proliferation of sensitive surveillance technologies to bad faith actors. The WA publishes 
two lists of controlled items which are not legally binding and are periodically reviewed and 
implemented based on national discretion. The decision to deny transfer of any item is the sole 
responsibility of each participating state.

The cyber-surveillance industry is comprised of a diverse set of companies of different sizes 
DQG�GHJUHHV�RI�VSHFLDOL]DWLRQ�ZKHUH�WKH�FRQWRXUV�RI�WKH�VHFWRU�DUH�QRW�FOHDUO\�GHÀQHG��:KLOH�
a report by Ecorys and SIPRI estimates “over 250” active producers in Europe, a group of 
1*2V�WKDW�IRUPHG�WKH�&RDOLWLRQ�$JDLQVW�8QODZIXO�6XUYHLOODQFH�([SRUWV��&$86(��LGHQWLÀHV�
182 companies, and a recent effort by European journalists counted 235 “spy tech vendors 
headquartered in Europe.” 7, 8, 9 This contains both companies, including many small enterprises, 
engaged exclusively in the development, production or export of cyber-surveillance 

6  Among many individual reports, two major US news outlets and several civil society groups and international 
NGOs defending privacy and human rights, such as Privacy International, started to investigate the trade 
in cyber surveillance technologies more closely. See: “Wired for Repression,” Bloomberg, 2011, <http://
topics.bloomberg.com/wired-for-repression/>; “The Surveillance Catalogue,” Wall Street Journal, 2011, 
<http://graphics.wsj.com/surveillance-catalog/#/>.

7 “ Final Report: Data and Information Collection for EU Dual-Use Export Control Policy Review,” Ecorys 
and SIPRI, 2015, <KWWSV���ZZZ�VLSUL�RUJ�VLWHV�GHIDXOW�ÀOHV�ÀQDO�UHSRUW�HX�GXDOXVH�UHYLHZ�SGI>.

8 “ A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 
2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>.

9  Maaike Goslinga and Dimitri Tokmetzis, “The Surveillance Industry Still Sells to Repressive 
Regimes. Here’s What Europe Can Do about It,” The Correspondent, 2017, <https://thecorrespondent.
com/6249/the-surveillance-industry-still-sells-to-repressive-regimes-heres-what-europe-can-do-about-
it/679999251459-591290a5>.

http://topics.bloomberg.com/wired-for-repression/
http://graphics.wsj.com/surveillance-catalog/#/
https://thecorrespondent.com/6249/the-surveillance-industry-still-sells-to-repressive-regimes-heres-
http://topics.bloomberg.com/wired-for-repression/
https://thecorrespondent.com/6249/the-surveillance-industry-still-sells-to-repressive-regimes-heres-
https://www.sipri.org/sites/default/files/final-report-eu-dualuse-review.pdf
https://thecorrespondent.com/6249/the-surveillance-industry-still-sells-to-repressive-regimes-heres-


technologies and larger defense companies that provide a broad spectrum of cyber and non-cyber 
surveillance, and security solutions. Additionally, many ICT companies and technology giants 
produce technologies like probes, deep packet inspection, data storage, or analytics systems 
for both surveillance and non-surveillance end-uses. Because the sector is characterized by a 
high level of cross-border cooperation, the delivery of customized and integrated solutions, 
and the presence of a wide-range of specialized brokers and suppliers, the implementation of 
FRPSUHKHQVLYH�FRQWUROV�LV�GLIÀFXOW�DQG�GHPDQGLQJ�IRU�ERWK�OLFHQVLQJ�DXWKRULWLHV�DQG�H[SRUWHUV�

7KH�DGRSWLRQ�RI�WKH�ÀUVW�FRQWUROV�RQ�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV�LQ������VHW�D�SUHFHGHQW�E\�
introducing human rights considerations into the WA.10 WA Member States, staying within the 
DUUDQJHPHQW·V�QDUURZ�PDQGDWH��MXVWLÀHG�WKH�PHDVXUHV�DUJXLQJ�WKDW�WKHVH�WHFKQRORJLHV��´XQGHU�
certain conditions, may be detrimental to international and regional security and stability.” 11 
According to the “Initial Elements” or foundational document of the WA, the organization 
shall “contribute(s) to international and regional peace and security” and does not include 
considerations relating to the internal affairs of states.12 The French and UK governments—
which had been heavily criticized by human rights activists for the export of surveillance 
technologies to authoritarian governments—were particularly interested in increasing their 
OHYHUDJH�RYHU�VSHFLÀF�FRPSDQLHV·�H[SRUW�GHFLVLRQV��7KH�8.�JRYHUQPHQW�ZDV�FRQFHUQHG�DERXW�
the export of FinFisher intrusion technologies by Gamma International, a British-German 
company. The French government proposed the restriction on IP network surveillance systems 
after evidence emerged that Amesys, a French company, supplied its monitoring system to 
/LE\D�XQGHU�*DGGDÀ��ZKHUH�LW�ZDV�´GHSOR\HG�DJDLQVW�GLVVLGHQWV��KXPDQ�ULJKWV�FDPSDLJQHUV��
journalists or everyday enemies of the state.” 13, 14 France implemented the control almost 
immediately after it was approved by the WA, leaving EU members behind.15 

Neither amendment was designed to solve the totality of threats to privacy and human rights 
stemming from cyber-surveillance technoloJLHV��EXW�WKH\�UHSUHVHQWHG�WKH�ÀUVW�LPSRUWDQW�VWHSV�

10 “ Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>; and Tim Maurer, “Internet Freedom and Export Controls,” Carnegie, 
2016, <http://carnegieendowment.org/2016/03/03/internet-freedom-and-export-controls/iutd>.

11 “ Public Statement 2013 Plenary Meeting of The Wassenaar Arrangement On Export Controls for 
Conventional Arms And Dual-Use Goods And Technologies,” Wassenaar Arrangement Secretariat, 2013, 
<http://www.wassenaar.org/wp-content/uploads/2015/06/WA-Plenary-Public-Statement-2013.pdf>.

12 “ Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies,” 
Wassenaar Arrangement Secretariat, 2014, <http://www.wassenaar.org/wp-content/uploads/2015/06/
Guidelines-and-procedures-including-the-Initial-Elements.pdf>.

13 “ British Government Admits It Started Controlling Exports of Gamma International’s FinSpy,” Citizen 
Lab, 2012, <https://citizenlab.org/2012/09/british-government-admits-it-started-controlling-exports-of-
JDPPD�LQWHUQDWLRQDOV�ÀQVS\�>; “Reports from the Business, Innovation and Skills, Defence, Foreign 
Affairs and International Development Committees Session 2013-14 Strategic,” UK Government, 2013, 
p. 37, <KWWSV���ZZZ�JRY�XN�JRYHUQPHQW�XSORDGV�V\VWHP�XSORDGV�DWWDFKPHQWBGDWD�ÀOH�������������SGI>.

14� � 0DUJDUHW�&RNHU�DQG�3DXO�6RQQH��´/LIH�8QGHU�WKH�*D]H�RI�*DGKDÀ·V�6SLHV�µ�The Wall Street Journal, 2011, 
<http://www.wsj.com/news/articles/SB10001424052970203764804577056230832805896>.

15 “ Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>.
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towards imposing controls on the multilateral level. The coverage of both categories has raised 
some concerns with a broad range of actors and implementation of the amendments remains 
uneven; to date, the US has not implemented the controls.16 The category on IP network 
VXUYHLOODQFH��ZKLFK�FRYHUV�V\VWHPV�WKDW�FRQGXFW�KLJK�SHUIRUPDQFH�DQDO\VLV�RI�LQWHUQHW�WUDIÀF��
is criticized for its scope because it appears extremely narrow – and as a result risks failing 
to catch some of the systems that are of most concern.17 On the other hand, the control on 
LQWUXVLRQ�VRIWZDUH�FDPH�XQGHU�LQWHQVH�FULWLFLVP�EHFDXVH�LW�HPSOR\V�RYHUO\�EURDG�GHÀQLWLRQV�

,QVWHDG�RI�DGGLQJ�LQWUXVLRQ�VRIWZDUH�GLUHFWO\�WR�WKH�FRQWURO�OLVW��WKH�:$�HVWDEOLVKHV�D�GHÀQLWLRQ�
of “intrusion software” and derives from this a second group of items that is placed under 
export controls. This two-tier structure leads to the restriction of the command and control 
infrastructure used to generate, install, and instruct the spyware, i.e., the components that stay 
with the purchaser, not any component that would end up on a victim’s device. Although this 
delineation was put in place to protect targeted users and IT security businesses, cybersecurity 
UHVHDUFKHUV��DQG�PXOWLQDWLRQDO�FRPSDQLHV�KDYH�UDLVHG�VLJQLÀFDQW�FRQFHUQV��(VSHFLDOO\�LQ�WKH�
US, implementation met stiff resistance.18 Several security researchers have asserted that 
´FRQWUDU\�WR�WKH�:$·V�VWDQGDUGV��WKHVH�HQWULHV�DUH�GHÀQHG�E\�SVHXGR�WHFKQLFDO�ODQJXDJH��WKH�
possible interpretations of which are manifold.” 19�7KH\�ZRUU\�WKDW�WKH�GHÀQLWLRQ�RI�LQWUXVLRQ�
software applies “almost universally to the building blocks of security research,” which could 
have “chilling effects on the development of anti-surveillance measures and on the discovery 
of existing vulnerabilities.” 20 

16  The European Union adopted the provisions in October 2014, see: Council Regulation (EC) No. 428/2009 
of 5 May 2009 Setting up a Community Regime for the Control of Exports, Transfer, Brokering and Transit 
RI�'XDO�XVH�,WHPV��2IÀFLDO�-RXUQDO�RI�WKH�(XURSHDQ�8QLRQ��/��������RI�0D\�����������,W�LV�XQOLNHO\�WKDW�
the provisions will be fully implemented in the US. The Bureau of Industry and Security retracted the 
implementing regulation following a comment period in which it “received more than 260 comments, 
virtually all of them negative.” See: “Wassenaar: Cybersecurity and Export Control,” United States 
Congress, 2016, <https://oversight.house.gov/hearing/wassenaar-cybersecurity-and-export-control/>.

17  The interception of these communications, including online searches, emails, and VoIP calls, lies at the 
KHDUW�RI�PDQ\�PDVV�VXUYHLOODQFH�V\VWHPV��%HFDXVH� WKH� OLVWLQJ�VSHFLÀHV�DQ�H[WHQVLYH�VHW�RI�FDSDELOLWLHV��
which systems need to offer in order to fall under this export restriction, the WA language on IP network 
surveillance remains extremely narrow and does not cover the broad spectrum of network technologies 
that could be employed for repressive purposes. See Collin Anderson, “Considerations on Wassenaar 
Arrangement Control List Additions for Surveillance Technologies,” Access, 2015, <https://cda.io/r/
ConsiderationsonWassenaarArrangementProposalsforSurveillanceTechnologies.pdf>; and Tim Maurer, 
Edin Omanovic, and Ben Wagner, “Uncontrolled Global Surveillance: Updating Export Controls to the 
Digital Age,” New America Foundation, Open Technology Institute, March 2014, <https://cihr.eu/wp-
content/uploads/2014/06/Uncontrolled-Surveillance_March-2014.pdf>.

18  Katie Moussouris, “You Need to Speak Up For Internet Security. Right Now,” Wired, 2015, <http://www.
wired.com/2015/07/moussouris-wassenaar-open-comment-period/>; Kim Zetter, “Why an Arms Control 
Pact Has Security Experts Up in Arms,” Wired, 2015, <http://www.wired.com/2015/06/arms-control-pact-
security-experts-arms/>.

19  Thomas Dullien, Vincenzo Iozzo, and Mara Tam, “Surveillance, Software, Security, and Export Controls. 
5HÁHFWLRQV�DQG�5HFRPPHQGDWLRQV�IRU�WKH�:DVVHQDDU�$UUDQJHPHQW�/LFHQVLQJ�DQG�(QIRUFHPHQW�2IÀFHUV�
Meeting,” 2016, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�K%.ZJ6J<)D1�[+8NG,<:1�0QF�YLHZ>; Sergey  
Bratus et al., “Why Offensive Security Needs Engineering Textbooks,” Dartmouth University, 2014, 
<http://www.cs.dartmouth.edu/~sergey/drafts/why-offensive-security-needs-textbooks.pdf>.

20� � 6HUJH\�%UDWXV�HW�DO���´:K\�:DVVHQDDU�$UUDQJHPHQW·V�'HÀQLWLRQV�RI�,QWUXVLRQ�6RIWZDUH�DQG�&RQWUROOHG�
Items Put Security Research and Defense At Risk — And How To Fix It,” Dartmouth University 2014, 
pp. 1–13.
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Avoiding Unintended Capture
6WULNLQJ�WKH�ULJKW�EDODQFH�EHWZHHQ�EHQHÀWV�DQG�FRVWV�LV�D�FRPPRQ�FKDOOHQJH�DFURVV�DOO�H[SRUW�
FRQWURO� FDWHJRULHV� IRU� GXDO�XVH� LWHPV�� 8QGXO\� VWULQJHQW� RU� LOO�GHÀQHG� FRQWUROV� RQ� F\EHU�
surveillance technologies can hurt legitimate business interests and have harmful effects on 
FRPSXWHU� VHFXULW\� UHVHDUFK��'HÀQLWLRQV�DQG�FRQWURO� OLVWV�QHHG� WR�SURYLGH�FOHDU�JXLGDQFH� IRU�
companies and for national licensing authorities that encourages consistency in implementation 
between Member States—an issue that is also highly relevant in the context of the EU reform 
proposal. For many observers, the current mechanism of capture of the WA controls and its 
LPSOHPHQWDWLRQ�RQ�WKH�(8�OHYHO�GRHV�QRW�SURGXFH�HIÀFLHQW�FRQWUROV��,7�VHFXULW\�UHVHDUFKHUV�DQG�
companies have argued that the complete removal or renegotiation of the 2013 amendments 
is preferable to their (partial) adoption, which would make the provisions subject to divergent 
national interpretation.21 NGOs, privacy and human rights activists, and other researchers, 
KRZHYHU�� RSSRVH� FDOOV� IRU� WKH� HOLPLQDWLRQ� DQG� DUJXH� IRU� FODULÀFDWLRQV�� VSHFLÀF� H[HPSWLRQV��
controls that apply only to end use cases and end-users facilitating or conducting surveillance, 
DV�ZHOO�DV�FOHDUHU�GHÀQLWLRQV�IRU�WKH�PRVW�FRQWHQWLRXV�FDWHJRULHV�22 

The core problem is that the existing WA entries on “intrusion software” (Categories 4.A.5., 
4.D.4., 4.E.1.a., and 4.E.1.c.) are based on technical attributes common to both commercial 
VXUYHLOODQFH�DQG�LQIRUPDWLRQ�VHFXULW\�WRROV³WKRVH�WHFKQRORJLHV�WR�LQÀOWUDWH�WDUJHWHG�GHYLFHV�
without consent and those for testing for vulnerabilities. IT security researchers emphasize that 
“it is impossible to distinguish among malicious and innocuous software on a technical basis” 
DQG�VRPH�HYHQ�DUJXH�WKDW�´XQOHVV�D�VSHFLÀF�VRIWZDUH�FDQ�EH�FRQÀGHQWO\�FODVVLÀHG�DV�´VLQJOH�
use,” it would be highly unwise to regulate it.” 23, 24 A number of alternative proposals suggest 
IRFXVLQJ�RQ�WKH�FULWLFDO�GHSHQGHQFH�RI�VXUYHLOODQFH�VRIWZDUH�´WR�VHFUHWO\�H[ÀOWUDWH�GDWD�IURP�
the computer, without user permission or knowledge” to ensure that legitimate research and 

21� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH�:DVVHQDDU�$UUDQJHPHQW�/LFHQVLQJ�DQG�(QIRUFHPHQW�2IÀFHUV�0HHWLQJ�µ� DQG�
Microsoft Corporation, “Written Testimony of Cristin Flynn Goodwin Assistant General Counsel for 
Cybersecurity at Microsoft Corporation; Joint Subcommittee Hearing on Wassenaar: Cybersecurity & 
Export Control January 12, 2016,” United States Congress, 2016, <https://oversight.house.gov/wp-content/
uploads/2016/01/Goodwin-Microsoft-Statement-1-12-Wassenaar.pdf>; Cheri F . McGuire, “Prepared 
Testimony and Statement for the Record of Cheri F. McGuire Vice President, Global Government Affairs 
& Cybersecurity Policy; Symantec Corporation Hearing on Wassenaar: Cybersecurity & Export Control 
Before the House Committee on Homeland,” United States Congress, 2016, <https://oversight.house.gov/
wp-content/uploads/2016/01/McGuire-Symantec-Statement-1-12-Wassenaar.pdf>.

22  Access et al., “Comments to the US Department of Commerce on Implementation of 2013 Wassenaar 
Arrangement Plenary Agreements (RIN 0694-AG49),” 2015, <KWWSV���ZZZ�HII�RUJ�ÀOHV������������
MRLQWZDVVHQDDUFRPPHQWV�ÀQDO���SGI>; and Electronic Frontier Foundation, “Comments of the Electronic 
Frontier Foundation on the Wassenaar Arrangement 2013 Plenary Agreements Implementation: 
Intrusion and Surveillance Items, RIN 0694-AG49,” 2015, <KWWSV���ZZZ�HII�RUJ�ÀOHV������������
effwassenaarcomments-1.pdf>.

23� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH� :DVVHQDDU� $UUDQJHPHQW� /LFHQVLQJ� DQG� (QIRUFHPHQW� 2IÀFHUV� 0HHWLQJ�µ�
WA-CAT4 Draft, 2015, <https://tac.bis.doc.gov/index.php/documents/pdfs/299-surveillance-software-
VHFXULW\�DQG�H[SRUW�FRQWUROV�PDUD�WDP�ÀOH>.

24  Vincenzo Iozzo, “Speech to Members of the European Parliament and European Commission, 
September 30, 2015,” 2015, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�1/�MN(4.M<FQS�D8WV695R4M$�
view?pref=2&pli=1>.
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information sharing is still possible without the need to apply for an export license.25 Because 
´WKH�YDVW�PDMRULW\�RI�H[ÀOWUDWLRQ�VRIWZDUH�KDV�QR�OHJLWLPDWH�XVH�µ�LW�´FRXOG�VDIHO\�EH�UHJXODWHG�
without having adverse consequences on legitimate security research.” 26 

Some proposals also call for a control approach that “takes into account the intent of the 
technology and software developer.” 27�%\�VKLIWLQJ�WKH�GHÀQLWLRQ�RI�´LQWUXVLRQ�VRIWZDUHµ�WR�IRFXV�
on intent, not functionality, the export authorization would rely more on contextual information. 
Manifest intent could, for example, be established by looking at the way the software is designed, 
i.e., whether it is designed to be used against a non-consenting other party, or the way the 
software is marketed.28 This approach tries to reconcile both sides of the debate by adding to the 
GHÀQLWLRQ�RI�LQWUXVLRQ�VRIWZDUH�WKH�FULWHULRQ�RI�DXWKRUL]DWLRQ�E\�WKH�RZQHU�RI�WKH�WDUJHWHG�GHYLFH�
WR�LQVWDOO�VRIWZDUH�RU�SHUIRUP�VSHFLÀF�DFWLRQV�29

However, while the overlap between offensive and defensive applications seems to necessitate 
increased attention to the intended use of technologies, it also complicates the export 
authorization process.30 Because export controls are critically dependent on the capacity to 
GHÀQH� DQ� LWHP�ZLWK� OHJDO� SUHFLVLRQ� LQ� D�PDQQHU� WKDW� FDQ� EH� HPSOR\HG� DW� VRPH� VWDJH� SULRU�
WR� WKH� WUDQVIHU�� FDWHJRULHV� RQ� WKH� GXDO�XVH� OLVW� DUH� WUDGLWLRQDOO\� EDVHG� RQ� SUHFLVHO\� GHÀQHG�
performance metrics. While it might be possible to identify certain products by relying on user 
authorization as a criterion, this would not apply to the full spectrum of relevant technologies. 
6LPLODUO\��D�GHÀQLWLRQ�RI�LQWUXVLRQ�VRIWZDUH�GHSHQGHQW�RQ�LWV�LQWHQGHG�XVH�ZRXOG�OLNHO\�SRVH�
a higher administrative burden for licensing authorities, while exporters would be required 
to provide additional information on customers and develop further so-called “know your 
FXVWRPHU�DSSURDFKHV�µ�7KH�DPELJXLW\�RI�D�FODVVLÀFDWLRQ�RI�SURGXFWV�EDVHG�RQ�LQWHQW�PD\�DOVR�
be compounded by the component nature of cyber-surveillance systems; licensing authorities 
would need additional technical expertise to identify critical exports.

25  Sergey Bratus et al., “Why Offensive Security Needs Engineering Textbooks,” Dartmouth University, 
2014, <http://www.cs.dartmouth.edu/~sergey/drafts/why-offensive-security-needs-textbooks.pdf>.

26  Vincenzo Iozzo, “Speech to Members of the European Parliament and European Commission, 
September 30, 2015,” 2015, <KWWSV���GULYH�JRRJOH�FRP�ÀOH�G��%�1/�MN(4.M<FQS�D8WV695R4M$�
view?pref=2&pli=1>.

27 “Comment Submitted by Privacy International in Response to the Proposed Rule (RIN 0694-AG49) 
Implementing Controls on Intrusion and Surveillance Items Agreed within the Wassenaar Arrangement 
in 2013,” Privacy International, 2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�3ULYDF\�
International BIS submission.pdf>; “A Critical Opportunity: Bringing Surveillance Technologies within 
the EU Dual-Use Regulation,” CAUSE Report, June 2015, p. 17, <https://privacyinternational.org/sites/
GHIDXOW�ÀOHV�&$86(���UHSRUW���Y��SGI>.

28  Thomas Dullien, “An Attempt at Fixing Wassenaar,” ADD/XOR/LOR Blog, 2016, <http://addxorrol.
blogspot.de/>.

29� � 'XOOLHQ�� ,R]]R�� DQG� 7DP�� ´6XUYHLOODQFH�� 6RIWZDUH�� 6HFXULW\�� DQG� ([SRUW� &RQWUROV�� 5HÁHFWLRQV� DQG�
5HFRPPHQGDWLRQV� IRU� WKH� :DVVHQDDU� $UUDQJHPHQW� /LFHQVLQJ� DQG� (QIRUFHPHQW� 2IÀFHUV� 0HHWLQJ�µ�
WA-CAT4 Draft, 2015, <https://tac.bis.doc.gov/index.php/documents/pdfs/299-surveillance-software-
VHFXULW\�DQG�H[SRUW�FRQWUROV�PDUD�WDP�ÀOH>.

30  This can also be highlighted with reference to the Tallinn Manual on the International Law Applicable 
WR�&\EHU�:DUIDUH��ZKLFK�GHÀQHV�D�¶F\EHU�ZHDSRQ·�E\�WKH�HIIHFWV�LW�PD\�KDYH��UDWKHU�WKDQ�E\�LWV�QDWXUH�RU�
components, or means of operation or construction. (See Tallinn Manual Rule 41 No 2).
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Avenues for Future Activity on the WA Level 
5HYLVLQJ�WKH�UHOHYDQW�:$�ODQJXDJH�KDV�SURYHQ�GLIÀFXOW��QRW�OHDVW�EHFDXVH�WKH�PDMRULW\�RI�WKH�
41 members have already implemented the provisions, and the controls on cyber-surveillance 
technologies are only two of many items to be reviewed and discussed.31 On March 1, 2016, 
the US government sent an open letter to several business associations in which it explained 
WKDW�WKH�DGPLQLVWUDWLRQ�´KDV�SURSRVHG�LQ�WKLV�\HDU·V�:$�>UHYLHZ@�WR�HOLPLQDWH�WKH�FRQWUROV�RQ�
technology required for the development of ‘intrusion software.’” 32 After some initial successes 
in mid-2016, when the parties agreed in principle to clarify some of the wording and asked 
IRU�D� UHSRUW�GHWDLOLQJ�VSHFLÀF�H[DPSOHV�RI�F\EHUVHFXULW\� WRROV� WKDW�PLJKW�EH� LQDSSURSULDWHO\�
covered, the WA Plenary of December 2016 failed to rephrase the most important provisions 
with regard to vulnerability research and disclosure.33 Despite the US government’s two-year 
effort, delegates could not reach a unanimous decision to ease the export restrictions, which 
VKRZV�WKH�GLIÀFXOWLHV�LQKHUHQW�LQ�WKH�PXOWLODWHUDO�QHJRWLDWLRQ�SURFHVV�34 It will now be up to the 
new US Trump administration to decide whether to continue renegotiations.35 

7KH� GLIÀFXOWLHV� HQFRXQWHUHG� ZKHQ� WU\LQJ� WR� PRGLI\� WKH� DUUDQJHPHQW·V� H[LVWLQJ� SURYLVLRQV�
also give some indication of the challenges in creating multilateral controls for additional 
products and services—which remains the preferred course of action for many stakeholders, 
including European exporters of cyber-surveillance technologies.36 Export controls should 
principally be established on the highest possible level to increase their impact and prevent 
circumvention. Further attempts to add cyber-surveillance technologies to the WA on human 

31  Tim Maurer, “Internet Freedom and Export Control,” Carnegie Endowment for International Peace, 2016, 
<http://carnegieendowment.org/2016/03/03/internet-freedom-and-export-controls-pub-62961>.

32 “ Letter from Secretary Pritzker to Several Associations on the Implementation of the Wassenaar Arrangement 
‘intrusion Software’ and Surveillance Technology Provisions,” US Department of Commerce, March 1 
2016, 2016, <https://www.bis.doc.gov/index.php/oee/9-bis/carousel/1010-letter-from-secretary-pritzker-
to-several-associations-on-the-implementation-of-the-wassenaar-arrangement-intrusion-software-and-
surveillance-technology-provisions!��´0DMRU�%XVLQHVV�DQG�7HFK�*URXSV�&DOO�RQ�$GPLQLVWUDWLRQ�2IÀFLDOV�
to Renegotiate Wassenaar Arrangement to Strengthen Cybersecurity,” Information Technology Industry 
Council, 2016, <http://www.itic.org/dotAsset/9/8/98c27c3a-609b-41e3-8f7b-4fe1bb642ad6.pdf>.

33� � :LWK�UHJDUG�WR�FDWHJRULHV���$�������'����WKH�GHÀQLWLRQ�RI�¶LQWUXVLRQ�VRIWZDUH·�ZDV�DPHQGHG��6HH�SDJH�����
of the WA Dual-use List: <http://www.wassenaar.org/wp-content/uploads/2016/12/WA-LIST-16-1-2016-
List-of-DU-Goods-and-Technologies-and-Munitions-List.pdf>; 

34  Iain Mulholland and Katie Moussouris, “Administration Should Continue to Seek Changes to International 
Cyber Export Controls,” The Hill, 2017, <http://thehill.com/blogs/congress-blog/technology/316978-
administration-should-continue-to-seek-changes-to>; Iain Thomson, “Wassenaar Weapons Pact Talks 
Collapse Leaving Software Exploit Exports in Limbo,” The Register, 2016, <http://www.theregister.
co.uk/2016/12/21/wassenar_negotiations_fail/>.

35  Jim Langevin, “Langevin Statement on Wassenaar Arrangement Plenary Session,” Congressman Jim 
Langevin Website, December 19, 2016, <http://langevin.house.gov/press-release/langevin-statement-
wassenaar-arrangement-plenary-session>.

36  See for example the statements of expert witnesses from industry associations and producers at the European 
Parliament, “Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation,” 
March 21, 2017, <http://www.europarl.europa.eu/news/en/news-room/20170316IPR67192/committee-
on-international-trade-21032017-(pm)>.
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ULJKWV�JURXQGV�ZLOO��KRZHYHU��OLNHO\�PHHW�VLJQLÀFDQW�UHVLVWDQFH�37 The WA’s traditional focus 
on conventional arms and dual-use items for the production of Weapons of Mass Destruction 
:0'V��SODFHV�VLJQLÀFDQW�OLPLWV�RQ�WKH�W\SHV�RI�VXUYHLOODQFH�WHFKQRORJLHV�WKDW�FDQ�EH�DGGHG��
The present controversy about unintended capture, the business-friendly attitude of the new US 
administration, and generally diverse WA membership, which, for example, includes Russia 
and remains subject to EU and US sanctions—are also likely to increase opposition.

*LYHQ�WKH�LQHIÀFLHQF\�RI�FRQWUROV�DQG�WKH�ODFN�RI�SURJUHVV�RQ�WKH�PXOWLODWHUDO�OHYHO��(8�0HPEHU�
States have—in some cases reluctantly—developed further the European control regime and 
independently implemented additional controls on the national level.38 For example, Italy 
established restrictions in 2012 following reports that an Italian company had begun to install 
a monitoring center in Syria.39 More recently, the German government introduced national 
controls on items that are not listed at the WA or EU level in July 2015 after a German proposal 
to add additional lawful interception technologies to the WA lists did not gain traction from late 
2014 to early 2015.40 Germany argued that national measures had become necessary because 
similar restrictions on the European level “could not be expected before 2017” but would repeal 
the national controls once a European solution had been implemented.41 On the European level, 
an increasing number of actors, including a majority of the European Parliament, have argued 
for an independent mechanisms through which to control the export of cyber-surveillance 
technologies. The draft regulation on dual-use exports recently published by the European 
Commission, which will be discussed in the next section, represents an important step in this 
direction and takes up many suggestions made in the debate and public consultation. 

37  Ian J. Stewart and Sibylle Bauer, Workshop: Dual-Use Export Controls (Background Paper), 2015, p. 30, 
<http://www.europarl.europa.eu/RegData/etudes/STUD/2015/535000/EXPO_STU(2015)535000_EN.pdf>.

38  Article 8 (1) of Regulation 428/2009 permits EU governments to impose national controls on non-listed 
items for reasons of public security or human rights considerations. This clause has repeatedly been used 
to control cyber surveillance technologies.

39  The company in question, Area S.p.A., announced that it would not complete the installation of the 
monitoring center. See Vernon Silver, “Italian Firm Exits Syrian Monitoring Project, Repubblica 
Says,” Bloomberg Business, 2011, <KWWS���ZZZ�EORRPEHUJ�FRP�QHZV�DUWLFOHV������������LWDOLDQ�ÀUP�
exits-syrian-monitoring-project-repubblica-says>; Italian Government, “Notices From Member States 
Regarding Council Regulation (EC) No 428/2009: Regarding Delivery of Monitoring System to Syria,” 
2012, <http://trade.ec.europa.eu/doclib/docs/2012/september/tradoc_149946.pdf>.

40  The fourth amendment to the German Foreign Trade Ordinance establishes new control list categories 
covering monitoring centers and data retention systems and introduces authorization requirements on 
the provision of ‘technical assistance,’ an intentionally broad concept of related services. However, the 
national controls affect only a small number of companies, many of which had already been subject to 
export controls on encryption technologies. See: Stephanie Horth, Joanna Bronowicka, and Ben Wagner, 
“Policy Brief Export Control,” Centre for Internet and Human Rights, 2015, <https://cihr.eu/export-
controls-policy-paper/>.

41  German Government, Vierte Verordnung zur Änderung der Außenwirtschaftsverordnung, 2015, <https://
www.bmwi.de/BMWi/Redaktion/PDF/V/vierte-verordnung-zur-aenderung-der-aussenwirtschaftsverordn
ung,property=pdf,bereich=bmwi2012,sprache=de,rwb=true.pdf>.
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EU Dual-Use Export Controls and Policy Review 

The Outcome of the Export Control Policy Review
Increasing exports of cyber-surveillance technologies have been addressed by the European 
8QLRQ�WKURXJK�D�VHULHV�RI�ORRVHO\�FRQQHFWHG�PHDVXUHV��7KHVH�LQFOXGH�WKH�EURDGHQLQJ�RI�VSHFLÀF�
sanction regimes from 2011 onwards, the implementation of WA amendments in October 2014, 
the adoption of human rights guidelines with regard to freedom of expression online, and 
a wide-ranging review of the EU’s dual-use export control policies.42 This section analyzes 
the outcome of the export control policy review, which was broadly aimed at updating the 
UHJXODWRU\� IUDPHZRUN� RQ� GXDO�XVH� H[SRUWV�� UHJXODWRU\� VLPSOLÀFDWLRQ�� DQG� ´DQ� LQLWLDWLYH� WR�
control ICTs to prevent violations of human rights and protect the EU’s security.” 43 

On September 28, 2016, the European Commission proposed a draft regulation to modernize 
the existing control regime, highlighting the need for “adjusting to evolving security risks and 
WKUHDWV��DGDSWLQJ�WR�UDSLG�WHFKQRORJLFDO�DQG�VFLHQWLÀF�GHYHORSPHQWV��>DQG@�SUHYHQWLQJ�WKH�H[SRUW�
of cyber-surveillance technology in violation of human rights.” 44 The Commission characterized 
the proposal as an ambitious step that combines elements of a more pragmatic export control 
“system update” aimed at adjusting the existing framework with a forward-looking “system 
modernization” focusing on cyber-surveillance technologies and human rights.45 The draft 
would replace Regulation 428/2009, adopted in May 2009, which so far formed the basis for 
the EU’s common policy on export controls for dual-use items, including cyber-surveillance 
technologies. The Dual-Use Regulation establishes rules for export, transit, brokering, and intra-
community transfer procedures across EU Member States and aggregates externally-originating 
requirements that are agreed within the WA and other multilateral export control regimes. The 
regulation is binding and directly applicable throughout the EU but leaves implementation and 
enforcement to Member States, including decisions regarding whether to grant or to refuse 
export licenses—although coordination measures exist to promote uniform implementation.46 

42  Following revelations about European companies selling surveillance technologies to Iran and Syria, 
FRXQWU\�VSHFLÀF� VDQFWLRQV� UHJLPHV� ZHUH� XSGDWHG� DV� SDUW� RI� WKH� (8·V� &RPPRQ� )RUHLJQ� DQG� 6HFXULW\�
Policy (CFSP). In December 2011, a broad ban on equipment and software “for use in the monitoring or 
interception by the Syrian regime, or on its behalf, of the internet and of telephone communications on 
PRELOH�RU�À[HG�QHWZRUNVµ�DQG�WKH�SURYLVLRQ�RI�DVVRFLDWHG�VHUYLFHV�ZDV�DGGHG�WR�VDQFWLRQV�DJDLQVW�6\ULD��
In March 2012, equivalent language was inserted into the Iran embargo.

43 “ Roadmap. Review of the EU Dual-Use Export Control Regime,” European Commission, 2015, <http://
ec.europa.eu/smart-regulation/impact/planned_ia/docs/2015_trade_027_duxc_en.pdf>; and “Green Paper: 
The Dual-Use Export Control System of the European Union: Ensuring Security and Competitiveness 
in a Changing World,” European Commission, 2011, <http://trade.ec.europa.eu/doclib/docs/2011/june/
tradoc_148020.pdf>.

44 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

45  These terms describe Policy Option 3 and Option 4 set out in the Roadmap for the export control policy 
review, cf. European Commission, “Roadmap. Review of the EU Dual-Use Export Control Regime.”

46  To avoid delays, the Commission has delegated authority to update the control list pursuant to regulation 
599/2014. At the time of writing, the latest version of the control list is regulation 2016/1969 of 12 
September 2016.
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7KH� SURSRVHG� UHJXODWLRQ� SODFHV� VLJQLÀFDQW� HPSKDVLV� RQ� WKH� FRQWURO� RI� F\EHU�VXUYHLOODQFH�
WHFKQRORJLHV��7KH�RIÀFLDO�LPSDFW�DVVHVVPHQW�IRU�WKH�UHJXODWLRQ�DUJXHV�WKDW�D�PRGHUQL]DWLRQ�RI�
the existing regime “appears indispensable to achieve the objective to prevent human rights 
violation caused by the lack of appropriate controls of cyber-surveillance technology.” 47 
7R�WKLV�HQG�� WKH�GHÀQLWLRQ�RI�GXDO�XVH� LWHPV�KDV�EHHQ�UHYLVHG� LQ�$UWLFOH����E�RI� WKH�GUDIW� WR�
VSHFLÀFDOO\�LQFOXGH�´F\EHU�VXUYHLOODQFH�WHFKQRORJ\�ZKLFK�FDQ�EH�XVHG�IRU�WKH�FRPPLVVLRQ�RI�
serious violations of human rights or international humanitarian law, or can pose a threat to 
international security or the essential security interests of the Union and its Member States.” 
Taking up and combining some of the initial proposals in the review, the draft regulation sets 
RXW�D�WZRIROG�FRQWURO�DSSURDFK��ÀUVW��LW�LQWURGXFHV�DQ�(8�DXWRQRPRXV�FRQWURO�OLVW�RI�VSHFLÀF�
cyber-surveillance technologies (Annex 1B “List of Other Dual-Use Items).48 Second, it 
establishes a targeted catch-all clause designed to act as an emergency brake in cases “where 
there is evidence that the items may be misused by the proposed end-user for directing or 
implementing serious violations of human rights or international humanitarian law in situations 
RI�DUPHG�FRQÁLFW�RU�LQWHUQDO�UHSUHVVLRQ�LQ�WKH�FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�49 

7KH�QHZ�UHJXODWLRQ�DOVR�IRU�WKH�ÀUVW�WLPH�IHDWXUHV�D�GHÀQLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\�
which is broadly understood as “items specially designed to enable the covert intrusion into 
information and telecommunication systems with a view to monitoring, extracting, collecting 
and analyzing data, and/or incapacitating or damaging the targeted system.” 50 This constitutes 
D� ZLGH� GHÀQLWLRQ� RI� WKH� WHFKQRORJLHV� LQ� TXHVWLRQ� DQG� LV� GHYHORSHG� IXUWKHU� E\� H[SOLFLWO\�
VWDWLQJ� WKDW�´>W@KLV� LQFOXGHV� LWHPV� UHODWHG� WR� WKH� IROORZLQJ� WHFKQRORJ\�DQG�HTXLSPHQW��PRELOH�
telecommunication interception equipment; intrusion software; monitoring centers; lawful 
interception systems and data retention systems; digital forensics.” 51�,QWHUHVWLQJO\��WKH�GHÀQLWLRQ�
KDV�EHHQ�QDUURZHG�EHWZHHQ�-XO\�������ZKHQ�D�GUDIW�RI�WKH�SURSRVDO�ZDV�OHDNHG��DQG�WKH�RIÀFLDO�
publication in September 2016.52�:KLOH�WKH�ROG�GHÀQLWLRQ�UHÁHFWHG�WKH�YHU\�EURDG�FRQFHSWLRQ�
of cyber-surveillance technologies available in the Ecorys/SIPRI report supporting the EU 
impact assessment, the new version no longer explicitly refer to biometrics, location tracking, 

47 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

48  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2. 

49 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, 2016, <http://trade.ec.europa.eu/doclib/docs/2016/
september/tradoc_154978.pdf>.

50  See Article 2.2.21 of the draft regulation. 

51  Ibid. 

52  Catherine Stupp, “Commission Plans Export Controls for Surveillance Technology,” Euractiv, 2016, 
<https://www.euractiv.com/section/trade-society/news/technology-companies-face-export-hurdles-under-
draft-eu-rules/>.
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probes, and deep packet inspection systems.53, 54 The accompanying documents did not explain 
WKH�UDWLRQDOH�EHKLQG�WKH�FODULÀFDWLRQ��LW�PLJKW�EH�GXH�WR�FRQFHUQV�UHJDUGLQJ�XQLQWHQGHG�FDSWXUH�
and administrative costs for national agencies or exporters. This will be discussed in the next 
sections, which introduce key innovations in the proposal and offer an assessment of the wider 
implications and limitations of the draft text so far as it relates to cyber-surveillance technologies. 

An EU Autonomous Control List: Additional Coverage but a Lack of Clarity
The Commission has proposed to introduce an EU autonomous list with the aim to control the 
H[SRUW�RI�VSHFLÀF�LWHPV�QHFHVVDU\�LQ�F\EHU�VXUYHLOODQFH�WKDW�DUH�QRW�SDUW�RI�RWKHU�DSSOLFDEOH�
control lists.55 This represents an important and ambitious step that has also been advocated 
by different actors in the debate.56 However, EU governments and industry have previously 
sought to avoid adopting EU-level controls on items that are not included on the WA level due 
to concerns about implementation costs and the competitiveness of EU-based companies. The 
Commission has therefore been very careful to highlight that the new control measures “should 
QRW�JR�EH\RQG�ZKDW�LV�SURSRUWLRQDWHµ�DQG�WKH�LPSDFW�DVVHVVPHQW�VWDWHV��´>W@KH�SUHFLVH�GHVLJQ�
of those new controls would ensure that negative economic impact will be strictly limited and 
will only affect a very small trade volume.” 57 Reliable estimates regarding the size of the cyber-
surveillance sector are, of course, hard to come by, but SIPRI recently conducted a trade analysis 
of dual-use related exports of ICT goods. They found dual-use related exports in electronics of 
¤31.7 billion, in computers of at least ¤2 billion, and in telecommunications and ‘information 
security’ of up to ¤22.6 billion for the year 2014.58 Still, it remains impossible to infer from 
WKHVH� ÀJXUHV� WKH� H[SRUW� YROXPH� RI� HVSHFLDOO\� FULWLFDO� WHFKQRORJLHV� OLNH� LQWUXVLRQ� VRIWZDUH��
ZKLFK�DFFRXQWV�RQO\�IRU�D�VPDOO�SHUFHQWDJH�RI�WKHVH�ÀJXUHV�59 Further taking into account that 
these numbers represent global exports, it is likely that the new controls will only affect a small 
DPRXQW�RI�WKLV�WUDGH��ZKLFK�FDQ�EH�UHGXFHG�IXUWKHU�E\�GHÀQLQJ�WKH�FRQWUROOHG�WHFKQRORJLHV�DQG�
circumstances in which export authorization should be denied more accurately.

53  Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control Policy 
Review,” 2015, pp. 147-9, 218.

54  Civil society actors such as a group of NGOs represented by the Coalition Against Unlawful Surveillance 
([SRUWV� �&$86(�� KDYH� DUJXHG� IRU� DGGLWLRQDO� FRQWUROV� RQ� YRLFH� LGHQWLÀFDWLRQ� WHFKQRORJ\�� ORFDWLRQ�
monitoring technology and additional systems for collecting data as it passes through communications 
QHWZRUNV� �/,� VROXWLRQV� DQG� ¶LQWHU�FRQQHFWRUV·�� SUREHV� DQG� ÀEHU� WDSV���0RVW� RI� WKHVH�ZRXOG� KDYH� EHHQ�
SDUW� RI� WKH� GHÀQLWLRQ� RI� F\EHU�VXUYHLOODQFH� WHFKQRORJ\� LQ� WKH� YHUVLRQ� DV� RI� -XO\� ������6HH� ´$�&ULWLFDO�
Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 2015, 
<KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>.

55  Regulation 428/2009 aggregates externally-originating requirements that are agreed within other forums, 
VSHFLÀFDOO\�WKH�:$��WKH�0LVVLOH�7HFKQRORJ\�&RQWURO�5HJLPH��WKH�1XFOHDU�6XSSOLHUV·�*URXS��WKH�$XVWUDOLD�
Group and the Chemical Weapons Convention.

56  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

57  See recital (5) of the draft EU regulation.

58  Based on Eurostat data and mirroring the ECCN categories 3 to 5. Ecorys and SIPRI, “Final Report: Data 
and Information Collection for EU Dual-Use Export Control Policy Review,” 2015, p. 146.

59  This can be inferred from looking at national export statistics on cyber-surveillance technologies that is 
made publicly available by the UK and Switzerland. 
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Although the coverage of the proposed autonomous list remains limited, few countries seem 
to support the approach.60 A 2015 survey by Ecorys and SIPRI of Member State governments 
found that only a small number of respondents are in favor of controlling additional 
technologies such as “LI systems, data retention systems, and covert mass surveillance.” 61 
Interestingly, the new Annex 1B mirrors the control provisions that were implemented by 
the German government on the national level with regard to Law Enforcement Monitoring 
Facilities and data retention systems in July 2015.62 However, a group of EU Member States, 
including Germany, France, and the UK, asked the Commission before publication of the 
proposal to scrap the autonomous list approach, allegedly arguing that “unilateral EU lists 
ZRXOG�EH�OHVV�HIIHFWLYH��>DQG@�XQGHUPLQH�WKH�FRPSHWLWLYHQHVV�RI�(8�LQGXVWU\�µ�63 Instead, they 
proposed to attempt further negotiations on the WA level or in an alternative international 
setting beyond the EU, a shift that would further delay the establishment of effective controls 
IRU�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV��7KLV�ZRXOG��RI�FRXUVH��VLJQLÀFDQWO\�GHFUHDVH�WKH�LPSDFW�
and innovative character of the new EU regulation. 

Unilateral, EU-wide controls have especially been opposed by the European cyber-surveillance 
industry but also have effects beyond Europe. Press reports indicate that the Commission 
has been approached by companies and industry associations fearing that the regulation 
would decrease their competitiveness and legal certainty, and could even force companies 
to move outside the EU.64 A group of Commissioners, led by then-Commissioner for Digital 
Economy Günther Oettinger, allegedly argued for a more business-friendly regulation 
DQG� OREE\LQJ� HIIRUWV� PLJKW� DOUHDG\� KDYH� OHG� WR� WKH� QDUURZLQJ� RI� WKH� GHÀQLWLRQ� RI� F\EHU�

60  Section B of Annex I (“Other Items of Cyber-Surveillance Technology” contains entries for monitoring 
centers for lawful interception and data retention systems or parts thereof (10A001) as well as the 
UHVSHFWLYH�SURYLVLRQV�RQ�WKH�VRIWZDUH����'�����DQG�WHFKQRORJ\����(�����QHFHVVDU\�IRU�WKH�LWHPV�VSHFLÀHG�
in 10A001. The new controls may offer a potential loophole because, according to the technical note, 
category 10A001 includes an exemption for products designed for and used at telecommunications 
companies (service providers). Especially data retention is often performed by service providers and in 
many authoritarian states these have close ties to the state. This exemption has already been criticized 
in the context of the German controls; the impact on the effectiveness of the controls remains, however, 
GLIÀFXOW�WR�DVVHVV��6HH�IRU�H[DPSOH�&DWKHULQH�6WXSS��´*HUPDQ\�/HDYHV�%UXVVHOV�EHKLQG�RQ�6XUYHLOODQFH�
Tech Export Controls,” Euractiv, 2015, <http://www.euractiv.com/section/digital/news/germany-leaves-
brussels-behind-on-surveillance-tech-export-controls/>.

61  Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control Policy 
Review,” 2015, pp. 147-9, 218. 

62  This relates to the German Foreign Trade Ordinance (Außenwirtschaftsverordnung) and especially the 
categories 5A902, 5D902, 5E902 in Appendix 1 (AL) Part I B (in force 18.07.2015). 

63  EurActiv reported that Austrian, Finnish, French, German, Polish, Slovenian, Spanish, Swedish, and UK 
diplomats circulated a memo asking the Commission to scrap the list of products that will be subject to 
EU export controls and instead broker an international agreement that involves countries outside the EU. 
See: Catherine Stupp, “Tech Industry, Privacy Advocates Pressure Commission on Export Control Bill,” 
Euractiv, 2016, <https://www.euractiv.com/section/trade-society/news/tech-industry-privacy-advocates-
pressure-commission-on-export-control-bill/>.

64  Because the sector is highly fragmented and companies offer a very heterogeneous set of goods, services 
and technologies, they are not represented by a single industry association. Rather, certain companies are 
members of ICT-focused associations, such as Digital Europe, or IT-focused associations, such as BitKom, 
or defense and security associations, such as ASD, while especially smaller companies are not members of 
any association.
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surveillance technology described above.65 In terms of implementation, the Commission’s 
impact assessment concedes that controls on cyber-surveillance technologies “could result in 
a higher administrative burden for operators and authorities, since a new category of goods and 
technology would be subject to control.” 66 In addition, it has been argued that an autonomous 
list could generate some confusion with non-EU states that refer to the EU dual-use list as 
a synthesis of multilateral regimes that are nationally implemented.67 Would the EU start to 
LQFOXGH�DGGLWLRQDO� WHFKQRORJLHV�EHFDXVH�RI� VSHFLÀF�KXPDQ� ULJKWV� FRQFHUQV�� WKHVH�FRXQWULHV�
might stop aligning their national control lists with the EU framework, thus decreasing 
WKH� LQGLUHFW� LQÁXHQFH�RI� WKH�(8�RQ�H[SRUW� FRQWUROV�JOREDOO\��2Q� WKH�RWKHU�KDQG��XQLODWHUDO�
measures—together with some active diplomacy—could also allow the EU to demonstrate 
how cyber-surveillance technologies can effectively be controlled and increase the chances 
that others might follow or enact similar controls.

Much work is still required to ensure that legitimate exports are not inadvertently caught. The 
proposal offers some assurances that the new controls do “not prevent the export of information 
and communication technology used for legitimate purposes, including law enforcement and 
internet security research.” 68 While the Commission intends to develop guidelines to support 
the practical application of the proposed controls, it recently described the development of 
these guidelines as a principally “operational issue” that could be addressed later. For all 
affected communities, the vagueness of the new control provisions on cyber-surveillance 
WHFKQRORJLHV�UHPDLQV�D�NH\�FRQFHUQ��7KH�ODFN�RI�FODULW\�RQ�ZKDW��IRU�H[DPSOH��FDQ�EH�FODVVLÀHG�
DV�´GLJLWDO�IRUHQVLFV�µ�D�WHUP�XVHG�LQ�WKH�SURSRVDO·V�GHÀQLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\��
in combination with the new catch-all provision, has been raised by companies and NGOs 
alike. Privacy International rightly observes that “like intrusion software, forensic tools can be 
used to enhance and improve cybersecurity, and by extension protect human rights globally, 
and must not be restricted when moving between international parties to remedy problems 
with IT systems.” 69 The discussion on the coverage of the proposed regulation thus mirrors 
WKH�VLWXDWLRQ�RQ�WKH�:$�OHYHO��ZKHUH�D�ODFN�RI�FOHDU�GHÀQLWLRQV�FUHDWHV�OHJDO�XQFHUWDLQW\�DQG�
inconsistent implementation.

An important question also is whether the Commission would be empowered to add 
technologies independently to the autonomous list (Annex 1 Section B), which is currently 

65  Ibid.

66 “ Report on the EU Export Control Policy Review - Executive Summary of the Impact Assessment 
(Accompanying the Proposal),” European Commission, September 28, 2016, <http://trade.ec.europa.eu/
doclib/docs/2016/september/tradoc_154978.pdf>.

67  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, 
Trade and Academic Freedom in a Changing World,” Nonproliferation Papers 48 (2016) p. 8, <http://
www.nonproliferation.eu/web/documents/nonproliferationpapers/the-dual-use-export-control-policy-
review-balancin-49.pdf>.

68  Preamble of the draft regulation, recital (5). 

69  Edin Omanovic, “Landmark Changes to EU Surveillance Tech Export Policy Proposed, Leaked Document 
Shows,” Privacy International, July 2016, <https://www.privacyinternational.org/node/909>.
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envisioned in Article 16.2b of the draft.70 Delegated acts were previously only used to aggregate 
externally-originating requirements negotiated by the Member States in multilateral export 
control forums. Article 16.2 would enable the Commission to assess the risks associated to 
non-listed technologies and to enact additional controls on cyber surveillance technologies if it 
proves necessary, an approach which has been suggested by some researchers.71 It is likely that 
Member States would oppose this appreciation of the Commission’s role and the lack of clear 
selection and assessment criteria for this process has already attracted criticism by national 
export licensing bodies.72 

Overall, the proposal remains unclear in the details of what constitutes controlled cyber-
surveillance technologies and more clarity is needed before all concerned stakeholders can 
fully understand the nature and functioning of these controls. Going forward, it will be crucial 
WR�ZRUN�RXW�DQG�FRPPXQLFDWH�WKH�GLIIHUHQFHV�EHWZHHQ�WKH�ZD\�LQ�ZKLFK�H[SRUWV�RI�VSHFLÀF�
technologies aid in the violation of fundamental human rights and, alternatively, support 
OHJLWLPDWH� ,7� VHFXULW\� SUDFWLFHV�� 7KHUH� UHPDLQV� D� FRQVLGHUDEOH� QHHG� IRU� FODULÀFDWLRQ� DQG�
additional work on the control requirements at the European level and, for those Member States 
that seek to actively support the redrafting of the WA controls on intrusion software, a need for 
outreach efforts aimed at inviting affected and interested parties to provide expertise on how 
to implement the controls. On both levels, existing proposals to distinguish technology based 
RQ�GDWD�H[ÀOWUDWLRQ�DQG�XVHU�FRQVHQW�PLJKW�FHUWDLQO\�EH�ZRUWK\�RI�IXUWKHU�H[SORUDWLRQ�73 Legal 
certainty is especially critical in the case of cyber-surveillance technologies because only clear-
cut authorization requirements can act as a credible preventive and deterrent measure. 

Strengthening the Role of Human Rights in the Export Authorization Process
Much of the discussion over the last years has focused on the way in which EU Member States 
address human rights considerations in their export licensing processes. By incorporating 
important innovations based on the human security approach, the Commission proposal 
represents a major step towards an explicit obligation for national licensing authorities to 
base their assessments on respect for human rights and the internal situation in the country 
RI�ÀQDO�GHVWLQDWLRQ��*RLQJ�IRUZDUG��LW�ZLOO��KRZHYHU��EH�QHFHVVDU\�WR�FODULI\�WKH�ODQJXDJH�DQG�
obligations further and provide effective guidance or even clear criteria to the Member States 
VSHFLÀF�WR�OLFHQVLQJ�DVVHVVPHQWV�RQ�F\EHU�VXUYHLOODQFH�WHFKQRORJ\��

While the inclusion of human rights considerations in licensing decisions on dual-use exports is 
already required under the EU dual-use regulation, Member States have interpreted and applied 

70  According to Article 16.2b, the Commission would be empowered to adopt delegated acts to amend 
Section B of Annex I “if this is necessary due to risks that the export of such items may pose as regards 
the commission of serious violations of human rights or international humanitarian law or the essential 
security interests of the Union and its Member States.” 

71  Ian Stewart and Sibylle Bauer, “Workshop: Dual-Use Export Controls (Background Paper),” European 
Parliament, 2015, p. 30, <http://www.europarl.europa.eu/RegData/etudes/STUD/2015/535000/EXPO_
STU(2015)535000_EN.pdf>.

72� � 6WDWHPHQW�E\�DQ�H[SHUW�RI� WKH�)HGHUDO�2IÀFH� IRU�(FRQRPLF�$IIDLUV�DQG�([SRUW�&RQWURO��*HUPDQ\��VHH��
“Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017),” 
European Parliament, 2017. 

73  See Section 2.2 above. 
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these criteria differently. Article 12 of the existing regulation requires Member States to base 
their decisions on the authorization of exports on all relevant considerations, “including those 
FRYHUHG� E\�&RXQFLO�&RPPRQ�3RVLWLRQ� ����������&)63�� GHÀQLQJ� FRPPRQ� UXOHV� JRYHUQLQJ�
control of exports of military technology and equipment.” However, while the Common 
Position provides a basic set of criteria, the European Parliament has repeatedly criticized that 
it “is being applied loosely and interpreted inconsistently by the Member States,” which is 
especially true for the criterion on human rights.74, 75 Consequently, there is a clear need to move 
closer towards agreed EU-wide standards that highlight the role of human rights in assessment 
processes for dual-use exports. 

The proposed regulation puts in place a clear obligation for EU governments to assess human 
rights implications and deny applications where there is a clear risk of human rights abuses. 
The new Article 14, which is based on Article 12 of the existing regulation, states explicitly 
WKDW�FRPSHWHQW�DXWKRULWLHV�VKRXOG�FRQVLGHU�´UHVSHFW� IRU�KXPDQ�ULJKWV� LQ� WKH�FRXQWU\�RI�ÀQDO�
destination as well as respect by that country of international humanitarian law” and “the 
LQWHUQDO�VLWXDWLRQ�LQ�WKH�FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�7KLV�FRXOG�FRQVLGHUDEO\�VWUHQJWKHQ�WKH�
role of human rights criteria in the assessment process and lead to a more uniform application 
of the existing assessment criteria across Member States. In addition, the regulatory intent 
EHFRPHV�HYLGHQW�LQ�WKH�SUHDPEOH�WR�WKH�SURSRVHG�UHJXODWLRQ��ZKLFK�´FODULÀH>V@�WKDW�DVVHVVPHQW�
criteria for the control of exports of dual-use items include considerations regarding their 
possible misuse in connection with acts of terrorism or human rights violations.” 76

7KH�GUDIW�UHÁHFWV�WKH�LQLWLDO�SURSRVDO�E\�WKH�&RPPLVVLRQ�ZKLFK�DLPHG�DW�HYROYLQJ�WKH�H[LVWLQJ�
regime “towards a ‘human security’ approach recognizing that security and human rights are 
inextricably interlinked.” 77 This approach shifts attention from national security issues related 
to potential military end-uses to people-centered security, for example, terrorism and human 
ULJKWV�YLRODWLRQV��ZKLFK�EHFRPHV�HYLGHQW�ZLWK�WKH�DGGLWLRQDO�FDWFK�DOO�FODXVHV�LQ�$UWLFOH�ɋ�78 The 
DGGLWLRQV�JR�D�ORQJ�ZD\�LQ�DGGUHVVLQJ�FULWLFLVP�WKDW�KXPDQ�ULJKWV�FRQFHUQV�DUH�QRW�VXIÀFLHQWO\�

74  Human rights concerns are addressed in Criterion Two of the Common Position. It requires EU Member 
States “to deny an export license if there is a clear risk that the military technology or equipment to be 
exported might be used for internal repression.” The User’s Guide to the Common Position emphasizes 
that “communications/surveillance equipment can have a strong role in facilitating repression.”

75 “ European Parliament Resolution of 17 December 2015 on Arms Export: Implementation of Common Position 
2008/944/CFSP (2015/2114(INI)),” European Parliament, December 17, 2015, <http://www.europarl.
europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+TA+P8-TA-2015-0472+0+DOC+PDF+V0//EN>.

76  See preamble of the draft regulation, recital (6).

77  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

78  In this regard, the human rights focus also contributes to the expansion of the traditional conception of 
‘dual-use’ towards the ‘legitimate versus illegitimate purpose’ and ‘benevolent versus malevolent use’ 
paradigm that is discussed with regard to cyber surveillance technologies and ‘manifest intent.’ See for 
example Johannes Rath, Monique Ischi, and Dana Perkins, “Evolution of Different Dual-Use Concepts 
in International and National Law and Its Implications on Research Ethics and Governance,” Science 
and Engineering Ethics 20:3 (2014), pp. 769–90. This shift in the understanding of ‘dual-use’ has also 
EHFRPH�HYLGHQW�LQ�WKH�DGGLWLRQ�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJ\�WR�WKH�GHÀQLWLRQ�RI�¶GXDO�XVH�LWHPV·�LQ�WKH�
proposed regulation. 
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incorporated or easily ignored because of political or economic reasons. The proposal in 
Article 14 removes the reference to Council Common Position 2008/944/CFSP, which does 
not explicitly mention threats to, for example, the right to privacy and freedom of expression. 
Instead, a clear reference to human rights is added and the explanatory memorandum to the new 
regulation further underlines the risk that the export of cyber-surveillance technology poses to 
fundamental human rights, including the right to privacy and freedom of expression. To clarify 
the benchmarks for risk assessments even further, Article 14d could explicitly mention these and 
other human rights that are particularly exposed to violations through surveillance exports.79 

EU Member States appear skeptical about the additional emphasis on human rights in the 
OLFHQVLQJ� SURFHVV� DQG� DUH� VSHFLÀFDOO\� FRQFHUQHG� DERXW� LPSOHPHQWDWLRQ� FKDOOHQJHV� DQG� WKH�
administrative burden for licensing authorities and exporters.80 Uncertainty could generate a 
large number of speculative license applications.81 While some support exists for human rights 
criteria by, for example, the Netherlands, other Member States seem to perceive the Common 
Position as a good basis for export licensing assessments and see the problem primarily with its 
inconsistent application. Business associations have also repeatedly expressed concerns about 
QRQ�VSHFLÀF� KXPDQ� ULJKWV� VWDQGDUGV� EHFDXVH� WKH\� FRXOG� FRPSOLFDWH� OLFHQVLQJ� DVVHVVPHQWV��
increase the need for information collection about their customers, and decrease legal certainty.82 
On the other hand, NGOs and the European Parliament have repeatedly called for stronger 
human rights criteria.83

Given the cautionary remarks by some governments, the Commission proposal retained an 
overall high level of ambition regarding human rights criteria. To ensure proper implementation, 
the licensing obligation would need to be accompanied by measures that promote more uniform 
risk assessment across Member States. The way in which Member States interpret the provision 

79 “ Stellungnahme zum Entwurf der EU-Kommission zur Verordnung Nr . 428 / 2009 über Exportkontrollen 
von Dual-Use-Gütern,” Reporters without Borders, January 2017, <https://www.reporter-ohne-grenzen.de/
ÀOHDGPLQ�5HGDNWLRQ�,QWHUQHWIUHLKHLW���������B6WHOOXQJQDKPHB52*B%0:LB'XDOB8VHB5LFKWOLQLH�SGI>.

80� � $FFRUGLQJ�WR�(XUDFWLY��D�QXPEHU�RI�0HPEHU�6WDWHV�KDYH�WROG�WKH�&RPPLVVLRQ�WKDW�´>W@DUJHWHG�VDQFWLRQV�
are the primary instrument to prevent the misuse of technology for human rights violations.” See 
Catherine Stupp, “Germany Leaves Brussels behind on Surveillance Tech Export Controls,” Euractiv, 
2015, <http://www.euractiv.com/section/digital/news/germany-leaves-brussels-behind-on-surveillance-
tech-export-controls/>.

81 “ Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017).” 
European Parliament.

82  Instead, these associations emphasize the role of due diligence programs, reporting according to the UN 
Guiding Principles on Business and Human Rights and the integration of human rights into corporate culture 
and ethical guidelines. See: DigitalEurope, “DIGITALEUROPE Position Paper on the Review of Export 
Control Policy in the EU,” February 2016, <http://www.digitaleurope.org/DesktopModules/Bring2mind/
DMX/Download.aspx?Command=Core_Download&EntryId=1125&PortalId=0&TabId=353>; and “EC 
Dual-Use Review of the EC Dual-Use Regulation,” BDI, January 2016, <http://bdi.eu/media/topics/
global_issues/downloads/201601_FINAL_BDI-Assessment_Reform_EC_Dual-Use.pdf>. 

83 “ Human Rights and Technology in Third Countries European,” European Parliament, 2015, <http://
www.europarl.europa.eu/sides/getDoc.do?type=PV&reference=20150908&secondRef=ITEM-005-
08&language=EN>; “A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-
Use Regulation,” CAUSE, 2015, p. 17, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�
v7.pdf>; and Joe McNamee (EDRi), “Consultation on the Export Control Policy Review (Regulation (EC) 
No 428 / 2009),” 2015, <KWWSV���HGUL�RUJ�ÀOHV�H[SRUWBFRQWUROVBHGUL�SGI>.
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in their export licensing processes is of critical importance for the overall effectiveness of the 
FRQWURO�UHJLPH��:KLOH�GLIÀFXOW� WR�HVWDEOLVK��PDQGDWRU\�ULVN�DVVHVVPHQW�FULWHULD�IRU� OLFHQVLQJ�
SURFHGXUHV� FRXOG³LQ� FRPSDULVRQ� WR� PRUH� DPELJXRXV� JXLGHOLQHV³VLJQLÀFDQWO\� LQFUHDVH� D�
consistent and uniform implementation of the new regulation across Member States. In any 
case, this should also be supplemented by strengthened human rights due diligence procedures 
and compliance programs that are in some cases already in place—which goes beyond the 
framework of the dual-use policy review and entails a broader engagement about the use of 
soft law measures.84

Convergence in Interpretation and Use of Catch-all Controls
Similarly, while the dedicated catch-all clause represents an important step towards the control 
RI�VXUYHLOODQFH�H[SRUWV��WKHUH�UHPDLQV�D�QHHG�IRU�FODULÀFDWLRQV�DQG�DGGLWLRQDO�JXLGDQFH�WR�HQVXUH�
the catch-all’s uniform application. The Commission proposal adds a new type of catch-all to 
Article 4 of the dual-use regulation, which traditionally allowed Member States to deny the 
export of non-listed items with potential military or WMD end-use. Article 4d now states that 
export authorization is required for non-listed items if they are intended “for use by persons 
complicit in or responsible for directing or committing serious violations of human rights or 
LQWHUQDWLRQDO� KXPDQLWDULDQ� ODZ� LQ� VLWXDWLRQV� RI� DUPHG� FRQÁLFW� RU� LQWHUQDO� UHSUHVVLRQ� LQ� WKH�
FRXQWU\�RI�ÀQDO�GHVWLQDWLRQ�µ�7KH�F\EHU�VXUYHLOODQFH�FDWFK�DOO�PHFKDQLVP�ZRXOG�EH�GLIIHUHQW�
in nature from existing ones which deal with a generally more limited range of technologies 
DQG�GHVWLQDWLRQV�DQG�DUH�EDVHG�RQ�D�VLJQLÀFDQW�ERG\�RI�NQRZOHGJH�

Considering the pace of technological development and the variety and ambiguity of cyber-
VXUYHLOODQFH�V\VWHPV��FDWFK�DOO�SURYLVLRQV�SURYLGH�OLFHQVLQJ�DXWKRULWLHV�ZLWK�WKH�ÁH[LELOLW\�WR�
UHVSRQG�TXLFNO\�WR�FULWLFDO�H[SRUWV��$�FDWFK�DOO�ZRXOG�EH�XVHIXO�LQ�IXWXUH�SURRÀQJ�WKH�FRQWURO�
system and has so far been less controversial than list-based controls with Member States. Unlike 
list-based approaches, the application of a catch-all depends entirely on the Member State. Likely 
results are differences in national implementation and uncertainty among companies, which 
increase the need for coordination and accountability mechanisms. These problems already 
occur in the context of the military and WMD catch-all clauses, even though agreed practices 
and shared standards have been developed.85 Proponents of the cyber-surveillance technology 
catch-all have therefore stressed the need to ensure consistent implementation. The European 
Parliament, for example, highlighted the need “to implement and monitor EU regulations and 
sanctions relating to ICTs more effectively, including the use of catch-all mechanisms, so as to 

84  For a detailed assessment of industry self-regulation and the application of CSR guidelines see: Mark 
Mark Bromley et al., “ICT Surveillance Systems: Trade Policy and the Application of Human Security 
Concerns,” Strategic Trade Review 2:2 (Spring 2016), pp. 37–52. The authors argue that self-regulation 
and CSR can form “a useful complement to export controls in the effort to create improved standards in 
the export of ICT surveillance systems.”

85  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, 
Trade and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI, March 
2016, p. 8. In explaining the need for recasting the dual-use regulation, the Commission pointed out 
that “divergences in interpretation and application among Member States result in asymmetrical 
implementation and create competitive distortions within the Single Market.,” see: “Report on the EU 
Export Control Policy Review - Executive Summary of the Impact Assessment (Accompanying the 
Proposal)” European Commission, 2016.
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ensure that >«@�D�OHYHO�SOD\LQJ�ÀHOG�LV�SUHVHUYHG�µ�86 Industry is opposed to this measure and 
states that “catch-all controls should only be a last resort.” 87

The proposal so far dRHV�QRW�RIIHU�VXIÀFLHQW�JXLGDQFH�IRU�0HPEHU�6WDWHV�WR�EULGJH�WKH�H[LVWLQJ�
differences in catch-all application and reinforce a policy of no-undercutting. The new regulation 
envisages a mandatory consultation procedure between licensing authorities to facilitate the use 
of catch-all provisions and aims at strengthening information exchanges between the Commission 
DQG� 0HPEHU� 6WDWHV�� +RZHYHU�� JRYHUQPHQW� RIÀFLDOV� QRWHG� FRQFHUQV� UHJDUGLQJ� D� FDWFK�DOO·V�
uniform implementation in the 2016 Ecorys/SIPRI survey and the March 2017 expert hearing 
in the European Parliament.88 Establishing rules for a uniform application would, for example, 
ÀUVW�UHTXLUH�D�IXQGDPHQWDO�XQGHUVWDQGLQJ�UHJDUGLQJ�WKH�ZD\�LQ�ZKLFK�FDWFK�DOO�FRQWUROV�VKRXOG�
be employed. Practice differs between governments with regard to the application to an entire 
GHVWLQDWLRQ�FRXQWU\�RU�WR�D�VSHFLÀF�HQG�XVHU�DQG�ZKHWKHU�WKH�SURYLVLRQ�LV�XVHG�WR�VWRS�D�VSHFLÀF�
shipment or more broadly as a precautionary or awareness-raising measure.89 Stakeholders also 
QRWHG�´WKDW�LI�WKHUH�ZDV�D�ODFN�RI�VSHFLÀFLW\�LQ�ERWK�WKH�WHFKQRORJ\�DQG�HQG�XVHUV�FRYHUHG�E\�
a cyber-surveillance catch-all mechanism it might make it hard to implement” and guarantee 
uniform implementation.90 In this regard, it is noteworthy that the language of the catch-all 
characterizes the recipient as “persons” instead of referring to institutionalized actors such as 
the armed forces, the police, intelligence, or law enforcement agencies of the state, which would 
limit the group of relevant end-users.91 Concerns were also raised with regard to the threshold 
of “serious violations of human rights” that allows recourse to the catch-all.92 A greater role 
of the Commission in coordinating implementation and issuing guidance, which is sometimes 
suggested, would likely raise concerns with some Member States.93 

86  Frans Timmermans, “Human Rights and Technology in Third Countries European,” Speech to the European 
Parliament, September 7, 2015, <https://ec.europa.eu/digital-single-market/en/news/human-rights-and-
technology-third-countries>.

87 “ EC Dual-Use Review of the EC Dual-Use Regulation,” BDI, January 2016, <http://english.bdi.eu/media/ 
topics/global_issues/downloads/FINAL_BDI-Assessment_Reform_EC_Dual-Use.pdf> and “DIGITAL 
EUROPE Position Paper on the Review of Export Control Policy in the EU,” DigitalEurope, October 2014, 
<http://www.europarl.europa.eu/meetdocs/2014_2019/documents/droi/dv/412_digitaleurope_position_
paper_/412_digitaleurope_position_paper_en.pdf>.

88  An expert of the German FederDO�2IÀFH�IRU�(FRQRPLF�$IIDLUV�DQG�([SRUW�&RQWURO�QRWHG�WKDW�FRQVXOWDWLRQV�
between EU Member States based on Art. 4 of the proposal might not lead to an understanding on common 
standards. See: “Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation 
(March 21, 2017),” European Parliament, 2017

89  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, Trade 
and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI (March 2016), p. 6; 
and Ecorys and SIPRI, “Final Report: Data and Information Collection for EU Dual-Use Export Control 
Policy Review,” (2015), p. 103.

90  Ibid, 219–20.

91  In comparison, Article 6 of the Common Position 2008/944/CFSP states that the criteria only apply to 
dual-use goods and technology “if the end-user will be armed forces or internal security forces.” However, 
many cyber surveillance technologies, such as LI equipment, are operated at the level of (privately run) 
network operators. 

92 “ Recording of the INTA Public Hearing on the Reform of the EU Dual-Use Legislation (March 21, 2017),” 
European Parliament.

93  Marietje Schaake, “Written Submission to the Public Online Consultation on the Export Control Policy 
Review (Regulation (EC) No 428/2009),” 2015, <http://trade.ec.europa.eu/doclib/docs/2015/november/
tradoc_154004.pdf>.
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In comparison to measures aimed at the convergence of the new catch-all, other provisions aimed 
DW�´OHYHOLQJ�WKH�SOD\LQJ�ÀHOGµ�LQ�H[SRUW�OLFHQVLQJ�SURFHGXUHV�DUH�UHODWLYHO\�XQFRQWURYHUVLDO�DQG�
were welcomed by a broad range of actors. These include the development of a common IT 
infrastructure as a shared platform to support an enhanced exchange of information between 
export control authorities, an EU-wide capacity-building program and outreach efforts towards 
non-EU countries to disseminate best practices.94, 95, 96 Licensing authorities also emphasized the 
weaknesses of the existing system, in which information sharing is mostly limited to authorization 
denials.97 Access to information in other areas, such as granted licenses, critical destinations and 
end-users, incidents, and violations could help to improve national risk assessment procedures 
DQG�KDUPRQL]H�RXWFRPHV��6KDULQJ�WKLV�H[SRUW�GDWD�KDV�WUDGLWLRQDOO\�EHHQ�GLIÀFXOW�EHFDXVH�RI�
national and commercial interests but will be crucial to avoid disparate national policies that 
facilitate licensing avoidance and create loopholes in enforcement mechanisms for cyber-
surveillance technologies.98

Overall, the Commission proposal represents a considerable improvement to the existing export 
control framework for cyber-surveillance technologies. In light of the cautionary remarks by 
Member State governments and industry groups, the Commission presented a surprisingly 
comprehensive and ambitious proposal. The changes to Regulation 428/2009 will now need to be 
agreed upon by the Member States and the European Parliament. One further issue to consider 
in this process is the need for greater transparency on export licensing decisions and outreach to 
affected entities, experts and civil society. Over the last years, many actors have pointed out that 
more reliable information and data on exports is needed to ensure that existing and future control 
measures are clear, effective, and consistent. The proposal falls short of calling on governments to 
publish comprehensive data concerning export license applications for surveillance technologies. 
Greater openness would encourage independent systematic research and contribute to accurate 
impact assessments, legal clarity, and better public understanding of the issue.

Conclusion: Chasing a Moving Target

,W�ZLOO� DOZD\V� SURYH� GLIÀFXOW� WR� HQVXUH� WKDW� OHJLVODWLYH� SURFHVVHV� NHHS� XS�ZLWK� WHFKQRORJLFDO�
developments, especially when it regards the internet. Advances in cyber-surveillance capabilities 

94  The European Commission proposed an extension of information sharing through a catch-all database 
recording catch-all licensing requirements, end-users and items of concern.

95  A critical aspect is to address the lack of expertise and staff at both Member State and EU level, which 
undermines the effectiveness of existing controls on cyber surveillance technologies. The Commission 
has suggested setting up “technical expert groups” (Article 21) which bring together key industry and 
government experts into a dialogue on the technical parameters for controls. Creating a pool of experts 
WR�DVVLVW� OLFHQVLQJ�DXWKRULWLHV� LQ� WKH�DUHD�RI�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV�FRXOG�EH�D�PHDQLQJIXO�ÀUVW�
step in this direction. Capacity building can also promote a uniform approach and is used to contribute to 
international convergence of export controls beyond the EU.

96  Green Paper: The Dual-use Export Control System of the European Union: Ensuring Security and 
Competitiveness in a Changing World,” DG Trade, European Commission, 2011, <http://trade.ec.europa.
eu/doclib/docs/2011/june/tradoc_148020.pdf>, p. 2.

97  Interview with the author, Expert in the Federal Ministry of Economic Affairs and Energy.

98  Sibylle Bauer and Mark Bromley, “The Dual-Use Export Control Policy Review: Balancing Security, Trade 
and Academic Freedom in a Changing World,” EU Non-proliferation Paper 48, SIPRI, March 2016.
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have so far outstripped the ability of institutions of governance to modernize the control 
framework. The unregulated export of cyber-surveillance technologies has exposed individuals 
to new risks to their human rights and created security concerns. Laws and regulation currently 
chase a moving target. 

On the European level, the outcome of the export policy review represents an ambitious response 
to the control challenge, magnifying the effect of existing control lists and licensing procedures 
DQG�DLPLQJ�DW�VXSSOHPHQWLQJ�WKH�H[LVWLQJ�IUDPHZRUN�ZLWK�UHTXLUHPHQWV�VSHFLÀFDOO\�GHVLJQHG�
to oversee the export of cyber-surveillance technology. However, considering the actions of 
individual Member States that introduced additional controls on a national level, the Commission 
SURSRVDO�VKRXOG�DOVR�EH�VHHQ�DV�D�VWHS�WRZDUGV�OHYHOLQJ�WKH�(XURSHDQ�SOD\LQJ�ÀHOG��,W�LV�OLNHO\�
that the draft regulation will face some resistance by Member State governments and therefore 
might be subject to changes. Going forward, it will be up to the European Parliament, which 
has repeatedly shown its determination to improve the control regime on cyber-surveillance 
technology, to make sure that progress is not stymied and innovative steps not diluted.99 

Further action at the EU and WA level does not guarantee that other key technology suppliers will 
introduce similar controls but certainly has the potential to limit the spread of some of the most 
contentious technologies and set an example for others. Arguments about the replaceability of 
European cyber-surveillance exports, potential circumvention or relocation opportunities, and 
distortions of competition should not preclude governments from enacting stricter controls on 
the EU or even national level. On the other hand, it remains true that an effective control regime 
should include as many countries as possible. Even with a new control system on the European 
level, a clear need will remain to coordinate with countries within the WA and beyond and 
especially key supplier countries should be approached with ideas to establish a broader regime. 
7KLV�FRXOG��IRU�H[DPSOH�� LQFOXGH�,VUDHO��ZKLFK�KDV�D�VLJQLÀFDQW�GXDO�XVH� LQGXVWU\�DQG�PDGH�
considerable progress in implementing export controls on cyber-surveillance technology.100 In 
light of Brexit, it will also be crucial to ask whether UK export controls will remain compatible 
with EU controls and to institutionalize coordination arrangements.101 

Working towards a broader regime would enjoy support by civil society and industry associations 
DOLNH� EHFDXVH� LW�ZRXOG� DGGUHVV� FRQFHUQV� DERXW� DQ� XQHYHQ�JOREDO� SOD\LQJ�ÀHOG�102 However, 
similar undertakings such as the multilateral Arms Trade Treaty show clear limitations of such 
attempts. Despite the agreement’s focus on conventional weapons, products with a clear impact 

99  Frans Timmermans, “Human Rights and Technology in Third Countries European,” Speech to the European 
Parliament, September 7, 2015, <https://ec.europa.eu/digital-single-market/en/news/human-rights-and-
technology-third-countries>; “Human Rights and Technology: The Impact of Intrusion and Surveillance 
Systems on Human Rights in Third Countries,” European Parliament, 2014/2232(INI), August 2015, 
<http://www.europarl.europa.eu/oeil/popups/summary.do?id=1401513&t=e&l=en>.

100  Doron Hindin, “Can Export Controls Tame Cyber Technology?: An Israeli Approach,” Lawfare Blog, 
February 12, 2016, <https://www.lawfareblog.com/can-export-controls-tame-cyber-technology-israeli-
approach>.

101  Mark Bromley, “Brexit and Export Controls: Entering Uncharted Waters,” SIPRI, 2016, <https://www.
sipri.org/commentary/topical-backgrounder/2016/brexit-and-export-controls-entering-uncharted-waters>.

102 “ A Critical Opportunity: Bringing Surveillance Technologies within the EU Dual-Use Regulation,” CAUSE, 
2015, <KWWSV���SULYDF\LQWHUQDWLRQDO�RUJ�VLWHV�GHIDXOW�ÀOHV�&$86(�UHSRUW�Y��SGI>; and “DIGITALEUROPE 
Position Paper on the Review of Export Control Policy in the EU,” DigitalEurope. 
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RQ�VHFXULW\��VWDELOLW\��DQG�KXPDQ�ULJKWV��QHJRWLDWLRQV�ZHUH�GLIÀFXOW�DQG�D�VLJQLÀFDQW�QXPEHU�RI�
VWDWHV�KDYH�QRW�\HW�UDWLÀHG�WKH�DJUHHPHQW��5HJDUGLQJ�GXDO�XVH�F\EHU�VXUYHLOODQFH�WHFKQRORJLHV��
ZKLFK�DUH�PRUH�DPELJXRXV�LQ�WHUPV�RI�GHÀQLWLRQV�DQG�ULVNV�DWWDFKHG��LQWHUQDWLRQDO�FRQWUROV�ZLOO�
EH�HYHQ�PRUH�GLIÀFXOW��

Overall, policy-makers must be aware that trade restrictions on cyber-surveillance technology 
are not a panacea. Yet, subjecting these heterogeneous products and services to an export 
licensing regime can curb their unregulated spread and promote broader norms. Even when 
they are not invoked to restrict a transfer, export controls can act as an essential accountability 
and transparency mechanism, thus shedding light on this secretive trade and informing future 
regulatory responses. To be truly effective, export controls will need to be complemented by 
foreign policy initiatives that raise awareness of the problem, build a broader regime with 
FRPPRQ�VWDQGDUGV��DQG�SURPRWH�DQG�SURWHFW�KXPDQ�ULJKWV�RQOLQH�DQG�RIÁLQH�
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